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(57)Abstract: 

PROBLEM TO BE SOLVED: To protect copyrighted data by conducting a prescribed 
initialization for a CD-R disk or a CD-RW disk employing an existing format method so 
that a user is able to copy copyrighted data such as music, movie and computer program 
data on a disk for only once and no secondary copying is conducted from the copied disk 
to other disk. 

SOLUTION: A CD-R disk (or a CD-RW disk) 10 is produced as a specific disk 10' in 
which a media number 1 that is a ciphering key prepared y combining six figure decimal 
number disk ID, thirteen figure decimal number MCN and five figure decimal number 
ISRC serial number and ciphered data 14 which are ciphered by the number 1 are 
recorded. 
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CLAIMS 



[Claim(s)] 

[Claim 1] It is the record medium which is the field which a reader can read, and a user 
offers the management domain which cannot access the field, and the data area 
where it is the field which this reader can read, and a user can access the field at 
arbitration, and is characterized by recording the disk identification information for 
encryption on this management domain, 

[Claim 2] The record medium according to claim 1 characterized by distributing and 
recording the medium identification number information which a user can read on it 
while media information including voice, an image, and any one information on the data 
was recorded on this data area as encryption media information enciphered by the 
cryptographic key generated using this disk identification information at least. 
[Claim 3] The record medium according to claim 1 or 2 with which this record medium 
is characterized by what is recorded on optical. 

[Claim 4] It is a record medium given in any 1 term of claim 1 - claim 3 to which this 
data area is characterized by being written in once [ at least ] by the user. 
[Claim 5] It is the initialization approach of a record medium characterized by being 
the field which a reader can read, and for a user being the initialization approach of a 
record medium of having offered the management domain which cannot access the 
field, and the data area where it is the field which this reader can read, and a user can 
access the field at arbitration, and recording the disk identification information for 
encryption on this management domain. 



[Claim 6] The 1 st write-in step which records the disk identification information for 
encryption on this management domain In recording this disk identification information. 
The 2nd write-in step which records medium identification number information on this 
data area by the mode dimorphism formula of a Q channel sub-code, The initialization 
approach of a record medium according to claim 5 characterized by having offered the 
3rd write-in step which records serial number information, and mode 3 formats of a Q 
channel sub-code being consisted of by this data area. 

[Claim 7] The management domain where it is the field which a reader can read and a 
user cannot access the field, It is the field which this reader can read and is the 
encryption approach on the record medium with which the user offered the data area 
which can access the field at arbitration. After performing initialization which records 
the disk identification information for encryption on this management domain By 
enciphering by the cryptographic key using the above-mentioned disk identification 
information at least, and recording media information including voice, an image, and 
any one information on the data on this data area as encryption media information The 
encryption approach on a record medium characterized by having offered the 
encryption step which generates a specific record medium, and being constituted. 
[Claim 8] The encryption approach on a record medium according to claim 7 
characterized by consisting of a 1st write-in step at which this initialization records 
the disk identification information for encryption on this management domain, a 2nd 
write-in step which records medium identification number information on this data 
area by the mode dimorphism formula of a Q channel sub-code, and a 3rd write-in 
step which records serial number information on this data area in mode 3 format of a 
Q channel sub-code. 

[Claim 9] The 1 st disk identification information read-out step from which this 
encryption step reads this disk identification information as the 1st disk identification 
information. The 1st cryptographic key generation step which generates this 1st 
cryptographic key combining this 1st disk identification information and at least one 
information in this medium identification number information and this serial number 
information, The 1 st read-out step which reads this media information from an 
external device, and by generating this encryption media information using this 1st 
cryptographic key, and recording on this data area that has this 1st disk identification 
information The encryption approach on a record medium according to claim 7 or 8 
characterized by having offered the specific record-medium generation step which 
generates this specific record medium, and being constituted. 

[Claim 10] The management domain where it is the field which a reader can read and a 



user cannot access the field, The data area where it is the field which this reader can 
read, and a user can access the field at arbitration is offered. The read-out means 
which can read at least this disk identification information in the record medium with 
which the disk identification information for encryption was recorded on this 
management domain, The encryption media information generation means which 
enciphers media information including voice, an image, and any one information on the 
data to this data area, and may be outputted to it as encryption media information by 
the cryptographic key using the above-mentioned disk identification information at 
least, Encryption equipment characterized by having offered an encryption media 
information preservation means by which this encryption media information could be 
saved in this data area of the record medium which has the same disk identification 
information, and being constituted. 

[Claim 1 1] The management domain where it is the field which a reader can read and a 
user cannot access the field, While offering the data area where it is the field which 
this reader can read, and a user can access the field at arbitration and recording the 
disk identification information for encryption on this management domain The 2nd 
read-out means which can read at least this disk identification information in the 
record medium with which the information enciphered by this data area was recorded, 
A 2nd cryptographic key generation means to generate the 2nd cryptographic key 
from this disk identification information at least. Decryption equipment which decodes 
the enciphered this information using this 2nd cryptographic key. and is characterized 
by having offered the decryption means which can reproduce media information 
including voice, an image, and any one information on the data, and being constituted. 
[Claim 12] The management domain where It is the field which a reader can read and a 
user cannot access the field. The data area where it is the field which this reader can 
read, and a user can access the field at arbitration is offered. The read-out means 
which can read at least this disk identification information in the record medium with 
which the disk identification information for encryption was recorded on this 
management domain, The encryption media information generation means which 
enciphers media information including voice, an image, and any one information on the 
data, and may be outputted as encryption media information by the cryptographic key 
using this disk identification information at least, The sound, image, and data station 
characterized by having offered an encryption media information preservation means 
by which this encryption media information could be saved in this data area, and being 
constituted. 

[Claim 1 3] The management domain where it is the field which a reader can read and a 



user cannot access the field, While offering the data area where it is the field which 
this reader can read, and a user can access the field at arbitration and recording the 
disk identification information for encryption on this management domain The 2nd 
read-out means which can read at least this disk identification information in the 
record medium with which the information enciphered by this data area was recorded, 
A 2nd cryptographic key generation means to generate the 2nd cryptographic key 
from this disk identification information at least, The sound, image, and data station 
which decodes the enciphered this information using this 2nd cryptographic key, and 
is characterized by having offered the decryption means which can reproduce media 
information including voice, an image, and any one information on the data, and being 
constituted. 

[Claim 14] A record medium given in any 1 term of claim 1 - claim 4 which are 
characterized by performing this encryption using the information which combined the 
serial number information or these which were recorded on the frame of mode 3 
format of a Q channel sub-code by the medium identification number information list 
recorded on the frame of the mode dimorphism type of this disk identification 
information and a Q channel sub-code. 

[Claim 1 5] a record medium given in any 1 term of claim 1 - claim 4 which be 
characterize by perform this encryption using the random number function which use 
as a seed information which combined the serial number information or these which be 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 
identification number information list recorded on the frame of the mode dimorphism 
type of this disk identification information and a Q channel sub-code . 
[Claim 16] a record medium given in any 1 term of claim 1 - claim 4 which be 
characterize by perform this encryption using the Hash Function which use as a seed 
information which combined the serial number information or these which be recorded 
on the frame of mode 3 format of a Q channel sub-code by the medium identification 
number information list recorded on the frame of the mode dimorphism type of the key 
message in which bit length be change and it deal , this disk identification information , 
and a Q channel sub-code . 

[Claim 17] The initialization approach of a record medium according to claim 6 
characterized by performing this encryption using this disk identification information 
and the information which combined this serial number information or these with this 
medium identification number information list. 

[Claim 1 8] The encryption approach on a record medium according to claim 8 or 9 
characterized by performing this encryption using this disk identification information 



and the information which combined this serial number information or these with this 
medium identification number information list. 

[Claim 1 9] The encryption approach on a record medium according to claim 8 or 9 
characterized by performing this encryption using the random-number function which 
uses as a seed this disk identification information and information which combined this 
serial number information or these with this medium identification number information 
list. 

[Claim 20] The encryption approach on a record medium according to claim 8 or 9 
characterized by performing this encryption using the Hash Function which uses as a 
seed the key message in which bit length is changed and it deals, this disk 
identification information, and information which combined this serial number 
information or these with this medium identification number information list. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention is used for CD-R (CD-Recordable). CD-RW 
(CD-Rewritable), recordable DVD (Digital Versatile Disc), etc.. and it is related with 
the initialization approach list of a suitable record medium and a suitable record 
medium at the encryption approach on a record medium, and an encryption equipment 
list, and it relates to a decryption equipment list in sound, an image, and a data station. 



[0002] 

[Description of the Prior Art] in recent years, the product development of CD-R 
(CD-R media or a CD-R disk may be called hereafter) and CD-RW (CD-RW media or 
a CD-RW disk may be called hereafter) which can write data in optical should do — 
read-only Music CD. read-only CD-ROM, etc. — in addition, the CD market is 
activated. 

[0003] These groups are called CD family and have classes, such as CDDA. CD-MIDI. 
CDV. CD-G. and CD-ROM. Here, CDDA is called the so-called music CD and is an 
object for record playback of a digital audio signal. Moreover, CD-MIDI. CDV, and 
CD-G are used for record playback of a personal computer. On the other hand, 
CD-ROM is a read-only memory and photo CD. a video CD. etc. adapting this are 
used. 

[0004] On the other hand, CD-R and CD-RW can write on a user. By these 
appearances, creation of CD can be performed now also at office or a home. Here, 
CD-R is refreshable at the CD-ROM drive carried in the personal computer, and can 
record mass data. It can write in only the hemihedry and once, and elimination of the 
once recorded data cannot be performed, and neither the disk which wrote in 
accidentally and was carried out. nor the disk which became unnecessary can be 
reused. 

[0005] On the other hand, unlike CD-R. rewriting of data is possible for CD-RW. 
Elimination of 1000 times or more of data is possible for this CD-RW. and it can 
perform temporary preservation of mass data and trial writing of data. The price of the 
hemihedry and a disk is more expensive than CD-R. and the recorded disk can be 
played only by the correspondence drive of a CD-RW drive etc. 

[0006] Moreover, in recently, read-only DVD (Digital Versatile Disc) and read-only 
DVD-ROM with one several times the capacity of CD are produced commercially, and 
development of the medium which the user corresponding to such a high density 
medium can write in is performed briskly. For example, media rewritten 1000 times or 
more, such as a medium which can be written in only at once [. such as DVD-R. ], and 
DVD-RAM, DVD-RW. are being developed. 

[0007] Next, the writing of the data and a procedure with a physical format are 
explained by making CD-R/RW into an example using drawing 26 from drawing 24 . In 
addition, under the following explanation and in a drawing, in case two, CD-R and 
CD-RW, are called collectively, it may be written as CD-R/RW. Drawing 24 is drawing 
showing arrangement with the non-data area of CD-R/RW, and a data area. The disk 
60 shown in this drawing 24 comes to offer a management domain 61 and a user area 



62. 

[0008] the field where a user can do neither direct read-out nor writing as for this 
management domain 61 — it is — this management domain 61 — PGA (Power 
Calibration Area) and PMA (Program Memory Area) from — it becomes. Here, the 
control information for adjusting the strength of laser in case PCA writes in data is 
stored. And the strength of laser is optimized by the information recorded on this PCA 
to compensate for fluctuation of external factors, such as coloring matter of a CD-R 
disk, and supply voltage, operating temperature, etc. 

[0009] Moreover, disk ID for identifying each disk by CD-R / RW drive, in case it 
writes first in a part of PMA of a CD-R disk or a CD-RW disk (disk identification 
information: Disc Identification) It is recorded by 6 figures of decimal numbers, and 
1 9.9 bits. Next a user area 62 (refer to drawing 24 ) is a field where data with actual 
music data etc. are recorded. 

[0010] And a user area 62 consists of lead-in groove field 62a, data area 62b, and 
lead-out field 62c further. Here, data area 62b is the record section of actual data. 
Information, such as a data start point at the time of writing data in this data area 62b 
and a halting point, is recorded on lead-in groove field 62a and lead-out field 62c. 
respectively. Moreover, the writing of data is performed for that (it is called a session) 
from which such lead-in groove field 62a and lead-out field 62c became a pair as one 
unit. 

[0011] The method of the writing to this disk is [ a Disk-at-Once (Disk At Once) 
method and ] Track AT Once (Track At Once). There are a method and a 
packet-writing (PacketWrite) method. A Disk-at-Once method means the method 
with which data are written in at a stretch toward a periphery from the core of a disk, 
and first, data are written in and Track At Once system means after that the method 
with which the control information for 60 seconds (lead-in groove) and the control 
information for 90 seconds or 30 seconds (lead-out) are added before and after the 
data. And although succeedingly recorded behind the data with which the method 
which a packet-writing method can advance Track At Once system further, and can 
repeat record by the short data unit was said, and data were written in last time in 
CD-R, it is discretely (at intervals) recordable on each [ of a disk ] location like [ in 
CD-RW ] a floppy (trademark) disk etc. 

[0012] Since data cannot be written in the remaining part even if an availability is in 
CD-R / RW disk if it writes in by the Disk-at-Once method, when the availability 
remains in CD-R / RW disk, Track At Once system or a packet-writing method is 
preferably used so that the postscript of data can be performed. Moreover, the 



session ATTOWANSU (Session At Once) method which is a like and records a leadHn 
groove, data, and lead-out on Track At Once system at this order has also been 
recognized recently. 

[0013] The above-mentioned lead-in groove field 62a is equivalent to the field of the 
beginning of each session on CD-R, and is not written in at all at first. Moreover, while 
the writing of a session is not completed. TOC is written in, after being put into the 
next write-in address on a disk and completing the writing of a session. This TOG 
(Table Of Contents) It is the information written in a user area 62, and the information 
on a track number, a start point, and a halting point is said. Moreover, the numbers of 
trucks currently recorded on CD, those starting positions, etc. are recorded, and TOC 
is functioning as a table of contents of a session. 

[0014] Furthermore, lead-outfield 62c is a field in the last of a session, and is used for 
having arrived at the last of data being shown. In addition, no data are written in. 
Drawing 25 is drawing showing the disc data structure in the middle of write-in. The 
left-hand side of this drawing 25 is the core of a disk 60, PCA, PMA, and lead— in 
groove field 62a, data area (program field) 62b, and lead-out field 62c are arranged 
from the direction nearest to this core, and most right-hand side is a rim. The band 
which is shown in this drawing 25 and by which the network cliff was carried out 
means that data are written in, in the middle of write-in [ of CD-R ], data are written 
in PCA, PMA, and data area 62b, and the information on a track number, a start point, 
and a halting point is saved temporarily. 

[0015] Although drawing 26 is drawing showing the disc data structure after write-in 
termination and nothing is written in PCA on a disk 60, and PMA, TOC is written in 
lead-in groove field 62a, music data etc. are written in data area 62b. and the 
termination location is further written in lead-out field 62c. Now, record of data is 
performed per block (sector) to the physical format mentioned above. Next, this 
logical format is explained using drawing 38 from drawing 27 . 

[0016] Drawing 27 is drawing showing a format of a subcoding frame. The block 
(sector) 53 shown in this drawing 27 consists of 98 frame 53a. And block 53 has the 
sub coding region 54 and data area 54a. Here, data area 54a is a field where data, such 
as music, are recorded. 

[0017] Moreover, the sub coding region 54 is a field which records information, such 
as a movement number of a silent part and music, an index, time amount, and an 
alphabetic character, and is recorded on data area 62b (refer to drawing 24 ) with data, 
such as music. It is not used in this sub coding region 54 being independent (every 
break), but one information is expressed with 98 continuous frames. 



[0018] Moreover, drawing 28 is drawing showing a detailed format of frame 53a. and 
frame 53a shown in this drawing 28 has each field of a frame alignment signal, 
subcoding. data, parity, data, and parity. And it has 1 byte of field for subcoding, and 24 
bytes of field for data. And 98 of this frame 53a gather, 2352 (24x98) cutting tools' 
block 53 is constituted, and it functions as information fields, such as a movement 
number of a silent part and music, an index, time amount, and an alphabetic character. 
[0019] Drawing 29 is drawing having shown this sub coding region in the detail. A 
synchronizing signal is stored in 2 bytes of first field, and, as for the sub coding region 
54 shown in this drawing 29 . information is recorded on it by other fields. Specifically, 
these channels are as follows. That is, the silent part by which the P channel is 
inserted between music is recorded. Elapsed time, absolute time. etc. are recorded. 
[ in / in Q channels / the frame of the movement number of music, the index number 
in a movement, and music ] Moreover, as for R. S, T. U. V, and W, the text for the 
display of karaoke etc. is recorded. 

[0020] And one bundle of a frame 98 and the attached lengthwise direction 
constitutes one channel from a frame 3 like field 54b shown in this drawing 29 . That is, 
Q channels are formed by 96 bits of Q1 to Q96. Moreover, the same is said of each 
channel of P, R, S, T. U, V. and W. Next, the mode of Q channels is explained. These Q 
channels have the mode format that three kinds of formats from the mode 1 to the 
mode 3 differ. Although Q channels take the format in the mode 1, they are fixed 
frequency and usually take the format in the mode 2 and the mode 3. 
[0021] Drawing 30 is drawing showing the frame structure in the mode 1 of Q channels. 
Information is transmitted by the frame 55 of mode 1 format shown in this drawing 30 . 
Drawing 36 is drawing showing the 1st example of data logging. As shown in this 
drawing 36 . a Q channel field is recorded in mode 1 format, and data are stored in a 
data area. Drawing 31 is drawing showing the frame structure in the mode 2 of Q 
channels. The frame 56 in the mode 2 shown in this drawing 31 is a different format 
from a frame 55. and the frequency where this frame 56 appears is 1 block in rate at 
least 100 of Q channels. And N1-N13 of this drawing 31 are a field which consists of 4 
bits, respectively, and are MCN (Media Catalog Number) to these fields N1-N13. It is 
recorded with 13 figures (43.2 bits) of decimal numbers. In this MCN, it is the identifier 
of a media number. Moreover, drawing 32 is drawing showing the data format at the 
time of drive equipment recording MCN. and if drive equipment records according to 
this data format, the frame structure shown in drawing 31 will be recorded on a disk in 
fact. Moreover, drawing 33 is drawing showing a format of the MCN data which drive 
equipment read, and shows the data format at the time of reproducing the frame 



structure. 

[0022] Drawing 37 is drawing showing the 2ncl example of data logging. As shown in 
this drawing 37 , it is recorded by the mode dimorphism formula between mode 1 
formats of a Q channel field. Moreover, in the data of the mode dimorphism type in 
that case, it is MCN. 1234567890123 [ for example. ]. It is stored. Drawing 34 is 
drawing showing the frame structure in the mode 3 of Q channels. Q frequency where 
the frame 57 in the mode 3 shown in this drawing 34 appears is also 1 block inside at 
at least 100 blocks. And ISRC (International Standard Receding Code) is recorded on 
11-112 of this frame 57, among these it is a serial number (Serial Number) to 18-112. It 
is recorded with 5 figures (16.6 bits) of decimal numbers. In addition, as for the field of 
11-15, information is recorded by 6 bits, and, as for the field of 16-112, information is 
recorded by 4 bits. Moreover, drawing 35 is drawing showing a format of the ISRC data 
which drive equipment read, and a serial number is written in the field of 18-112 shown 
in this drawing 35 with the decimal number for 5 figures. 

[0023] Drawing 38 is drawing showing the 3rd example of data logging. As shown in 
this drawing 38 , it is recorded by the mode dimorphism formula between mode 1 
formats of a Q channel field, and is further recorded also in mode 3 format. Moreover, 
MCN (for example, 1234567890123) is written in the data of the mode dimorphism 
type in that case, and the serial number of ISRC is 98765 in the data of mode 3 format. 
It is written in. 

[0024] As mentioned above. CD-R/RW is standardized and is excellent in 
compatibility, and the contents of a format deal with it very much, and tend to carry 
out it. However, since a user individual can reproduce works, such as music and data 
of a movie or a computer program, easily, this CD-R/RW has the technical problem 
that protection of such a work is not thoroughgoing. 

[0025] The approach of protecting such data with copyright has the approach of 
adding dues to sound recording / playback device beforehand, the approach of 
performing to the data stream when copying by putting coding information, etc. 
However, the approach of the approach of adding dues beforehand having the 
technical problem that a setup of a tariff is very difficult, and putting coding 
information on the data stream when copying has the technical problem that there are 
no means prevented in any way in copying in analog, and neither serves as 
fundamental solution for duplicate prevention. 

[0026] In addition, about data logging, as shown below, four kinds of well-known 
reference is known. First, the distinction means of CD-ROM which equips 
JP.8-153331.A (the well-known reference 1 may be called hereafter) with the DS in 



which a copy protection is possible, and copy article CD-ROM is acquired, and the 
technique of aiming at prevention of an illegal copy is indicated. 

[0027] However, the technique indicated by this well-known reference 1 makes the 
particular part of a medium the specific value for anti-copying. Furthermore, since this 
technique makes the specific value Q channel address of a sub-code block of the 
arbitration of CD, it has the technical problem that the dependability of data 
protection is low. Moreover, the technique of performing anti-copying of the recorded 
software or music information is indicated, without carrying out the cost rise of the 
optical disk which supplies software and music information to JP.7-85574.A (the 
well-known reference 2 being called hereafter). 

[0028] The technique indicated by this well-known reference 2 has prevented the 
copy by recording the key information on encryption on a non-data storage area by a 
bar code etc. However, a non-data area is a field which the optical head of a 
regenerative apparatus does not scan, and since key information is recorded by the 
bar code or the geometrical pattern, it has the technical problem that the key 
information reading means of dedication is required. 

[0029] Furthermore, it is media, such as CD-ROM on which data were recorded in the 
pit, and even if the duplicate of a metaphor pit formation part is made without being 
reproduced simply, the data-logging medium which can be prevented from reproducing 
easily the information signal currently recorded is indicated by USP5.802,174 
(Japanese corresponding application may call the well-known reference 3 
JP,9-01 71 19,A and the following). 

[0030] The technique indicated by this well-known reference 3 records encryption 
data and cryptographic key information on two record sections where a record format 
differs from a recording layer separately, and cryptographic key information is 
recorded by the wobble and the optical MAG of a slot, or the phase change, or it 
records them on other recording layers. However, sihce each ****** is an 
anti-copying technique of a ROM medium, such as CD-ROM, application to a 
recordable medium like this invention is difficult to even indicate for this well-known 
reference 3. 

[0031] Furthermore, reading and the copy of a cryptographic key will be easily made 
only by changing the recording layer which writes in a cryptographic key. When 
cryptographic key information is written in by the wobble of a slot, a different 
identification number for every disk cannot be given, but there is no anti-copying 
effectiveness in a recordable medium. Moreover, when cryptographic key information 
is written in using other record formats other than pits, such as optical MAG. in order 



to read, the technical problem that the key information reading means of dedication is 
required occurs. 

[0032] And the data recorder unreproducible even if reproduced is indicated by 
EP751516A (Japanese corresponding application may call the well-known reference 4 
JP,9-1 15241,A and the following), without being reproduced simply. However, the 
technique indicated by this well-known reference 4 records the identification 
information of a proper on a medium, and that identification information is recorded on 
a data area, a TOC field, etc. Therefore, since a TOC field is rewritten by the user at 
arbitration, it has too the technical problem that there is fear of an alteration of the 
data encryption key by the user. 
[0033] 

[Problem(s) to be Solved by the Invention] This invention by having been originated in 
view of such a technical problem, and giving predetermined initialization to a disk using 
the existing format approach Although a user is able to copy the data with copyright 
of music, the data of a movie or a computer program, etc. to the disk of one sheet only 
once It aims at offering sound, an image, and a data station in a decryption equipment 
list at the encryption approach on a record medium, and an encryption equipment list 
in the initialization approach list of a record medium and a record medium which 
cannot be secondarily copied to other disks from the copied disk. 
[0034] 

[Means for Solving the Problem] For this reason, the record medium of this invention 
is the field which can read a reader, a user offers the management domain which 
cannot access that field, and the data area where it is the field which a reader can 
read and a user can access that field at arbitration, and it is characterized by 
recording the disk identification information for encryption on that management 
domain (claim 1). 

[0035] Moreover, media information including voice, an image, and any one information 
on the data to the data area While being recorded as encryption media information 
enciphered by the cryptographic key generated using the above-mentioned disk 
identification information at least The medium identification number information which 
a user can read may be distributed and recorded, and this record medium may be 
made to be recorded on optical, and a user may be made for that data area to be 
written in once [ at least ] (claims 2-4). 

[0036] In addition, this encryption Even if it is made to be carried out using the 
information which combined the serial number information or these which were 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 



identification number information list recorded on the frame of the mode dimorphism 
type of disk identification information and a Q channel sub-code Often (claim 14) The 
random-number function which uses as a seed information which combined the serial 
number information or these which were recorded on the medium identification 
number information list recorded on the frame of the mode dimorphism type of disk 
identification information and a Q channel sub-code by the frame of mode 3 format of 
a Q channel sub-code It may be made to be carried out by using (claim 15). Bit length 
The serial number information or these which were recorded on the medium 
identification number information list recorded on the frame of the mode dimorphism 
type of the key message in which is changed and it deals, disk identification 
information, and a Q channel sub-code by the frame of mode 3 format of a Q channel 
sub-code It may be made to be carried out using the Hash Function which uses 
combined information as a seed (claim 16). 

[0037] Furthermore, the initialization approach of the record medium of this invention 
is the field which can read a reader, and a user is the initialization approach of a 
record medium of having offered the management domain which cannot access the 
field, and the data area where it is the field which a reader can read and a user can 
access the field at arbitration, and is characterized by recording the disk identification 
information for encryption on a management domain (claim 5). 

[0038] And in recording the above-mentioned disk identification information, the 1 st 
write-in step which records the disk identification information for encryption on a 
management domain, the 2nd write-in step which records medium identification 
number information by the mode dimorphism formula of a Q channel sub-code in a 
data area, and the 3rd write-in step which records serial number information in mode 
3 format of a Q channel sub-code in a data area are offered, and it may be constituted 
(claim 6). 

[0039] In addition, this encryption Even if it is made to be carried out using the 
information which combined the serial number information or these which were 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 
identification number information list recorded on the frame of the mode dimorphism 
type of disk identification information and a Q channel sub-code Often (claim 17) The 
random-number function which uses as a seed information which combined the serial 
number information or these which were recorded on the medium identification 
number information list recorded on the frame of the mode dimorphism type of disk 
identification information and a Q channel sub-code by the frame of mode 3 format of 
a Q channel sub-code It may be made to be carried out by using. Again Bit length The 



serial number information or these which were recorded on the medium identification 
number information list recorded on the frame of the mode dimorphism type of the key 
message in which is changed and it deals, disk identification information, and a Q 
channel sub-code by the frame of mode 3 format of a Q channel sub-code It may be 
made to be carried out using the Hash Function which uses combined information as a 
seed. 

[0040] In addition, the encryption approach on the record medium of this invention 
The management domain where it is the field which a reader can read and a user 
cannot access the field, It is the field which a reader can read and is the encryption 
approach on the record medium with which the user offered the data area which can 
access the field at arbitration. After performing initialization which records the disk 
identification information for encryption on a management domain By enciphering by 
the cryptographic key using the above-mentioned disk identification information at 
least, and recording media information including voice, an image, and any one 
information on the data on a data area as encryption media information It is 
characterized by having offered the encryption step which generates a specific record 
medium, and being constituted (claim 7). 

[0041] And the above-mentioned initialization may consist of a 1st write-in step 
which records the disk identification information for encryption on a management 
domain, a 2nd write-in step which records medium identification number information 
on a data area by the mode dimorphism formula of a Q channel sub-code, and a 3rd 
write-in step which records serial number information on a data area in mode 3 format 
of a Q channel sub-code (claim 8). 

[0042] Moreover, the 1 st disk identification information read-out step from which the 
encryption step reads disk identification information as the 1st disk identification 
information, The 1st cryptographic key generation step which generates the 1st 
cryptographic key combining the 1st disk identification information and at least one 
information in medium identification number information and serial number information. 
The 1st read-out step which reads media information from an external device, and by 
generating encryption media information using the 1st cryptographic key, and 
recording on the data area which has the 1st disk identification information The 
specific record-medium generation step which generates a specific record medium is 
offered, and it may be constituted (claim 9). 

[0043] In addition, this encryption may be made to be performed using disk 
identification information and the information which combined serial number 
information or these with the medium identification number information list (claim 18). 



It may be made to be carried out using the random-number function which uses as a 
seed disk identification information and information which combined serial number 
information or these with the medium identification number information list (claim 1 9). 
Moreover, it may be made to be carried out using the Hash Function which uses as a 
seed the key message in which bit length is changed and it deals, disk identification 
information, and information which combined serial number information or these with 
the medium identification number information list (claim 20). 

[0044] Furthermore, the management domain where the encryption equipment of this 
invention is the field which can read a reader, and a user cannot access the field, The 
data area where it is the field which a reader can read and a user can access the field 
at arbitration is offered. The read-out means which can read at least the disk 
identification information in the record medium with which the disk identification 
information for encryption was recorded on the management domain, The encryption 
media information generation means which enciphers media information including 
voice, an image, and any one information on the data to a data area, and may be 
outputted to it as encryption media information by the cryptographic key using the 
above-mentioned disk identification information at least. It is characterized by having 
offered an encryption media information preservation means by which encryption 
media information could be saved in the data area of the record medium which has the 
same disk identification information, and being constituted (claim 10). 
[0045] In addition, this encryption It may be made to be carried out using the 
information which combined the serial number information or these which were 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 
identification number information list recorded on the frame of the mode dimorphism 
type of disk identification information and a Q channel sub-code. The random-number 
function which uses as a seed information which combined the serial number 
information or these which were recorded on the medium identification number 
information list recorded on the frame of the mode dimorphism type of disk 
identification information and a Q channel sub-code by the frame of mode 3 format of 
a Q channel sub-code It may be made to be carried out by using. Again Bit length The 
serial number information or these which were recorded on the medium identification 
number information list recorded on the frame of the mode dimorphism type of the key 
message in which is changed and it deals, disk identification information, and a Q 
channel sub-code by the frame of mode 3 format of a Q channel sub-code It may be 
made to be carried out using the Hash Function which uses combined information as a 
seed. 



[0046] And the management domain where the decryption equipment of this invention 
is the field which can read a reader, and a user cannot access the field, While offering 
the data area where it is the field which a reader can read and a user can access the 
field at arbitration and recording the disk identification information for encryption on a 
management domain The 2nd read-out means which can read at least the disk 
identification information in the record medium with which the information enciphered 
by the data area was recorded, A 2nd cryptographic key generation means to generate 
the 2nd cryptographic key from disk identification information at least, The enciphered 
information is decoded using the 2nd cryptographic key, and it is characterized by 
having offered the decryption means which can reproduce media information including 
voice, an image, and any one information on the data, and being constituted (claim 1 1). 
[0047] In addition, this encryption It may be made to be carried out using the 
information which combined the serial number information or these which were 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 
identification number information list recorded on the frame of the mode dimorphism 
type of disk identification information and a Q channel sub-code. The random-number 
function which uses as a seed information which combined the serial number 
information or these which were recorded on the medium identification number 
information list recorded on the frame of the mode dimorphism type of disk 
identification information and a Q channel sub-code by the frame of mode 3 format of 
a Q channel sub-code It may be made to be carried out by using, Again Bit length The 
serial number information or these which were recorded on the medium identification 
number information list recorded on the frame of the mode dimorphism type of the key 
message in which is changed and it deals, disk identification information, and a Q 
channel sub-code by the frame of mode 3 format of a Q channel sub-code It may be 
made to be carried out using the Hash Function which uses combined information as a 
seed. 

[0048] In addition, the sound, image, and data station of this invention The 
management domain where it is the field which a reader can read and a user cannot 
access the field, The data area where it is the field which a reader can read and a user 
can access the field at arbitration is offered. The read-out means which can read at 
least the disk identification information in the record medium with which the disk 
identification information for encryption was recorded on the management domain, 
The encryption media information generation means which enciphers media 
information including voice, an image, and any one information on the data, and may be 
outputted as encryption media information by the cryptographic key using disk 



identification information at least It is characterized by having offered an encryption 
media information preservation means by which encryption media information could be 
saved in a data area, and being constituted (claim 1 2). 

[0049] Moreover, the management domain where the sound, image, and data station of 
this invention are the fields which can read a reader, and a user cannot access the 
field, While offering the data area where it is the field which a reader can read and a 
user can access the field at arbitration and recording the disk identification 
information for encryption on a management domain The 2nd read-out means which 
can read at least the disk identification information in the record medium with which 
the information enciphered by the data area was recorded, A 2nd cryptographic key 
generation means to generate the 2nd cryptographic key from disk identification 
information at least, The enciphered information is decoded using the 2nd 
cryptographic key, and it is characterized by having offered the decryption means 
which can reproduce media information including voice, an image, and any one 
information on the data, and being constituted (claim 13). 

[0050] In addition, this encryption It may be made to be carried out using the 
information which combined the serial number information or these which were 
recorded on the frame of mode 3 format of a Q channel sub-code by the medium 
identification number information list recorded on the frame of the mode dimorphism 
type of disk identification information and a Q channel sub-code. The random-number 
function which uses as a seed information which combined the serial number 
information or these which were recorded on the medium identification number 
information list recorded on the frame of the mode dimorphism type of disk 
identification information and a Q channel sub-code by the frame of mode 3 format of 
a Q channel sub-code It may be made to be carried out by using. Again Bit length The 
serial number information or these which were recorded on the medium identification 
number information list recorded on the frame of the mode dimorphism type of the key 
message in which is changed and it deals, disk identification information, and a Q 
channel sub-code by the frame of mode 3 format of a Q channel sub-code It may be 
made to be carried out using the Hash Function which uses combined information as a 
seed. 
[0051] 

[Embodiment of the Invention] Hereafter, CD-R/RW is made into an example, and the 
gestalt of operation of this invention is explained with reference to a drawing. 
(A) The explanatory view 1 of the 1st operation gestalt of this invention is drawing 
showing arrangement with the non-data area of CD-R/RW where this invention is 



applied, and a data area. The disk 10 shown in this drawing 1 is a record medium in 
which read-out or writing is possible, and has offered the management domain 1 1 and 
the user area 12 on optical. Moreover, this disk 10 is the thing before being initialized. 
[0052] Here, what Disks ID and MCN. ISRC, etc. are inserted in a disk (a disk or media 
may be called) with physical initialization for (it records) is said. Moreover, the mode 
which uses the initialized disk has industrial use and a noncommercial use. That is. 
industrial use means for example, a primary manufacturer initializing and selling to this 
physical disk, and a secondary manufacturer purchasing that initialized physical disk, 
and recording and selling voice, an image, data. etc. Moreover, a noncommercial use 
means purchasing the disk by which the consuming public was initialized and recording 
voice, an image, data, etc. on individual level. Therefore, the word of a user means the 
secondary manufacturer, a consuming public, etc. hereafter. In addition, specifically, 
this disk 10 is CD-R which can be written in only once, or rewritable CD-RW of data 
repeatedly. 

[0053] This management domain 1 1 is a field which drive equipment (not shown) can 
read, and a user is the field which cannot access that field and it consists of PCA and 
PMA. Here, drive equipment is a reader in the regenerative apparatus of CD-R/RW, or 
a recording device. Namely, although the drive equipment built in the noncommercial 
regenerative apparatus which a user uses can read this management domain 1 1 . a 
user can rewrite the value of this management domain 1 1 to arbitration, or can 
eliminate it no longer. That is. it is the field where the command for a user rewriting to 
arbitration or eliminating does not exist. Moreover. PCA is a field where the 
information for adjusting the strength of the laser when writing in data is recorded. 
[0054] Furthermore. PMA is a field where the disk ID for encryption (disk identification 
information) is recorded, and each disk is identified with this disk ID. Moreover, in case 
it initializes a disk, by drive equipment, this disk ID sets up a number almost at random, 
is not written in. and unless it is still more nearly special equipment, it cannot set this 
disk ID as a specific number. Therefore, since the user who uses it in a home or office 
does not have such special equipment, a specific number rewrites this disk ID. 
[0055] In addition, one management domain 1 1 is usually established in the most inner 
circumference, and capacity is 1% or less of data-logging capacity very few. 
Furthermore, a user area 12 is a field which drive equipment can read, and is a field 
where a user can access the field at arbitration. This user area 12 consists of leadHn 
groove field 12a for storing a lead-in groove, data area (program field) 12b for storing 
data, such as music, and lead-out field 12c for storing lead-out. 

[0056] And multimedia data, such as voice, an image, and data To this data area 12b, 



Disks ID and MCN (medium identification number information), While being enciphered 
by the cryptographic key (cryptographic key) generated using the serial number (serial 
number information) of ISRC and being recorded as encryption data (encryption media 
information) The serial number of MCN and ISRC which a user can read is distributed 
and recorded on this data area 12b. That is. in case a user writes in music data, data, 
such as a movement number of a silent part and music, an index, time amount, and an 
alphabetic character, are written in the field for subcoding in data area 12b with music 
data. In addition, data area 12b of CD-R is written in once by the user, and data area 
1 2b of CD-RW can be rewritten any number of times by the user. 
[0057] Here. MCN is the identifier of a media number and is the information recorded 
by Q channels (mode dimorphism type) of the field for the subcoding. Furthermore, the 
serial number of ISRC is the information recorded by Q channels (mode 3 format) of 
the field for subcoding. Drawing 2 (a) is drawing showing notional field arrangement of 
CD-R/initialized RW. The disk 10 shown in this drawing 2 (a) has data area 12b and 
the media number field 1. In addition, the hole of the core of a disk 10 is omitted. 
[0058] Here, the media number field 1 is a notional field which gathered up the 
above-mentioned disks ID and MCN and three fields of ISRC, in fact, it is not such a 
form and the field of a disk 10 is not necessarily used. Moreover. Disk ID is 6 figures of 
a decimal number. MCN is 1 3 figures of decimal numbers, the serial number of ISRC is 
5 figures of decimal numbers, these are put together suitably and such die length is 
used as a cryptographic key. In addition, about the combination, it mentions later. 
[0059] And multimedia data are enciphered by these stenciled disks ID and MCN and 
the media number which combined the serial number of ISRC. Or the whole ISRC may 
be used instead of the serial number of ISRC. Drawing 2 (b) is drawing showing 
notional field arrangement of CD-R/RW on which encryption data were recorded, and, 
as for disk 10' shown in this drawing 2 (b). the media number field 1 and the encryption 
data 14 are recorded. That is. multimedia data are enciphered using a media number 
as a cryptographic key. and the encryption data 14 shown in drawing 2 (b) are obtained. 
[0060] Drawing 3 is drawing for explaining being enciphered by the media number. The 
data 13 (circular thing on the left-hand side of drawing 3 ) shown in this drawing 3 are 
data which are not enciphered, and. specifically, are multimedia data including the 
information on voice, an image, data, etc. And this data 13 is enciphered by the 
cryptographic key using Disks ID and MCN and the media number (media number field) 
1 which it becomes from the serial number of ISRC, and as shown in this drawing 3 , 
the encryption data 14 (circular thing on the right-hand side of drawing 3 ) are 
obtained. Furthermore, what this encryption data 14 was recorded on is generated as 



specific disk 10* (encryption step). That is, since the media number (media number 
field) 1 is a different peculiar thing for every one disk, it is functioning as a 
cryptographic key. 

[0061] Therefore, the encryption approach on the record medium of this invention 
The management domain 1 1 where it is the field which drive equipment (illustration 
abbreviation) can read, and a user cannot access the field, It is the field which drive 
equipment can read and is the encryption approach on the disk 10 with which the user 
offered data area 12b which can access the field at arbitration. After performing 
initialization which records the disk ID for encryption on a management domain 1 1 By 
enciphering by the code key using the above-mentioned disk ID, and recording media 
information including voice, an image, and any one information on the data on data 
area 12b as encryption media information It means that the encryption step which 
generates specific disk 10' is offered, and it was constituted. 

[0062] Here, the above-mentioned initialization consists of the 1st write-in step 
which records the disk ID for encryption on a management domain 1 1 , the 2nd write-in 
step which records Disks ID and MCN (medium identification number information) on 
data area 12b by the mode dimorphism formula of a Q channel sub-code, and the 3rd 
write-in step which records the serial number (serial number information) of ISRC on 
data area 12b in mode 3 format of a Q channel sub-code so that it may mention later 
using drawing 8 . 

[0063] Specifically, as for this encryption step. Disk ID is first read as the 1 st disk 
identification information (the 1st disk identification information read-out step). 
Furthermore, the media number 1 is generated in combination with the disks ID and 
MCN, combination with the serial number of Disks ID and ISRC, or the combination of 
Disks ID and MCN and the serial number of ISRC (the 1st cryptographic key 
generation step). And specific disk 10' is generated by reading data 13 from an 
external device (the 1st read-out step), generating the encryption data 14 using the 
media number 1 , and being recorded on data area 1 2b of a disk 10 which has the same 
disk ID (specific record-medium generation step). 

[0064] Drawing 4 is drawing for explaining being decrypted by the media number. The 
encryption data 14 shown in this drawing 4 are decoded by media number (media 
number field) 1' (restoration), and the original data 13 are obtained. Namely, as for a 
decryption step, the disk ID of specific disk 10' is first read as the 2nd disk 
identification information. And the encryption data 14 are read from this specific disk 
10', and media number (media number field) 1' is generated from combination with 
those disks ID and MCN, combination with the serial number of Disks ID and ISRC. and 



the combination of Disks ID and MCN and the serial number of ISRC. That is, media 
number (media number field) 1 ' is functioning as the 2nd cryptographic key. Here, only 
when media number V is in agreement with the media number 1 . the encryption data 
14 are decoded and can be reproduced. 

[0065] Drawing 5 is drawing for explaining that a secondary copy is not made. Two 
kinds of different things of disk 10' and disk 10a are shown in drawing 5 . Here, disk 10* 
is the disk primarily copied for example, from the music CD. On the other hand, disk 
10a is initialized another disk, and is further copied secondarily from disk 10' copied 
primarily. 

[0066] Here, since the media number 1 and media number V which are a cryptographic 
key differ from each other even if it reads the data copied secondarily by CD-R / RW 
drive (after-mentioned), the encryption data 14 of this copied disk 10a are not 
decoded. Thus, since the cryptographic key using a media number becomes a general 
way, a secondary copy is prevented. Moreover, the data used as a cryptographic key 
are distributed and recorded on these fields in this way using the management domain 
11 in a CD-R disk or a CD-RW disk, and data area 12b, the data distributed and 
recorded is gathered up. and the cryptographic key is generated. Therefore, according 
to this approach, it can encipher now. without changing the format approach of the 
existing disk, in addition, since the distributed approach can be made to change into 
versatility if needed, it can raise the reinforcement as a cryptographic key. 
[0067] Next, the media number which is a cryptographic key is explained concretely. 
There is an asymmetry method which is not the same in the encryption approach as 
known well. The example using the former has DES (Data Encryption Standard). RC4 
(Rivest Code #4). IDEA, etc.. and the example using the latter has RSA (Rivest. Shamit, 
and Adieman) etc. 

[0068] Drawing 6 is drawing showing the encryption approach which used the 
cryptographic key. Data "ABCD" of origin has " cryptographic key " multiplied as 
shown in this drawing 6 , and it is encryption data ?" is obtained. And encryption 
data ?" has "decryption key " multiplied, and the original data "ABCD" are obtained. 
And for DES, 56 bits and RC4 are [ 46-128 bits and IDEA of the die length of the 
cryptographic key usually used ] 128 bits, respectively, and RSA is 512-4096 bits. In 
addition, this 56 bits DES and 1024-bit RSA have the comparable difficulty of that 
decode. 

[0069] By the way, when enciphering using the above-mentioned media number, the 
media number must have a number required for the encryption of bits. On the other 
hand. MCN is 13 figures (binary number of 43.2 bits) of decimal numbers, and ISRC is 



5 figures (binary number of 16.6 bits) of decimal numbers, and Disk ID is 6 figures 
(binary number of 19.9 bits) of decimal numbers. The code of sufficient die length 
cannot be created in these simple substances. Therefore, according to the encryption 
approach which uses these three kinds, three kinds of above-mentioned 
cryptographic keys 1-3 are combined. Next, the example of use of cryptographic keys 
1-3 is shown in (vi) from (i). In addition, in the following explanation, a cryptographic 
key 1 and the serial number of ISRC may be called a cryptographic key 2. Disk ID may 
be called a cryptographic key 3, and MCN may be explained. 

(i) When 6 figures of decimal numbers are enough as the die length of a cryptographic 
key, a cryptographic key 3 (6 figures of decimal numbers) is used. 

(ii) When 1 1 figures of decimal numbers are enough as the die length of a 
cryptographic key, a cryptographic key 2 (5 figures of decimal numbers) and a 
cryptographic key 3 (6 figures of decimal numbers) are used. 

(iii) When 19 figures of decimal numbers are enough as the die length of a 
cryptographic key, a cryptographic key 1 (13 figures of decimal numbers) and a 
cryptographic key 3 (6 figures of decimal numbers) are used. 

(iv) When 24 figures of decimal numbers are enough as the die length of a 
cryptographic key, a cryptographic key 1 (13 figures of decimal numbers), a 
cryptographic key 2 (5 figures of decimal numbers), and a cryptographic key 3 (6 
figures of decimal numbers) are used. 

(v) When the die length of a cryptograiphic key is larger than (iv), a cryptographic key 1, 
a cryptographic key 2, and a cryptographic key 3 are resembled, in addition only the 
cryptographic key which a part for data division runs short of is created and used. For 
example, from one of suitable format parts, in the case of the 30-figure need, you may 
acquire other 6 figures, or it may also write the 6 figures in a part for data division. 

(vi) It is the case that the die length of a cryptographic key is larger than (iv), and 
when it is a CD-R disk, by creating two or more trucks, two or more cryptographic 
keys 1 and cryptographic keys 2 are created, respectively, and the cryptographic keys 
1 and 2 of these plurality and a cryptographic key 3 are used collectively. 

[0070] Moreover, the secrecy nature of a cryptographic key must be raised in a data 
encryption. In that case, it is calculated by three kinds of the serial number 
(cryptographic key 2) of MCN (cryptographic key 1) and ISRC and Disk ID 
(cryptographic key 3) being substituted for a specific function, respectively, and the 
calculated result is used as a cryptographic key. In order to be adopted as this 
specific function, the conditions of ** of a degree and ** need to be fulfilled. 
[0071] ** The same result should be obtained from the serial number of the same 



MCN and ISRC, and Disk ID. 

Reverse analysis should be hard to be carried out. 
The conditions of this are because a result different each time appears and it 
becomes impossible to reproduce a fixed cryptographic key. when the function which 
generates a true random number is used. Moreover, the conditions of ** are because 
the original MCN. the serial number of ISRC, and Disk ID are not decoded from the 
calculated result using an inverse function, respectively. These three kinds of 
cryptographic keys are called ID for convenience, and the algorithm which generates a 
cryptographic key is explained using drawing 39 (a) - (c). 

[0072] It is the explanatory view of the cryptographic key generation method with 
which drawing 39 (a) is the explanatory view of the cryptographic key generation 
method which carried out simple addition of three kinds of cryptographic keys 1-3, 
and the random-number function was used for drawing 39 (b) for three kinds of 
cryptographic keys 1-3, respectively, and drawing 39 (c) is the explanatory view of the 
cryptographic key generation method which used the Hash Function for a key 
message and three kinds of cryptographic keys 1-3. In addition, in these drawings, a 
cryptographic key is displayed also as unique ID, and ID1 and a cryptographic key 2 
(serial number of ISRC) are displayed as ID2. and the cryptographic key 3 (disk ID) is 
displayed for the cryptographic key 1 (MCN) as ID3, respectively. 
[0073] Here, it is equivalent to (iv) mentioned above - (vi). and three kinds of things, a 
cryptographic key 1 (ID1). a cryptographic key 2 (ID2). and a cryptographic key 3 (ID3). 
are added, and. as for Casel shown in drawing 39 (a), a cryptographic key (unique ID) 
is generated. Moreover, when the die length of a required cryptographic key is short, it 
is equivalent to (i) mentioned above - (iii). and the serial number of MCN and ISRC and 
Disk ID may be used according to an individual. Therefore, this encryption will be 
performed using the information which combined Disks ID and MCN. the serial number 
of ISRC. or these. And six kinds of the way of combining exists from three kinds of the 
serial number of MCN and ISRC, and Disk ID. 

[0074] Next, the result of the random-number function Rnd (ID1) with which the 
cryptographic key (unique ID) generated MCN (ID1) as a seed in Case2 shown in 
drawing 39 (b), The result of the random-number function Rnd (ID2) which generated 
the serial number (ID2) of ISRC as a seed, and the result of the random-number 
function Rnd (ID3) which generated Disk ID (ID3) as a seed are added, and are 
obtained. 

[0075] Here, random-number function Rnd() is a function which generates a 
pseudo-random number based on the inputted kind, and to the number inputted as a 



seed, this random-number function RndO carries out the multiplication of the very 
large integer, adds a very large integer to that multiplication result and outputs the 
value in the predetermined digit of that addition result further. Moreover, a seed 
means the initial value for performing the random-number-generation operation inside 
the random-number function RndO, 

[0076] Therefore, it will mean that this encryption was made using the 
random-number function which uses Disks ID and MCN or the serial number of ISRC 
as a seed, and this encryption will be made using the random-number function which 
uses as a seed information which combined Disks ID and MCN or the serial number of 
ISRC. Random-number function RndO prepares the table of random numbers of 
immobilization beforehand, and outputs a specific figure to the serial number of the 
same MCN and the same ISRC, and the same disk ID so that the same result may be 
outputted, when generating a cryptographic key practically using the serial number of 
the same MCN and the same ISRC, and the same disk ID. In addition, the serial 
number of MCN and ISRC and three kinds of all of Disk ID are added, and you may 
make it substitute for random-number function RndO by using the addition result as a 
seed. 

[0077] Thus, in an algorithm, since random-number function RndO is used, the same 
cryptographic key comes to be outputted and reverse analysis is hard, as for the 
generated cryptographic key. to be carried out. In addition, in Case3 shown in drawing 
39 (c). the cryptographic key (unique ID) is generated by the approach of calculating 
and obtaining a variable-length key message. MCN (ID1), the serial number (ID2) of 
ISRC. and the thing adding Disk ID (IDS) by the Hash Function. 

[0078] Here, a Hash Function is a function which considers the text (text data) of 
predetermined length as an input, and considers a fixed-length message digest 
(message digest data) as an output. In addition, it may be called a message digest also 
with a hash value. Moreover, in the following explanation, the text of this 
predetermined length is equivalent to what divided into suitable die length what should 
mean the 128-bit disk ID etc. and specifically combined Disk ID etc., and was obtained. 
And bit length inputted is made not only into 128 bits but into 80 bits, or is made to 
200 bits. That is, although the burden of encryption processing and decryption 
processing mitigates when short, safety is no longer collateralized. On the contrary, 
safety is collateralized, although the burden of encryption processing and decryption 
processing increases when long. That is, this bit length is changed by the design plan 
and it deals in it. 

[0079] Moreover, when the serial number of MCN and ISRC and the thing which added 



Disk ID altogether do not fulfill 128 bits, after a bit string (key message) is added to 
the serial number of MCN and ISRC. and the thing adding Disk ID and being made 128 
bits, the operation by the Hash Function is performed. Furthermore, you may make it 
software (driver software) insert a fixed message automatically, or a user may be 
made to insert about a key message. Moreover, the key message according to the 
class of information to record may be made to be added. And in order to raise the 
safety of a cryptographic key, a key message is made not to be recorded on the same 
disk as the disk with which Disk ID is recorded. 

[0080] Therefore, this encryption will be performed using the Hash Function which 
uses as a seed the key message and Disks ID and MCN in which bit length is changed 
and it deals, or the serial number of ISRC, and this encryption will be performed using 
the Hash Function which uses as a seed information which combined a key message, 
Disks ID and MCN, or the serial number of ISRC. 

[0081] Next, the class of Hash Function of this Case3 is explained using a concrete 
example program. As mentioned above, a hash algorithm has a thing based on MD 
method, and other things, and is proposed variously. For example, MD2 (Message 
Digest #2) which Mr. Ronald LRIvest of a RSA company developed, MD4 (Message 
Digest #4) and MD5 (Message Digest #5), H. RIPEMD (Race Integrity Primitive 
Evaluation MessageDigest) which Mr. Dobbertin developed, By U.S. NIST (National 
Institute of Standards and Technology) There is SHA (SecureHash Algorithm) set to 
PUB 180 of FIPS (Federal Information Processing Standards). 

[0082] Here. MD2 is an algorithm which generates a 1 28-bit message digest, and was 
used for PEM. And MD4 is the algorithm developed in order to solve the point that the 
processing speed of MD2 is slow, and is specified to RFC1 320 (Request for Comments 
1320). Moreover, this MD4 generates a 128-bit message digest, and its processing 
speed is quick and it can create a message digest more efficiently than MD5. There is 
a thing to which the hemihedry and the message digest value generated from a 
different kind output the same value and which the collision of a value generates so to 
speak. 

[0083] Moreover, MD5 is an algorithm which generates a 128-bit message digest, and 
is specified to RFC 1321. Based on the text of arbitration length, this MD5 can 
generate a fixed-length message digest efficiently, and may be used for electronic 
signature. MD5 is that is, like ****** given to the original text — a role — **** . 
Furthermore, when Disks ID and MCN differ from the serial number of ISRC, the 
probability for the same cryptographic key to be generated becomes very small. 
[0084] By using these MD methods, the magnitude of a message digest can be 



changed easily and software processing using CPU which is 32 bits or 64 bits is 
performed at a high speed. On the other hand, a hash algorithm has an algorithm called 
others, RIPEMD. and SHA. [ method / these / MD ] This RIPEMD is an algorithm 
which generates a 160-bit message digest. Moreover, SHA-1 is the algorithm which 
improved MD4, SHA can generate the message digest of 160 bit length longer than 
MD4 and MD5 from the text of arbitration length, and it is prescribed by FIPS 180-1. 
[0085] Drawing 40 is drawing showing the example program of a Hash Function. 
Function funcO shown in this drawing 40 has the algorithm of the best Hash Function 
(the best Hash Function), an input variable is (*str) of a pointer, and an output is a 
message digest (val%SIZE). And other functions (illustration abbreviation), such as the 
Maine function, pass the pointer (*str) which expresses the head location of the bit 
string of predetermined length to this function funcO, and call function funcO. And a 
hash value val is calculated by the die length of the inputted bit string of a 
predetermined number being found in len=strlen (str). This val is the value of triple 
figures expressed with the number of 26 **, and at least that of 1 of a decimal number 
is equivalent at least to that of 100 at least for that of 10, respectively. *str-'a' 
expresses the head of an input string, *(str+len/2)-'a' expresses the center section of 
the input string here, and it is * (str+ (len-1)) further. - a' expresses the tail end of an 
input string. And the division of this outputted val is done by SIZE (for example, 1023), 
and it is classified into 1023 kinds of remainders. Thereby, all the inputted alphabet 
trains are permuted by 1023 kinds of message digests. In addition, when a ppinter 
variable is 0 (NULL). 0 is outputted, without performing the operation of a hash 
algorithm. 
[0086] 
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[Table 2] 





afie**lfc-T-^ffla(1 0(0 * (±50<J!)S3R«ICffl^) 


tabieC 


0 




49 ]: 


^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^ 


1922 


tableC 


50 




99 ]: 






1930 


tableC 


100 




149 ]: 




1904 


tableC 


150 




199 J: 




1968 


tableC 


200 




249 ]: 




tableC 


250 




299 ]: 






1834 


tableC 


300 




349 ]: 




1836 


tableC 


350 




399 ]: 




tablet 


400 




449 ]: 






1749 


table[ 


450 




499 ]: 


4i i|n|i ]^n(n|ti|i 




1876 


tableC 


500 


~ 


549 ]: 






1707 


tabieC 


550 




599]: 






1747 


tableC 


600 




649 ]: 






1756 


tableC 


650 


4W 


699 ]: 




>*f^Minfciiriii^<i<iiiiiii*iiiif»iiiiiiiiinkiinii*iiiik 


1738 


tableC 


700 




749 ]: 






1806 


tableC 


750 




799 ]: 






1768 


tableC 


800 




849 ]: 




1753 


tableC 


850 




899 ]: 




tableC 


900 




949 3: 




tableC 


950 




999]: 




1806 


tableC 1000 




1022 ]: 


■ ■■■■■I'll' I''! ■ 1 '1' 


850 



tXh^^5A¥l$I : 1 81 3 . 978495 
¥IS:36. 279570 
ftXfil:57 



[0088] As it is the table showing the execution condition of the count which used the 
Hash Function and is shown in this table 1 , the number of Tables 1 is 50000, and they 
repeat the number of data (data total) inputted 10 times. Furthermore. Table 2 is a 
table showing an example of distribution of the data generated by the Hash Function, 
table expresses the range of a message digest value (hash value), and * expresses the 
histogram (generated data number) of the range. Here, the number of elements 
contained in one * is 50. For example, it is the value of a message digest which the 
histogram which expresses an amount with * is drawn on the right-hand side 
described as table [0-49] of this table 2, and is given to that right-hand side with 1922, 
and it shows that 1922 things which show the values from 0 to 49 were generated. 
Therefore, it turns out that the message digest is generated by the almost same 
frequency from this histogram. 

[0089] In addition, the cryptographic key generation method using random-number 
function RndO and Hash Function HashO which were shown in drawing 39 , drawing 40 



and Table 1. and Table 2 is similarly used in the 2nd operation gestalt the 3rd 
operation gestalt, and each modification which are mentioned later. Furthermore, in 
the above-mentioned example program, if it is made to perform 2 byte processings, it 
is also possible to use Japanese as an input-statement chapter. 
[0090] Thus, the cryptographic key to which the same result comes to be outputted 
and reverse analysis is hard to be carried out comes to be generated by using Hash 
Function HashQ. That is, from the same disk ID, the same cryptographic key is 
generated by using random-number function RndO and Hash Function HashO which 
were these-explained in full detail. In addition, since these functions do not have an 
inverse function, it is difficult to restore the original disk ID etc. from the generated 
cryptographic key, and secrecy nature increases. 

[0091] Moreover, when decoding in regular-user level about secrecy nature using a 
personal computer, it is next to impossible to decode a 128-bit message digest in the 
number of the bus lines of CPU and the number of bits of memory which are carried in 
the personal computer. Therefore, a user cannot carry out the secondary copy of the 
data with copyrights, such as music, a movie, and a computer program, in practice, but 
this data with copyright is protected. 

[0092] Thus, the number of bits required for encryption is secured also with a user s 
drive equipment by PMA which can be read, and MCN and ISRC which were 
distributed by data area 12b and recorded on it. Drawing 7 is the mimetic diagram of 
the cryptographic key imprinting equipment concerning the 1 st operation gestalt of 
this invention. The cryptographic key imprinting equipment 1 9 shown in this drawing 7 
enciphers multimedia data, such as voice, an image, and data, records them as 
encryption data, offers a personal computer 20. a cable 43. and CD-R / RW drive 46, 
and is constituted. Moreover, CD-R disk (CD-R media) 47a or CD-RW disk (CD-RW 
media) 47b is a disk before initialization (media). 

[0093] This personal computer 20 performs initialization of CD-R disk 47a or CD-RW 
disk 47b, offers the media number setting means 45. and is constituted. This media 
number setting means 45 is Mode Select so that the value of the serial number of 
MCN and ISRC may be set up and the value which those who operate it inputted can 
be kept temporarily. It has the memory for commands (not shown). Moreover, this 
personal computer 20 is UDF (Universal Disk Format) which is a logical format in the 
case of initialization of a disk. It gives. 

[0094] In case a user copies this personal computer 20, it can perform the logical 
format corresponding to the software (for example, trade name of DirectCD.Adaptec) 
which a user uses. Here, with DirectCD. in case a user copies, it is the software for 



writing it was made to be possible [ whose handling ] in the environment same with 
treating the file which is contained in the integral disk or the floppy disk in the file 
included in CD-R / RW drive 46. 

[0095] And in case a disk is initialized, a user performs a logical format using DirectCD. 
Moreover, a user is ISO9660, It is ISO9660 when you want to take transposition. A 
logical format can also be added and it is ISO9660 in that case. It is necessary to 
perform two kinds in all of formats with DirectCD. This ISO9660 (Internatinal 
Organization for Standardization 9660) It is an international standard and CD-ROM or 
the file in CD-R/RW, directory structure, a logical format, etc. are defined. Moreover, 
ISO9660 It is an extensible specification and various extended specifications are 
specified. Furthermore, ISO9660 There is an information-interchange level and it 
defines from level 1 to level 3. In addition, generally it is ISO9660. Level 1 is then 
pointed out. The alphabetic character which this can use, and the specification of use 
of a file name are contained. 

[0096] In addition, although this personal computer 20 has other well-known functions, 
it omits that detailed explanation. And a cable 43 connects electrically a personal 
computer 20. and CD-R / RW drive 46. Moreover. CD-R / RW drive 46 records the 
above-mentioned disks ID and MCN and the serial number of ISRC on the inserted 
disk 

[0097] Thereby, in the media number setting means 45 of the personal computer 20 in 
cryptographic key imprinting equipment 1 9. the serial number of MCN and ISRC is set 
up and the set-up value is inputted into CD-R / RW drive 46 through a cable 43. And 
in this CD-R / RW drive 46. while the serial number of MCN and ISRC is recorded. 
Disk ID is recorded automatically. 

[0098] Initialization for the anti-copying of CD-R/RW is performed by such 
configuration. The initialization flow of CD-RW and CD-R is explained using drawing 1 1 
from drawing 8 . Drawing 8 is an initialization flow chart in the anti-copying approach 
of CD-RW concerning the 1st operation gestalt of this invention. 
[0099] The initialization approach of the record medium of this invention is the field 
which drive equipment (illustration abbreviation) can read, and users are the 
management domain 1 1 which cannot access the field, and the field which drive 
equipment can read, are the initialization approaches of a record medium (disk 10) 
that the user offered data area 12b which can access the field at arbitration, and 
record the disk ID for encryption on the management domain 1 1 . 
[0100] As for the initialization step started from step A1. in step A2, CD-RW disk 
(CD-RW media) 47b is first inserted in CD-R / RW drive 46. And it sets to step A3 and 



is Mode Select. The memory for commands (not shown) is secured, it sets to step A4 
further, and a cryptographic key 1 is Select. It is set as the memory for commands, it 
sets for step A5, and a cryptographic key 2 is Select. It is set as the memory for 
commands. And it sets to step A6 and is Mode Select. By publishing a command, 
these cryptographic keys 1 and a cryptographic key 2 are prepared. 
[0101] Here, in step A7, the Format command is published, and a cryptographic key 1 
and a cryptographic key 2 are actually written in data area 12b. and a cryptographic 
key 3 is written in a management domain 11. That is. MCN is recorded on data area 
12b by the mode dimorphism formula of a Q channel sub-code (the 2nd write-in step), 
and the serial number of ISRC is recorded on it in mode 3 format of a Q channel 
sub-code (the 3rd write-in step). 

[0102] In addition, this cryptographic key 3 is automatically published by CD-R / RW 
drive 46, and the disk ID for encryption is recorded on the above-mentioned 
management domain 11 (the 1st write-in step). And the imprinting of a cryptographic 
key is completed at this step A7. Therefore, the 1 st write-in step which records the 
disk ID for encryption on a management domain 1 1 when the record-medium 
initialization approach of this invention records the above-mentioned disk ID. The 2nd 
write-in step which records Disks ID and MCN (medium identification number 
information) on data area 12b by the mode dimorphism formula of a Q channel 
sub-code. It means that the 3rd write-in step which records the serial number (serial 
number information) of ISRC is offered, and mode 3 formats of a Q channel sub-code 
had been consisted of by data area 12b. 

[0103] Next. Write The memory for commands is secured (step A8), and the data of 
the logical format for DirectCD are Write. It is set as the memory for commands (step 
A9). Furthermore, it sets to step A10 and is Write. A command is published and logical 
format data are recorded. In addition, this step A10 is immediately after a lead-in 
groove in general. And finally, CD-RW disk (CD-RW media) 47b is discharged from 
CD-R / RW drive 46 (step All), and an initialization step is completed (step A12). 
[0104] Thereby, although the writing to one session is completed, when written in 
ranging over two or more sessions, the above step is repeated two or more times after 
this. And after doing in this way and performing a logical format, a user can record 
data from the next session. Each of drawing 9 , drawing 10 , and drawing 1 1 is the 
initialization flow charts in the anti-copying approach of CD-R concerning the 1st 
operation gestalt of this invention, and expresses the example in which two sessions 
of a session 1 (SESSION1) and a session 2 (SESSION2) are written. Moreover, as 
compared with drawing 8 , as for the flow chart shown in these drawing 9 . drawing 1 0 , 



and drawing 1 1 , it differs in that two kinds of logical format data are written in. In 
addition, this flow is also performed using the cryptographic key imprinting equipment 
19 shown in above-mentioned drawing 7 . 

[0105] Moreover, according to the flow chart of drawing 9 , drawing 10 , and drawing 
11 . the data layout on CD-R disk 47a (or CD-RW disk 47b) after record was 
performed becomes like drawing 1 2 . Drawing 12 is drawing showing the data layout of 
CD-R [ after initialization concerning the 1st operation gestalt of this invention ]/RW. 
The truck 1 on CD-R disk 47a (or CD-RW disk 47b) shown in this drawing 12 is 
ISO9660. It is logical format data of ** and a truck 2 is logical format data for 
DirectCD. And a truck 1 is written in, after a truck 2 is written in so that it may 
mention later. 

[0106] First, in step B-2, CD-R disk (CD-R media) 47a is inserted in CD-R / RW drive 
46, and, as for the initialization step started from step B1 (refer to drawing 9 ), the 
writing of a session 1 is started in step B3. That is. it is Mode Select like what was 
mentioned above. The memory for commands (not shown) is secured (step 84), it sets 
in step 85, and a cryptographic key 1 is Select. It is set as the memory for commands, 
it sets in step 86, and a cryptographic key 2 is Select. It is set as the memory for 
commands. Furthermore, it sets to step 87 and is Mode Select. By publishing a 
command, these cryptographic keys 1 and a cryptographic key 2 are set up (the 2nd 
write-in step, the 3rd write-in step). 

[0107] Next, it sets to step 88 and is ISO9660. It is Reserve Track in order to use it as 
a logical format field later. Issue of a command is carried out and it is ISO9660. The 
truck 1 (refer to drawing 12 ) for a logical format is secured. And after a truck 1 is 
secured, in ** and the attached step (step 89 - step 811), the logical format data of 
DirectCD are written in a truck 2 (refer to drawing 12 ). Namely. Write The memory for 
commands is secured (step 89). and the logical format data for DirectCD are Write. It 
is set as the memory for commands (step 810), it sets to step 811, and is Write. A 
command is published and logical format data are actually recorded. Therefore, ** and 
the attached step are performed for ** and the attached step. And ISO9660 which 
begins from A of the topmost part of drawing 10 , and the attached part following A 
shown in drawing 9 , and the attached part The writing of logical format data is 
performed. 

[0108] That is, it is Mode Select similarly. The memory for commands (not shown) is 
secured (step 812). A cryptographic key 1 Select It is set as the memory for 
commands (step 813), and a cryptographic key 2 is. Select It is set as the memory for 
commands (step 814), and sets to step 815 further. Mode Select 8y publishing a 



command, these cryptographic keys 1 and a cryptographic key 2 are set up (the 2nd 
write-in step, the 3rd write-in step). 

[0109] Next ISO9660 It is ISO9660 to the truck 1 which the writing of logical format 
data was performed at ** and the attached step (step B16 - step B18), and was 
secured at the above-mentioned step B8. A logical format is performed. Namely, Write 
The memory for commands is secured (step 816), and the logical format data for 
ISO9660 are Write. It is set as the memory for commands (step 817). Furthermore, it 
sets to step 818 and is Write. A command is published and logical format data are 
recorded. Therefore, ** and the attached step are performed for ** and the attached 
step. Moreover, it sets to step 819 and is CloseSession. A command is published, a 
lead-in groove 1 and lead-out 1 as shown in drawing 1 2 are written in, and the writing 
of a session 1 is completed (step 820). 

[0110] After this session 1 is completed, in case a session 1 can be read now with 
usual drive equipment and data are recorded after a session 2, it can encipher using 
the cryptographic key recorded on the session 1. And 8 of the topmost part of 
drawing 1 1 and the writing of the session 2 which begins from the attached part are 
started following 8 shown in drawing 10 , and the attached part. 
[0111] Moreover, even if the cryptographic key in a truck 1 is the same as the 
cryptographic key in a truck 2, they may differ. Thereby, an operator may be able to 
set up separately two or more cryptographic keys 1 and cryptographic keys 2. and can 
set up a cryptographic key according to an individual for every truck in that case. At 
the session 2 which begins from step 821, it is Reserve Track first. Issue of a 
command is carried out (step 822), and it is Write. The memory for commands is 
secured (step 823), and logical format data are Write. It is set as the memory for 
commands (step 824), it sets to step 825 further, and is Write. A command is 
published and logical format data are recorded. And finally, CD-R disk (CD-R media) 
47a is discharged from CD-R / RW drive 46 (step 826), and an initialization step is 
completed (step 827). 

[01 12] Even if the cryptographic key in a session 2 is the same as that of a session 1. 
they may differ. Thereby, an operator may be able to set up separately two or more 
cryptographic keys 1 and a cryptographic key 2, and can set up an individual 
cryptographic key in that case. And when a user does the 1st copy after this 
initialization step using the initialized disk (CD-R disk 47a or CD-RW disk 47b) 
Although multimedia data, such as read voice, an image, and data, are enciphered by 
the cryptographic key of a disk (media) proper and a user can get the specific disk of 
one sheet Since media numbers (Disks ID and MCN. serial number of ISRC) required in 



order to decode the encryption data stored in the specific disk differ even if a user 
copies to other disks from the specific disk Original music or image data are not 
restored. 

[0113] Thus, although data with copyrights, such as music and a movie, can copy to 
the disk of one sheet only once, since it cannot copy to other disks secondarily from 
the copied disk, there is an advantage from which data with copyright are protected. 
And it does in this way and there is an advantage which can aim at protection of data 
with copyright, without adding dues to sound recording / playback device beforehand. 
[0114] Furthermore, since the data used as a cryptographic key are distributed and 
recorded on the existing field, the data distributed and recorded is gathered up and 
the cryptographic key is generated, even if it does not change the format approach of 
a disk, there is an advantage which can encipher, moreover, since the distributed 
approach within a disk can be made to change into versatility if needed, it holds 
secrecy nature as a cryptographic key. and has the advantage which has the 
reinforcement raised. 

[0115] In addition, since generation of a cryptographic key is made using 
random-number function RndO or Hash Function HashO. while the same 
cryptographic key is obtained from the same disk ID etc., the original disk ID etc. is no 
longer decoded from the outputted cryptographic key. Therefore, secrecy nature 
increases about a cryptographic key and the secondary copy of data with copyright 
comes to be prevented. 

(A1) The cryptographic key imprinting equipment 19 of the explanation above of the 
1st modification of the 1st operation gestalt is built into other equipments, and the 
encryption approach of another mode can be performed. Hereafter, those examples 
are explained as the 3rd modification from the 1 st modification of the 1 st operation 
gestalt. 

[0116] Drawing 13 is the mimetic diagram of encryption / decryption key recording 
device concerning the 1 st modification of the 1 st operation gestalt of this invention. 
Encryption / decryption recording apparatus 40 shown in this drawing 13 is connected 
with the internet server 23 through the circuit 36. This encryption / decryption 
recording apparatus 40 is decryption equipment which decodes that encryption data, 
offers a personal computer 20, a cable 43, and CD-R / RW drive 22, and is constituted 
while being encryption equipment which enciphers multimedia data, such as voice, an 
image, and data, on the initialized CD-R disk or CD-RW disk, and is recorded on it as 
encryption data. 

[0117] Moreover, about the generation method of a cryptographic key. as the 1st 



operation gestalt explained (refer to drawing 39 - drawing 40 ). there are three kinds of 
modes. That is. it may be carried out or encryption may be made to be performed 
using the information which used Disks ID and MCN or the serial number of ISRC 
according to the individual, and combined Disks ID and MCN or the serial number of 
ISRC. Furthermore, encryption can perform information which could use the 
random-number function which uses Disks ID and MCN or the serial number of ISRC 
as a seed, or combined Disks ID and MCN or the serial number of ISRC using the 
random-number function used as a seed. In addition, encryption can perform 
information which could use the Hash Function which uses a key message, Disks ID 
and MCN, or the serial number of ISRC as a seed, or combined a key message, Disks 
ID and MCN, or the serial number of ISRC using the Hash Function used as a seed. 
[0118] Moreover, the disks inserted in CD-R / RW drive 22 are initialized CD-R disk 
21a. CD-RW disk 21b or CD-R disk 31a on which data were recorded, and CD-RW 
disk 31b. Furthermore, the disk ID for encryption is inserted in these management 
domains 1 1 (refer to drawing 1 ) (recorded). In addition, in explanation in each following 
operation gestalt and Its modification, initialized CD-R disk 21a or CD-RW disk 21b 
may be called the disk for writing. Moreover. CD-R disk 31a or CD-RW disk 31b on 
which data were recorded may be similarly called the disk for playback. Furthermore. 
CD-R disk 21a. CD-RW disk 21b. CD-R disk 31a. and CD-RW disk 31b may be 
summarized, and a disk may be called. 

[01 19] This personal computer 20 offers decryption means 20c and the 20d of the 2nd 
cryptographic key generation means, and is constituted. This decryption means 20c 
decodes the enciphered information using a cryptographic key. multimedia data 
including the information on voice, an image, data, etc. can be reproduced, and the 20d 
of the 2nd cryptographic key generation means generates a cryptographic key from 
Disks ID and MCN and the serial number of ISRC. These functions are demonstrated 
by software. In addition, the symbol description of others of a personal computer 20 is 
omitted. 

[0120] Moreover. CD-R / RW drive 22 can read or write in CD-R disk 21a or CD-RW 
disk 21b, offers read-out means 22a, encryption media information preservation 
means 22b, and 2nd read-out means 22c, and is constituted. Here, read-out means 
22a can read the disk ID in the disk for writing, and the disk for playback. Moreover, 
the disk for writing is the field which can read CD-R / RW drive 22 like the disk 10 
shown in drawing 1 . a user offers data area 12b to which it is the management domain 
1 1 which cannot access the field, and the field which can read CD-R / RW drive 22, 
and a user can access the field at arbitration, and the disk ID for encryption is 



recorded on the management domain 1 1 . 

[0121] Moreover, encryption media information preservation means 22b can save 
encryption data at disc data field 12b for writing which has the same disk ID. and 2nd 
read-out means 22c can read the disk [ in / the disk for writing, and the disk for 
playback ] ID. Moreover, this disk for writing and the disk for playback The 
management domain 1 1 where it is the field which can read CD-R / RW drive 22, and 
a user cannot access the field like the disk 10 shown in drawing 1 , While offering data 
area 12b to which it is the field which can read CD-R / RW drive 22. and a user can 
access the field at arbitration and recording the disk ID for encryption on a 
management domain 1 1, the information enciphered by data area 12b is recorded. 
[0122] And these functions are demonstrated by the drive equipment in CD-R / RW 
drive 22 (not shown), respectively. In addition, the detailed explanation about the 
function of others of CD-R / RW drive 22 is omitted. Furthermore, an internet server 
23 enciphers and transmits multimedia data, such as voice, an image, and data, offers 
encryption media information generation means 23a and cryptographic key generation 
means 23b, and consists of on the Internet. This encryption media information 
generation means 23a is the same as that of above-mentioned encryption media 
information generation means 20a. and omits that detailed explanation. Moreover, 
cryptographic key generation means 23b can generate a cryptographic key from Disks 
ID and MCN and the serial number of ISRC. 

[0123] Moreover, a circuit 36 is a circuit which connects this internet server 23 and 
encryption / decryption recording device 40. for example, this circuit function is 
demonstrated by the Local Area Network In addition, since the cable 43 is the same 
as that of what was mentioned above, the explanation is omitted. Thereby, in 
encryption / decryption recording apparatus 40. the disks ID and MCN of the inserted 
disk for writing and the serial number of ISRC are read as a media number in read— out 
means 22a in CD-R / RW drive 22 (the 1st disk identification information read-out 
step). After the read media number is inputted into a personal computer 20 through a 
cable 43. the media number It is transmitted to an internet server 23 through a circuit 
36, and sets to cryptographic key generation means 23b in an internet server 23. A 
cryptographic key is generated in combination with the disks ID and MCN, combination 
with the serial number of Disks ID and ISRC, or the combination of Disks ID and MCN 
and the serial number of ISRC (the 1st cryptographic key generation step). 
[0124] And in encryption media information generation means 23a in an internet 
server 23. multimedia data, such as voice, an image, and data, are read (the 1st 
read-out step), are enciphered by the cryptographic key using the above-mentioned 



media number, and encryption data are outputted. This encryption data is inputted 
into CD-R / RW drive 22 in encryption / decryption recording apparatus 40 through a 
circuit 36. Furthermore, by encryption media information preservation means 22b in 
CD-R / RW drive 22 Encryption data are generated using the cryptographic key. and a 
specific disk is generated by being recorded on disc data field 12b (referring to 
drawing 1 ) which has the transmitted disk ID (specific record-medium generation 
step). 

[0125] On the other hand, decode is performed as follows. That is, the disk for writing 
or the disk for playback is inserted in CD-R / RW drive 22, the disks ID and MCN of 
the disk and ISRC are read in 2nd read-out means 22c in CD-R / RW drive 22. and 
these disks ID and MCN and the serial number of ISRC are inputted into a personal 
computer 20 through a cable 43. Similarly, encryption data are read from the disk for 
writing, or the disk for playback. 

[0126] Moreover, in the 20d of the 2nd cryptographic key generation means in a 
personal computer 20, a cryptographic key is generated from combination with the 
disks ID and MCN, combination with the serial number of Disks ID and ISRC, or the 
combination of Disks ID and MCN and the serial number of ISRC, And in decryption 
means 20c in a personal computer 20. only when the cryptographic key is in 
agreement with the transmitted cryptographic key, encryption data are decoded and 
reproduced and the encryption data of the disk for writing or the disk for playback are 
decoded using a cryptographic key. 

[0127] The encryption and the decryption for the anti-copying of CD-R/RW are 
performed by such configuration. First, a cryptographic key is inserted in the disk for 
writing by the initialization step explained with the 1 st operation gestalt. and music 
data are actually recorded after that on the initialized disk for writing. Drawing 14 is 
the flow chart of the anti-copying approach of of CD-R or CD-RW concerning the 1 st 
modification of the 1st operation gestalt of this invention. 

[0128] A user connects first to the site of the Internet the anti-copying step started 
from step CI (step C2), and the media number (Disks ID and MCN. serial number of 
ISRC) of the disk is transmitted from encryption / decryption recording apparatus 40 
to an internet server 23 in step C3. In addition, this step C3 of the condition of data is 
the usual thing. 

[0129] Next, in step C4, an internet server 23 enciphers the transmitted data by the 
media number (Disks ID and MCN. serial number of ISRC) which is the cryptographic 
key of a disk (media) proper. Then, in step C5, the encryption data is transmitted from 
an internet server 23 to encryption / decryption recording device 40. Furthermore, in 



step C6. the transmitted data is processed by the personal computer 20. and is saved 
on the disk for writing with it. 

[0130] On the other hand, as a decode step, it is step C7. the data is decoded, it is 
step C8 and the data of the origin of it are reproduced by the cryptographic key of the 
disk (media) proper, it is step C9 and a decode step is completed. Here, in steps C6. 
C7. and C8, it cannot decode by any cryptographic keys other than the cryptographic 
key transmitted at step C3. 

[0131] Data cannot be restored, when putting in another way and it is written in disks 
other than the disk used as a cryptographic key. That is, unless a media number is in 
agreement the original data are unreproducible, even if it generates a cryptographic 
key from the media number and decodes encryption data. Thus, since media numbers 
(Disks ID and MCN, serial number of ISRC) required in order to decode the encryption 
data stored in that specific disk differ even if the specific disk of one sheet with which 
the cryptographic key was stenciled is obtained and it is going to copy to other disks 
from this specific disk, the original data are not restored. Furthermore, since a 
cryptographic key is not transmitted on the direct Internet but Disks ID and MCN and 
the serial number of ISRC are transmitted, there is no possibility that a cryptographic 
key may be stolen by others, 

[0132] Moreover, although it does in this way and data with copyrights, such as music 
and a movie, can copy to the disk of one sheet only once, since it cannot copy to 
other disks secondarily from the copied disk, data with copyright are protected. And it 
does in this way and there is an advantage which can aim at protection of data with 
copyright, without adding dues to sound recording / playback device beforehand. 
[0133] Furthermore, in the case of record of a cryptographic key. since the data used 
as a cryptographic key are distributed and recorded on the existing field, the data 
distributed and reicorded can gather up and a cryptographic key is generated, there is 
an advantage which can encipher without modification of the format approach of a 
disk, moreover, since the distributed approach within a disk can be changed into 
versatility if needed, the secrecy nature as a cryptographic key is held and has the 
advantage to which the reinforcement is raised. 

[0134] And since generation of a cryptographic key is made using random-number 
function Rnd() or Hash Function HashO, while the same cryptographic key is obtained 
from the same disk ID etc.. the original disk ID etc. is no longer decoded from the 
outputted cryptographic key. Therefore, secrecy nature increases about a 
cryptographic key and the secondary copy of data with copyright comes to be 
prevented. 



(A2) A mode which reads data from the explanation music CD of the 2nd modification 
of the 1 St operation gestalt is also possible. 

[0135] Drawing 1 5 is the mimetic diagram of encryption / decryption recording device 
concerning the 2nd modification of the 1st operation gestalt of this invention. A 
personal computer 20, and CD-R / RW drive 22 are offered, and also the CD drive 24 
and Cables 43a and 43b are offered, and encryption / decryption recording apparatus 
40a shown in this drawing 15 is constituted. Moreover, music data enter, the CD media 
25 are called the so-called CD for music, and the disk for writing (CD-R disk 21a, 
CD-RW disk 21b) or the disk for playback (CD-R disk 31a, CD-RW disk 31b) is 
inserted in CD-R / RW drive 22. Furthermore, the CD drive 24 shown in this drawing 
15 reads the CD media 25. is reproduced, and can choose now two or more CD media 
25. 

[0136] Moreover, data and encryption data can be sent [ cable 43a connects a 
personal computer 20 and the CD drive 24 electrically, and / cable 43b connects 
electrically the CD drive 24. and CD-R / RW drive 22, and ] now further, and received 
between a personal computer 20, and CD-R / RW drive 22 by this. 
[0137] In addition, a personal computer 20 offers encryption media information 
generation means 20a. cryptographic key generation means 20b. decryption means 
20c. and the 20d of the 2nd cryptographic key generation means, and is constituted. 
Here, by Disks ID and MCN and the cryptographic key which used the serial number of 
ISRC, encryption media information generation means 20a enciphers multimedia data, 
and may output encryption data. Moreover, cryptographic key generation means 20b 
generates a cryptographic key from Disks ID and MCN and the serial number of ISRC. 
[0138] Moreover, about the generation method of a cryptographic key. as the 1st 
operation gestalt explained (refer to drawing 39 - drawing 40 ), there are three kinds of 
modes. That is. it may be carried out or encryption may be made to be performed 
using the information which used Disks ID and MCN or the serial number of ISRC 
according to the individual, and combined Disks ID and MCN or the serial number of 
ISRC. Furthermore, encryption can perform information which could use the 
random-number function which uses Disks ID and MCN or the serial number of ISRC 
as a seed, or combined Disks ID and MCN or the serial number of ISRC using the 
random-number function used as a seed. In addition, encryption can perform 
information which could use the Hash Function which uses a key message, Disks ID 
and MCN, or the serial number of ISRC as a seed, or combined a key message, Disks 
ID and MCN, or the serial number of ISRC using the Hash Function used as a seed. 
[0139] Furthermore, decryption means 20c decodes encryption data using a 



cryptographic key. multimedia data including the information on voice, an image, data, 
etc. can be reproduced, and the 20d of the 2nd cryptographic key generation means 
generates a cryptographic key from Disks ID and MCN arid the serial number of ISRC. 
Since these are the same as that of what was mentioned above, they omit the detailed 
explanation. 

[0140] Moreover, since CD-R / RW drive 22 is the same as that of what was explained 
in the 1st modification of the 1st operation gestalt, the further explanation is omitted. 
Thereby, encryption is as follows. That is, in read-out means 22a in CD-R / RW drive 
22, the disks ID and MCN of the inserted disk for writing and the serial number of ISRC 
are read as a media number (the 1st disk identification information read-out step), and 
the read media number is inputted into a personal computer 20 through Cables 43b 
and 43a. And a cryptographic key is generated in cryptographic key generation means 
20b in a personal computer 20 (the 1st cryptographic key generation step). 
[0141] On the other hand, for example, it was recorded on the CD media 25, music 
data are read in the CD drive 24 (the 1st read-out step), and the data is inputted into 
a personal computer 20 through cable 43a. In encryption media information generation 
means 20a in a personal computer 20. the read data is enciphered using the 
cryptographic key. And the encryption data Through Cables 43a and 43b. it is inputted 
into CD-R / RW drive 22, and sets to encryption media information preservation 
means 22b. Encryption data In case It enciphers, a specific disk is generated by 
recording on disc data field 12b for writing (referring to drawing 1 ) which has the read 
disk ID (specific record-medium generation step). 

[0142] Moreover, it is as follows when decoding data. That is. the disk for writing or 
the disk for playback is inserted in CD-R / RW drive 22. And in 2nd read-out means 
22c in CD-R / RW drive 22. the disks ID and MCN and the serial number of ISRC are 
read, and these are inputted into a personal computer 20 through Cables 43b and 43a. 
Furthermore, in the 20d of the 2nd cryptographic key generation means in a personal 
computer 20, a cryptographic key is generated from the read disks ID and MCN and 
the serial number of ISRC. Moreover, in decryption means 20c in a personal computer 
20, the encryption data read from the disk for writing or the disk for playback are 
decoded only when the cryptographic key is in agreement with the cryptographic key 
used for encryption, and multimedia data are reproduced. 

[0143] The encryption and the decryption for the anti-copying of CD-R/RW are 
performed by such configuration. Drawing 16 is the flow chart of the anti-copying 
approach of of CD-R or CD-RW concerning the 2nd modification of the 1st operation 
gestalt of this invention. First, in the CD drive 24. after required data are chosen from 



the CD media 25 (step D2), as for the anti-copying step started from step D1. the 
data is read (step D3). In addition, this step of the condition of data is the usual thing. 
[0144] And in step D4, the data is enciphered by the cryptographic key of the disk 
(media) proper which combined the serial number of MCN and ISRC. and Disk ID 
suitably, and the encryption data is saved on the disk for writing (CD-R / RW media) in 
step D5 by it. On the other hand, as a decode step, it is step D6, the data is decoded, 
it is step D7 and the decryption data is used by the cryptographic key of the disk 
(media) proper, it is step D8 and a decode step is completed. 

[0145] Moreover, in step D4, after the read data are enciphered, still more nearly 
another data are read and it can encipher, and in that case, a disk (in drawing 16 , 
written as CD) is replaced, and the step from step D2 to step D4 is repeated. In 
addition, in steps D5 and D6, when encryption data are written in disks other than the 
disk used as a cryptographic key, data cannot be restored. 

[0146] Thus, when a user does the 1st copy, multimedia data, such as read voice, an 
image, and data, are enciphered by the cryptographic key of a disk proper, and a user 
can get the specific disk of one sheet. On the contrary, even if a user is going to copy 
to other disks from the specific disk, since media numbers (Disks ID and MCN, serial 
number of ISRC) required in order to decode the encryption data stored in the 
specific disk differ, original music or image data are not restored. 
[0147] Moreover, although it does in this way and data with copyrights, such as music 
and a movie, can copy to the disk of one sheet only once, since it cannot copy to 
other disks secondarily from the copied disk, data with copyright are protected. And it 
does in this way and there is an advantage which can aim at protection of data with 
copyright, without adding dues to sound recording / playback device beforehand. 
[0148] Furthermore, in the case of record of a cryptographic key. since the data used 
as a cryptographic key are distributed and recorded on the existing field, the data 
distributed and recorded can gather up and a cryptographic key is generated, there is 
an advantage which can encipher without modification of the format approach of a 
disk, moreover, since the distributed approach within a disk can be changed into 
versatility if needed, the secrecy nature as a cryptographic key is held and has the 
advantage to which the reinforcement is raised. 

[0149] And since generation of a cryptographic key is made using random^number 
function RndO or Hash Function HashO, while the same cryptographic key is obtained 
from the same disk ID etc. again, the original disk ID etc. is no longer decoded from the 
outputted cryptographic key. Therefore, secrecy nature increases about a 
cryptographic key and the secondary copy of data with copyright comes to be 



prevented. 

(A3) Explanation one side of the 3rd modification of the 1 st operation gestalt and the 
encryption approach of another mode which transmits data can also be performed. 
[0150] Drawing 1 7 is the mimetic diagram of encryption / decryption recording device 
concerning the 3rd modification of the 1st operation gestalt of this invention. 
Encryption / decryption recording apparatus 40 shown in this drawing 1 7 is connected 
with data forwarding equipment 26 through circuit 36a. This encryption / decryption 
recording apparatus 40 offers a personal computer 20 and a cable 43, and is 
constituted. A personal computer 20 offers encryption media information generation 
means 20a, cryptographic key generation means 20b, decryption means 20c, and the 
20d of the 2nd cryptographic key generation means, and is constituted. Since these 
things are the same as that of what was mentioned above, the detailed explanation is 
omitted. In addition, since CD-R / RW drive 22, and a cable 43 are the same as that of 
what was mentioned above, the further explanation is omitted. Moreover, CD-R / RW 
drive 22 can insert the disk for writing, or the disk for playback. 

[0151] Moreover, it is the same as the 1st operation gestalt explained the generation 
method of a cryptographic key (refer to drawing 39 - drawing 40 ). That is. it may be 
carried out or encryption may be made to be performed using the information which 
used Disks ID and MCN or the serial number of ISRC according to the individual, and 
combined Disks ID and MCN or the serial number of ISRC. 

[0152] Furthermore, encryption can perform information which could use the 
random-number function which uses Disks ID and MCN or the serial number of ISRC 
as a seed, or combined Disks ID and MCN or the serial number of ISRC using the 
random-number function used as a seed. In addition, encryption can perform 
information which could use the Hash Function which uses a key message, Disks ID 
and MCN, or the serial number of ISRC as a seed, or combined a key message. Disks 
ID and MCN. or the serial number of ISRC using the Hash Function used as a seed. 
[0153] Moreover, data forwarding equipment 26 sends out a data file etc. to this 
encryption / decryption recording apparatus 40, carries out A/D conversion of the 
analog data incorporated, and sends out that digital data. Furthermore, circuit 36a is a 
circuit which connects data forwarding equipment 26 and encryption / decryption 
recording device 40, for example, is connected to the serial port (not shown) of a 
personal computer 20. 

[0154] Thereby, in data forwarding equipment 26, A/D conversion of the analog data is 
carried out, the data is inputted into encryption / decryption recording device 40 
through circuit 36a, and it is inputted into a personal computer 20 from the serial port. 



On the other hand in read-out means 22a in CD-R / RW drive 22. the disks ID and 
MCN of the inserted disk and the serial number of ISRC are read as a media number, 
the read media number is inputted into a personal computer 20 through a cable 43, 
and a cryptographic key is generated in cryptographic key generation means 20b in a 
personal computer 20. 

[0155] And in encryption media information generation means 20a in a personal 
computer 20, as for the data from a serial port, encryption data are outputted using 
the cryptographic key, and the encryption data is inputted into CD-R / RW drive 22 
through a cable 43. Furthermore, the encryption data is saved by encryption media 
information preservation means 22b in CD-R / RW drive 22 at disc data field 12b for 
writing (refer to drawing 1 ). 

[0156] Moreover, it is as follows when decoding from the disk for writing, or the disk 
for playback. That is, in 2nd read-out means 22c in CD-R / RW drive 22, the disks ID 
and MCN and the serial number of ISRC are read, and the cryptographic key for 
decoding is generated in the 20d of the 2nd cryptographic key generation means in a 
personal computer 20. and the encryption data is decoded in decryption means 20c in 
a personal computer 20 using the cryptographic key. 

[0157] The encryption and the decryption for the anti-copying of CD-R/RW are 
performed by such configuration. Drawing 18 is the flow chart of the anti-copying 
approach of of CD-R or CD-RW concerning the 3rd modification of the 1 st operation 
gestalt of this invention. After the data which save first the encryption step started 
from step El in step E2 are chosen, the file data is incorporated (step E3). In addition, 
this step of the condition of data is the usual thing. 

[0158] And in step E4. the data is enciphered by the cryptographic key of the disk 
(media) proper which combined the serial number of MCN and ISRC. and Disk ID 
suitably, and the encryption data is saved on the disk for writing (CD-R / RW media) in 
step E5 by it. On the other hand, as a decode step, it is step E6. the data is decoded, 
it is step E7 and the decryption data is used by the cryptographic key of the disk 
proper, it is step E8 and an encryption step is completed. 

[0159] Moreover, in step E2, another data can be read and data are chosen in that 
case repeatedly. In addition, in steps E5 and E6, when encryption data are written in 
disks other than the disk used as a cryptographic key, data cannot be restored. 
[0160] Thus, when a user does the 1st copy, multimedia data, such as read voice, an 
image, and data, are enciphered by the cryptographic key of a disk proper, and a user 
can get the specific disk of one sheet. On the contrary, even if a user is going to copy 
to other disks from the specific disk, since media numbers (Disks ID and MCN. serial 



number of ISRC) required in order to decode the encryption data stored in the 
specific disk differ, original music or image data are not restored. 
[0161] Thus, although data with copyrights, such as music and a movie, can copy to 
the disk of one sheet only once, since it cannot copy to other disks secondarily from 
the copied disk, data with copyright are protected. And it does in this way and there is 
an advantage which can aim at protection of data with copyright, without adding dues 
to sound recording / playback device beforehand. 

[0162] Furthermore, in the case of record of a cryptographic key. since the data used 
as a cryptographic key are distributed and recorded on the existing field, the data 
distributed and recorded can gather up and a cryptographic key is generated, there is 
an advantage which can encipher without modification of the format approach of a 
disk, moreover, since the distributed approach within a disk can be changed into 
versatility if needed, the secrecy nature as a cryptographic key is held and has the 
advantage to which the reinforcement is raised. 

[0163] In addition, since generation of a cryptographic key is made using 
random-number function RndO or Hash Function HashO, while the same 
cryptographic key is obtained from the same disk ID etc., the original disk ID etc. is no 
longer decoded from the outputted cryptographic key. Therefore, secrecy nature 
increases about a cryptographic key and the secondary copy of data with copyright 
comes to be prevented. 

(B) It can also be used, being able to build into sound equipment the encryption 
equipment and decryption equipment which were explained in the 1st operation 
gestalt of the explanation above of the 2nd operation gestalt of this invention. 
[0164] Drawing 1 9 is the mimetic diagram of the sound equipment concerning the 2nd 
operation gestalt of this invention. The sound equipment 27 shown in this drawing 19 
is sound equipment which has an encryption means and a decryption means, offers 
CD-R / RW drive 42. Loudspeakers 28a and 28b. and the sound re-gray-goods 
machine 29. and is constituted. Moreover, the disk inserted in this CD-R / RW drive 
42 is a disk for playback with which the data other than the initialized disk for writing 
were recorded. That is, these disks (media) are recorded on optical and the data area 
1 2b (refer to drawing 1 ) may be written in once [ at least ] by the user. 
[0165] Here, an encryption means (not shown) enciphers multimedia data including the 
information on voice, data. etc.. and can record them as encryption media information, 
and a decryption means (not shown) can decode the encryption media information 
which multimedia data including the information on voice, data, etc. were enciphered, 
and was recorded. Moreover. CD-R / RW drive 42 enciphers multimedia data including 



the information on voice, data, etc., can record them as encryption media information, 
offers read-out means 42a. encryption media information generation means 42b, 
encryption media information preservation means 42c. the 42d of the 2nd read-out 
means. 2nd cryptographic key generation means 42e. and 42f of decryption means, 
and is constituted. 

[0166] This read-out means 42a can read the disk ID in the disk for playback with 
which the disk for writing and data which were initialized were recorded. Moreover, the 
disk for playback with which this disk for writing and data that were initialized were 
recorded The management domain 1 1 where it is the field which can read CD-R / RW 
drive 42, and a user cannot access the field like the disk 10 shown in drawing 1 , Data 
area 12b to which it is the field which can read CD-R / RW drive 42, and a user can 
access the field at arbitration is offered, and the disk ID for encryption is recorded on 
the management domain 11. 

[0167] By Disks ID and MCN and the cryptographic key which used the serial number 
of ISRC, encryption media information generation means 42b enciphers multimedia 
data, and may output them as encryption media information, and encryption media 
information preservation means 42c can save the encryption media information at 
data area 1 2b (refer to drawing 1 ). 

[0168] Moreover, it is the same as the 1st operation gestalt explained the generation 
method of a cryptographic key (refer to drawing 39 - drawing 40 ). That is. it may be 
carried out or encryption may be made to be performed using the information which 
used Disks ID and MCN or the serial number of ISRC according to the individual, and 
combined Disks ID and MCN or the serial number of ISRC. Furthermore, encryption 
can perform information which could use the random-number function which uses 
Disks ID and MCN or the serial number of ISRC as a seed, or combined Disks ID and 
MCN or the serial number of ISRC using the random-number function used as a seed. 
In addition, encryption can perform information which could use the Hash Function 
which uses a key message. Disks ID and MCN. or the serial number of ISRC as a seed, 
or combined a key message. Disks ID and MCN. or the serial number of ISRC using the 
Hash Function used as a seed. 

[0169] The 42d of the 2nd read-out means is what can read the disk ID in the disk for 
writing, and the disk for playback. Furthermore, 2nd cryptographic key generation 
means 42e It is what generates the cryptographic key for decode from Disks ID and 
MCN and the serial number of ISRC. 42f of in addition, decryption means The 
enciphered information is decoded using Disks ID and MCN and the cryptographic key 
using the serial number of ISRC. and multimedia data including the information on 



voice, data, etc. can be reproduced. 

[0170] Read-out means 42a. encryption media information preservation means 42c. 
and the 42d of the 2nd read-out means are demonstrated by the drive equipment in 
CD-R / RW drive 42 among these functions. On the other hand, the function of 
encryption media information generation means 42b. 2nd cryptographic key generation 
means 42e, and 42f of decryption means is demonstrated by the software built into 
the interior. 

[0171] Moreover, loudspeaker 28a is a loudspeaker for the left channels of stereo 
voice, and loudspeaker 28b is a loudspeaker for the right channels of stereo voice. 
Furthermore, the sound re-gray-goods machine 29 reads music data, is reproduced, 
amplifies, and may be outputted from Loudspeakers 28a and 28b. Thereby, encryption 
is as follows. That is, the disks ID and MCN of the disk with which the disk for writing 
was inserted in read-out means 42a in CD-R / RW drive 42. and the serial number of 
ISRC are read as a media number. And in encryption media information generation 
means 42b in CD-R / RW drive 42, multimedia data are enciphered by Disks ID and 
MCN and the cryptographic key using the serial number of ISRC, and it is outputted as 
encryption media information. And in encryption media information preservation 
means 42c in CD-R / RW drive 42, the encryption media information is saved at disc 
data field 1 2b for writing (refer to drawing 1 ). 

[0172] Furthermore, about a decryption, it is as follows. That is, in the 42d of the 2nd 
read-out means in CD-R / RW drive 42, from the disk for writing, or the disk for 
playback. Disks ID and MCN and the serial number of ISRC are read, and a 
cryptographic key is generated from Disks ID and MCN and the serial number of ISRC 
in 2nd cryptographic key generation means 42e, and the encryption media information 
is further decoded by the cryptographic key in 42f of decryption means. 
[0173] By such configuration, a user performs the encryption and the decryption for 
illegal copy prevention of CD-R/RW while reproducing the music data stored in this 
sound equipment 27. That is, playback and magnification are carried out suitably and 
music data are outputted from the loudspeakers 28a and 28b on either side. 
[0174] On the other hand, when a user copies, first, music data are read, in case the 
read music data is copied to the disk for writing which should be recorded, the 
cryptographic key of a disk proper is created with MCN of the disk proper for writing, 
the serial number of ISRC, and Disk ID, and music data are enciphered by these 
cryptographic keys. Since the cryptographic keys of a disk proper differ even if the 
encryption data is copied to two or more disks other than the disk with which the 
original cryptographic key was read, the original music data are not restored. 



Therefore, only a specific disk can reproduce the original data. 

[0175] Thus, when a user does the 1st copy, music data and voice data which were 
read are enciphered by the cryptographic key of a disk proper, and a user can get the 
specific disk of one sheet. On the contrary, even if a user is going to copy to other 
disks from the specific disk, since media numbers (Disks ID and MCN. serial number of 
ISRC) required in order to decode the encryption data stored in the specific disk differ, 
the original music data etc. are not restored. 

[01 76] Thus, although data with copyrights, such as music, can copy to the disk of one 
sheet only once, since it cannot copy to other disks secondarily from the copied disk, 
data with copyright are protected. And it does in this way and there is an advantage 
which can aim at protection of data with copyright, without adding dues to sound 
recording / playback device beforehand. 

[0177] Moreover, since the management domain 1 1 in a CD-R disk or a CD-RW disk 
and data area 12b (refer to drawing 1 ) are used, the data used as a cryptographic key 
are distributed and recorded on these fields, the data distributed and recorded can 
gather up and a cryptographic key is generated in case a cryptographic key is 
recorded, It can encipher, without changing the format approach of the existing disk, in 
addition, since the distributed approach can be made to change into versatility if 
needed, it can raise the reinforcement as a cryptographic key. 

[01 78] In addition, a mode which performs only playback is also possible. Drawing 20 is 
the mimetic diagram of other sound equipments concerning the 2nd operation gestalt 
of this invention. Sound equipment 27a shown in this drawing 20 has a decryption 
means (not shown) which can decode encryption media information by which 
multimedia data including the information on voice, data. etc. were enciphered and 
recorded, offers CD-R / RW drive 43, and Loudspeakers 28a and 28b. and is 
constituted. 

[0179] Moreover, it is the same as the 1st operation gestalt explained the generation 
method of a cryptographic key (refer to drawing 39 - drawing 40 ). That is, it may be 
carried out or encryption may be made to be performed using the information which 
used Disks ID and MCN or the serial number of ISRC according to the individual, and 
combined Disks ID and MCN or the serial number of ISRC. Furthermore, encryption 
can perform information which could use the random-number function which uses 
Disks ID and MCN or the serial number of ISRC as a seed, or combi ned Disks ID and 
MCN or the serial number of ISRC using the random-number function used as a seed. 
In addition, encryption can perform information which could use the Hash Function 
which uses a key message. Disks ID and MCN. or the serial number of ISRC as a seed. 



or combined a key message. Disks ID and MCN. or the serial number of lSRC using the 
Hash Function used as a seed. 

[0180] Moreover, the disk inserted is a disk which was generated by the cryptographic 
key and with which encryption data are recorded. Here, CD-R / RW drive 43 decodes 
multimedia data which are enciphered by these disks (media) and recorded on them, 
such as voice and data, using the cryptographic key of the CD-R disks 21a and 31a or 
the CD-RW disks 21b and 31b, offers the 42d of the 2nd read-out means, 2nd 
cryptographic key generation means 42e, and 42f of decryption means, and is 
constituted. In addition, Loudspeakers 28a and 28b are the same as that of what was 
mentioned above. 

[0181] By such configuration, while musical playback is performed, decode is 
performed. That is, in the 42d of the 2nd read-out means in CD-R / RW drive 43, the 
disks ID and MCN of the disk for playback and the serial number of ISRC are read, in 
2nd cryptographic key generation means 42e, a cryptographic key is generated, and 
the encryption data of the disk for playback are decoded in 42f of decryption means 
using the cryptographic key, and multimedia data, such as voice and data, are 
reproduced. 

[0182] Here, only the information by which the original music data are not restored 
and the data which were enciphered by disks other than this disk and recorded on 
them were recorded only on the disk of one sheet since the cryptographic keys of a 
disk proper differed is reproduced. Thus, since a user is reincarnated by decoding by 
the cryptographic key of a disk proper, he cannot restore the original music data etc. 
in any cryptographic keys other than the cryptographic key. 

[01 83] Thus, although data with copyrights, such as music, can copy to the disk of one 
sheet only once, since it cannot copy to other disks secondarily from the copied disk, 
data with copyright are protected. And it does in this way and there is an advantage 
which can aim at protection of data with copyright, without adding dues to sound 
recording / playback device beforehand. 

[0184] Furthermore, in the case of record of a cryptographic key, since the data used 
as a cryptographic key are distributed and recorded on the existing field, the data 
distributed and recorded can gather up and a cryptographic key is generated, there is 
an advantage which can encipher without modification of the format approach of a 
disk, moreover, since the distributed approach within a disk can be changed into 
versatility if needed, the secrecy nature as a cryptographic key is held and has the 
advantage to which the reinforcement is raised. 

[0185] In addition, since generation of a cryptographic key is made using 



random-number function RndQ or Hash Function HashQ, while the same 
cryptographic key is obtained from the same disk ID etc.. the original disk ID etc. is no 
longer decoded from the outputted cryptographic key. Therefore, secrecy nature 
increases about a cryptographic key and the secondary copy of data with copyright 
comes to be prevented. 

(B1) It can also be used, being able to include the function which was explained in the 
2nd operation gestalt of explanation of the 1st modification of the 2nd operation 
gestalt of this invention and which can be enciphered and decoded in a visual 
equipment. 

[0186] Drawing 21 is the mimetic diagram of the sound, image, and data station 
concerning the 1st modification of the 2nd operation gestalt of this invention. The 
sound, image, and the data station 32 shown in this drawing 21 While enciphering 
multimedia data including the information on voice, an image, data, etc. and being able 
to record as encryption media information The encryption media information 
enciphered and recorded can be decoded, and multimedia data including the 
information on voice, an image, data, etc. offer CD-R / television 33 with RW drive, AV 
equipment 34. and Loudspeakers 28a and 28b, and are constituted. Moreover, the disk 
for playback in the initialized disk for writing or the condition of having already written 
in data is inserted, and the disk inserted can also reproduce voice and image data. 
[0187] Here CD-R / television 33 with RW drive Have the function of television and 
also voice data or music data is enciphered using the cryptographic key of CD-R disk 
21a or CD-RW disk 21b. It has the function which records the enciphered data, and 
read-out means 42a, encryption media information generation means 42b, encryption 
media information preservation means 42c, the 42d of the 2nd read-out means, 2nd 
cryptographic key generation means 42e, and 42f of decryption means are offered, 
and it is constituted. In addition to the function explained with the 2nd operation 
gestalt, these have the function to process image data, and omit the further 
explanation. 

[0188] Moreover, it is the same as the 1st operation gestalt explained the generation 
method of encryption (refer to drawing 39 - drawing 40 ). That is, it may be carried out 
or encryption may be made to be performed using the information which used Disks ID 
and MCN or the serial number of ISRC according to the individual, and combined Disks 
ID and MCN or the serial number of ISRC. Furthermore, encryption can perform 
information which could use the random-number function which uses Disks ID and 
MCN or the serial number of ISRC as a seed, or combined Disks ID and MCN or the 
serial number of ISRC using the random-number function used as a seed. In addition. 



encryption can perform information which could use the Hash Function which uses a 
key message. Disks ID and MCN, or the serial number of ISRC as a seed, or combined 
a key message. Disks ID and MCN. or the serial number of ISRC using the Hash 
Function used as a seed. 

[0189] Moreover, AV (Audio-Visual) equipment 34 can reproduce the data of voice or 
an image, and is a video regenerative apparatus. In addition, Loudspeakers 28a and 
28b are the same as that of what was mentioned above. Moreover, Cables 43b, 43c. 
and 43d connect between these devices electrically. Thereby, in read-out means 42a 
in CD-R / television 33 with RW drive, the disks ID and MCN of the disk for writing and 
the serial number of ISRC are read as a media number. 

[0190] On the other hand, in AV equipment 34, the data of voice or an image are 
reproduced, the data of this reproduced voice and image are inputted into this CD-R / 
television 33 with RW drive through cable 43d, playback and magnification are carried 
out suitably and that data is outputted from the loudspeakers 28a and 28b on either 
side through Cables 43b and 43c. 

[0191] Moreover, on the other hand, in encryption media information generation 
means 42b in this CD-R / television 33 with RW drive, the cryptographic key of a disk 
proper is created by Disks ID and MCN and the serial number of ISRC, and. as for data, 
such as that music, encryption data are outputted using that cryptographic key. And 
the encryption data is saved by encryption media information preservation means 42c 
in CD-R / television 33 with RW drive at disc data field 12b for writing. 
[0192] Furthermore, about a decryption, it is as follows. Namely, it sets for the 42d of 
the 2nd read-out means in CD-R / television 33 with RW drive. Disks ID and MCN and 
the serial number of ISRC are read, and it sets to 2nd cryptographic key generation 
means 42e. From Disks ID and MCN and the serial number of ISRC, a cryptographic 
key is generated, and the encryption data is further decoded by the cryptographic key 
in 42f of decryption means, and multimedia data, such as voice, an image, and data, are 
reproduced. 

[0193] By such configuration, a user performs the voice data and the image copy of 
data for illegal copy prevention of CD-R/RW which were enciphered while reproducing 
the information on the music stored in this sound, image, and data station 32, or an 
image. That is. when a user does the 1st copy, first, the information on voice or an 
image is read and the information on the read voice and image is enciphered by the 
cryptographic key of a disk proper. Therefore, a user can get the specific disk of one 
sheet. 

[0194] On the contrary, even if a user is going to copy to other disks from the specific 



disk, since media numbers (Disks ID and MCN. serial number of ISRC) required in 
order to decode the encryption data stored in the specific disk differ, original music or 
image data are not restored. Thus, since it is recorded only on the disk of one sheet 
being illegally copied of work data is lost. 

[0195] In addition, by performing encryption using random-number function RndO or 
Hash Function HashO, the same cryptographic key comes to be obtained from the 
same disk ID etc.. and decode of the original disk ID etc. becomes impossible and 
secrecy nature increases. 

(B-2) Only explanation one side of the 2nd modification of the 2nd operation gestalt of 
this invention, and in playback, it is as follows. 

[0196] Drawing 22 is the mimetic diagram of the sound, image, and data station 
concerning the 2nd modification of the 2nd operation gestalt of this invention. The 
encryption media information that multimedia data including the information on voice, 
an image, data. etc. were enciphered and recorded is decoded, and it can reproduce, 
and the sound, the image, and data station 32a shown in this drawing 22 offer CD-R / 
television 33 with RW drive, and Loudspeakers 28a and 28b. and is constituted. 
[0197] This CD-R / television 33 with RW drive decode multimedia data, such as 
voice which is enciphered by these disks and recorded on them, an image, and data, 
using the cryptographic key of a CD-R disk or a CD-RW disk, offers the 42d of the 
2nd read-out means. 2nd cryptographic key generation means 42e. and 42f of 
decryption means, and is constituted. Since these are the same as that of what was 
mentioned above, they omit the further explanation. 

[0198] Moreover, it is the same as the 1st operation gestalt explained the generation 
method of encryption (refer to drawing 39 - drawing 40 ). That is. it may be carried out 
or encryption may be made to be performed using the information which used Disks ID 
and MCN or the serial number of ISRC according to the individual, and combined Disks 
ID and MCN or the serial number of ISRC. Furthermore, encryption can perform 
information which could use the random-number function which uses Disks ID and 
MCN or the serial number of ISRC as a seed, or combined Disks ID and MCN or the 
serial number of ISRC using the random-number function used as a seed. In addition, 
encryption can perform information which could use the Hash Function which uses a 
key message. Disks ID and MCN, or the serial number of ISRC as a seed, or combined 
a key message. Disks ID and MCN. or the serial number of ISRC using the Hash 
Function used as a seed. 

[0199] Moreover, the disk inserted is a disk for playback which was generated by the 
cryptographic key and with which encryption data are recorded. Thereby, in the 42d of 



the 2nd read-out means in CD-R / television 33 with RW drive, the disks ID and MCN 
of the disk for playback and the serial number of ISRC are read, and a cryptographic 
key is generated in 2nd cryptographic key generation means 42e. And in 42f of 
decryption means, the encryption data of the disk for playback are decoded using the 
cryptographic key. 

[0200] As for CD-R / television 33 with RW drive, the anti-copying of the disk for 
playback is made by such configuration. That is, only the information by which original 
music or image data are not restored and the data which were enciphered by disks 
other than this disk and recorded on them were recorded only on the disk of one 
sheet since the cryptographic keys of a disk proper differed is reproduced. 
[0201] Thus, since the data with copyrights, such as music and a movie, cannot be 
secondarily copied to other disks from the disk of one sheet, data with copyright are 
protected. And it does in this way and there is an advantage which can aim at 
protection of data with copyright, without adding dues to sound recording / playback 
device beforehand. Furthermore, in the case of record of a cryptographic key, since 
the data used as a cryptographic key are distributed and recorded on the existing field, 
the data distributed and recorded can gather up and a cryptographic key is generated, 
there is an advantage which can encipher without modification of the format approach 
of a disk, moreover, since the distributed approach within a disk can be changed into 
versatility if needed, the secrecy nature as a cryptographic key is held and has the 
advantage to which the reinforcement is raised. 

[0202] In addition, since encryption is performed using random-number function RndO 
or Hash Function HashO, the same cryptographic key is obtained from the same disk 
ID etc. Moreover, since decode of the original disk ID etc. becomes impossible, 
secrecy nature increases. 

(C) Explain further the application of explanation and others of the 3rd operation 
gestalt of this invention. 

[0203] Drawing 23 is drawing showing encryption / decryption recording device 
concerning the 3rd operation gestalt of this invention. Encryption / decryption 
recording apparatus 40b shown in this drawing 23 decodes the encryption data which 
enciphered the digital data, and carried out record on a CD-R disk or a CD-RW disk 
using the cryptographic key of a CD-R disk or a CD-RW disk, and were recorded on 
the CD-R disk or the CD-RW disk, and takes out that decryption data. And this 
encryption / decryption recording apparatus 40b offers the circumference store 35, a 
personal computer 20. and CD-R / RW drive 22. and is constituted. Moreover, this 
encryption / decryption recording device 40b can change the encryption approach 



into arbitration as an addition function. 

[0204] This circumference store 35 stores data, and the data stored in this are used 
for selection of the encryption approach like a hard disk or an MO drive. Selection of 
this encryption approach means choosing it as arbitration from DES. RC4. IDEA, etc. 
Moreover, a personal computer 20. and CD-R / RW drive 22 are the same as that of 
what was explained in the 1st modification of the 1st operation gestalt mentioned 
above. Furthermore, the disk inserted is an initialized disk. Moreover, Cables 43a and 
43b connect between these devices. 

[0205] In addition, since CD~R / RW drive 22, and Cables 43a and 43b are the same as 
that of what was mentioned above, the further explanation is omitted. This sets to 
read-out means 22a in CD-R / RW drive 22. The disks ID and MCN of the inserted 
disk and the serial number of ISRC are read as a media number. The read media 
number Through cable 43b, it is inputted into a personal computer 20 and a 
cryptographic key is generated in cryptographic key generation means 20b in a 
personal computer 20 by the encryption approach based on the data incorporated 
from the circumference store 35. 

[0206] Moreover, it is the same as the 1st operation gestalt explained the generation 
method of a cryptographic key (refer to drawing 39 - drawing 40 ). That is. it may be 
carried out or encryption may be made to be performed using the information which 
used Disks ID and MCN or the serial number of ISRC according to the individual, and 
combined Disks ID and MCN or the serial number of ISRC. Furthermore, encryption 
can perform information which could use the random-number function which uses 
Disks ID and MCN or the serial number of ISRC as a seed, or combined Disks ID and 
MCN or the serial number of ISRC using the random— number function used as a seed. 
In addition, encryption can perform information which could use the Hash Function 
which uses a key message. Disks ID and MCN. or the serial number of ISRC as a seed, 
or combined a key message, Disks ID and MCN. or the serial number of ISRC using the 
Hash Function used as a seed. 

[0207] And in encryption media information generation means 20a in a personal 
computer 20. the encryption data enciphered by that cryptographic key are outputted. 
and this encryption data is saved by encryption media information preservation means 
22b in CD-R / RW drive 22 at disc data field 12b for writing (refer to drawing 1 ), Here, 
the user who operates this encryption / decryption recording device 40b incorporates 
the data for making it another code in a personal computer 20 through cable 43a from 
the circumference store 35, when changing the encryption approach. And a 
cryptographic key can be changed now by making it the another encryption approach. 



[0208] Furthermore, it is as follows when decoding from the disk for writing, or the 
disk for playback. That is, in 2nd read-out means 22c in CD-R / RW drive 22, the disks 
ID and MCN and the serial number of ISRC are read, and the encryption data of the 
disk for writing or the disk for playback are decoded in decryption means 20c in a 
personal computer 20 using a cryptographic key. 

[0209] By such configuration, a user copies the digital data with which it was 
enciphered for illegal copy prevention of CD-R/RW using it while being able to use the 
program for changing the encryption approach stored in this encryption / decryption 
recording device 40b etc. That is, in order to change the encryption approach into 
RC4 from DES, from the circumference storage 35, a user incorporates the program 
for the encryption etc. and changes the encryption approach. Moreover, this change 
can be made freely. 

[0210] And like what was mentioned above, when carrying out the 1st copy, first, a 
user reads digital data and enciphers the read digital data by the cryptographic key of 
a disk proper. Therefore, a user can get the specific disk of one sheet. On the 
contrary, even if a user is going to copy to other disks from the specific disk, since 
media numbers (Disks ID and MCN, serial number of ISRC) required in order to decode 
the encryption data stored in the specific disk differ, the original digital data is not 
restored. 

[021 1] thus, since the encryption approach can change into versatility if needed, the 
secrecy nature as a code is held and there is an advantage which can raise the 
reinforcement. Moreover, it does in this way, and although the digital data which 
included with [, such as music and a movie ] copyright can copy to the disk of one 
sheet only once, since it cannot copy to other disks secondarily from the copied disk, 
data with copyright are protected. And it does in this way and there is an advantage 
which can aim at protection of data with copyright, without adding dues to sound 
recording / playback device beforehand. 

[0212] Furthermore, in the case of record of a cryptographic key, since the data used 
as a cryptographic key are distributed and recorded on the existing field, the data 
distributed and recorded can gather up and a cryptographic key is generated, there is 
an advantage which can encipher without modification of the format approach of a 
disk, moreover, since the distributed approach within a disk can be changed into 
versatility if needed, the secrecy nature as a cryptographic key is held and has the 
advantage to which the reinforcement is raised. 

[0213] In addition, since encryption is performed using random-number function RndO 
or Hash Function HashO, the same cryptographic key is obtained from the same disk 



ID etc. Moreover, since decode of the original disk ID etc. becomes impossible, 
secrecy nature increases. 

(D) In addition, this invention is not limited to the embodiment mentioned above and 
its modification, it is the range which does not deviate from the meaning of this 
invention, and can deform variously and can be carried out. 

[0214] First, other modes can also perform the method of combination of the 
cryptographic key by the difference in the die length of a cryptographic key mentioned 
above. Since reading of Disk ID may be impossible depending on hardware, it can also 
use two kinds such as MCN and the serial number of ISRC collectively, and simple 
encryption comes to be able to do it in that case. 

[0215] In addition, it is a difficult point that the rationale of safety is not established 
but the demerit of MD method moreover introduces parallel processing. And when 
using a 128-bit hash algorithm (MD5), in order to reduce the probability which 
generates the same message digest, what combined the original disk ID etc. is 
preferably taken as bit length 128 bits or more. 

[0216] Moreover, a secondary manufacturer and those who it not only means a 
consuming public etc., but use it for records of the initialized disk, such as data, also 
include the word of the user who used it by this invention. Furthermore, the circuit 36 
explained in the 1st modification of the 1st operation gestalt contains not only a Local 
Area Network but a circuit like the so-called dialup connection which used the 
telephone line. And even if the part where the cryptographic key for encryption is 
generated is not an internet server 23, also with a personal computer 20, it is possible 
and transmits only a cryptographic key to an internet server 23 in that case. In 
addition, in this case, applying is also possible so that the information between the 
data forwarding machine in online karaoke and an accepting station may be exchanged. 
[0217] And circuit 36a not only of a serial port but using other ports which connects 
the data forwarding equipment 26 explained in the 2nd modification of the 1st 
operation gestalt and a personal computer 20 is possible, and can transmit data 
further using wireless. In addition, in the 1st modification, as AV equipment 34, it may 
be not only a video regenerative apparatus but satellite broadcasting service, and a 
terrestrial electric-wave receiving set, and you may be domestic terminals, such as 
CATV, at the 2nd operation gestalt. 

[0218] In addition, in drawing 8 , and 9 and 10, what is displayed as the channel means 
a channel and these are the same semantics. Furthermore, what is displayed as PC by 
drawing 14 means a personal computer 20. Moreover, in drawing 14 , and 16 and 18, 
what is displayed as the code key means the cryptographic key. In addition, drawing 24 



and phi currently displayed on 25 and 26 are the notations showing the die length of 
the diameter of a millimeter unit. 

[0219] Moreover, in the above explanation, although CD-R/RW was made into the 
example, this invention can be applied to other media, without limiting to CD-R/RW. 
For example, also in media, such as DVD-R, DVD-RAM. and DVD-RW, disk 
information is recordable on a management domain. In addition, as long as it is a 
two-layer mold medium and a double-sided mold medium, a management domain may 
be established only in one layer or the whole surface inside, and may be established in 
each class or each field. 
[0220] 

[Effect of the Invention] The management domain where according to the record 
medium of this invention it is the field which a reader can read and a user cannot 
access the field as explained in full detail above, Since the data area where it is the 
field which a reader can read and a user can access the field at arbitration is offered 
and the disk identification information for encryption is recorded on the management 
domain, although only one sheet can obtain a specific disk, a user Even if a user is 
going to copy to other disks from the specific disk Since media numbers (Disks ID and 
MCN, serial number of ISRC) required in order to decode the encryption data stored in 
the specific disk differ Since original music or image data are not restored and it 
cannot copy to other disks secondarily from the copied disk, there is an advantage 
from which data with copyright are protected. Furthermore, there is an advantage 
which can aim at protection of data with copyright, without adding dues to sound 
recording / playback device beforehand, in addition, since there is an advantage which 
can encipher without changing the existing format approach of a disk and the 
distributed approach of a cryptographic key can be changed into versatility if needed, 
the secrecy nature as a cryptographic key is held and there is an advantage which can 
raise the reinforcement (claim 1). 

[0221] In addition, according to this invention, there is the effectiveness thru/or the 
advantage like ** - ** shown below. 

** This invention is the point that the disk identification information for encryption is 
recorded on a disk, and unlike the technique of well-known reference 1 publication in 
which particular part record of the medium is carried out for the specific value for 
anti-copying therefore, this invention can encipher now mere not anti-copying but 
data, and has the advantage that the dependability of data protection becomes very 
high by this. 

[0222] ** This invention has the advantage as which the key information on 



encryption can encipher it unlike the technique of the well-known reference 2 
publication recorded on a non-data storage area by a bar code and the geometrical 
pattern therefore in that the disk identification information for encryption is recorded 
on "the management domain where it is the field which a reader can read and a user 
cannot access the field" according to this invention without using the key information 
reading means of dedication. 

[0223] ** In a recordable disk, different disk identification information for every disk 
this invention at the point recorded on "the management domain where it is the field 
which a reader can read and a user cannot access the field" Unlike the technique of 
the well-known reference 3 publication recorded on two record sections where a 
record format differs from a recording layer, respectively therefore, according to this 
invention, encryption data and cryptographic key information A cryptographic key can 
be set up according to a disk individual, there is an advantage to which the 
dependability of data protection becomes very high, and there is an advantage which 
can encipher without using the key information reading means of dedication. 
[0224] ** The field which should record the disk identification information for 
encryption this invention at the point concretely made into "the management domain 
where it is the field which a reader can read and a user cannot access the field" If a 
user is going to rewrite [ a TOC field ], the advantage to which the possibility of an 
alteration of the data encryption key by the user can make [ unlike the technique of 
the well-known reference 4 publication which enables rewriting/elimination 
therefore ] information on the field very low according to this invention is in arbitration. 
[0225] Moreover, while media information, such as voice, an image, and data, is 
recorded on the data area at least as encryption media information enciphered by the 
cryptographic key which used the above-mentioned disk identification information and 
was generated If the medium identification number information which a user can read 
can also constitute so that it may be distributed and recorded, and it makes it such 
Since media numbers (Disks ID and MCN, serial number of ISRC) required in order to 
decode the encryption data stored in the specific disk differ even if it is going to copy 
to other disks Since original music or image data are not restored and it cannot copy 
to other disks secondarily from the copied disk, there is an advantage from which data 
with copyright are protected (claim 2). 

[0226] Furthermore, the management domain where according to the initialization 
approach of the record medium of this invention it is the field which a reader can read 
and a user cannot access the field, It is the field which a reader can read and is the 
initialization approach of a record medium that the user offered the data area which 



can access the field at arbitration. The 1st write-in step which is constituted so that 
the disk identification information for encryption may be recorded on a management 
domain, and records the disk identification information for encryption on a 
management domain. The 2nd write-in step which records medium identification 
number information on a data area by the mode dimorphism formula of a Q channel 
sub-code. If it may be offered and constituted by the data area and the 3rd write-in 
step which records serial number information is carried out in this way in mode 3 
format of a Q channel sub-code in it Too, it cannot copy to other disks secondarily 
from the copied disk, but there is an advantage from which data with copyright are 
protected, in addition, since there is an advantage which can encipher without 
changing the existing format approach of a disk and the distributed approach of a 
cryptographic key can be changed into versatility if needed, the secrecy nature as a 
cryptographic key is held and there is an advantage which can raise the reinforcement 
(claims 5 and 6). 

[0227] And after performing initialization which records the disk identification 
information for encryption on a management domain according to the encryption 
approach on the record medium of this invention By enciphering by the cryptographic 
key using the above-mentioned disk identification information at least, and recording 
media information including voice, an image, and any one information on the data on a 
data area as encryption media information Although data with copyrights, such as 
music and a movie, can copy to the disk of one sheet only once since the encryption 
step which generates a specific record medium is offered and it is constituted Since it 
cannot copy to other disks secondarily from the copied disk, there is an advantage 
from which data with copyright are protected. And there is an advantage which can 
aim at protection of data with copyright, without adding dues to sound recording / 
playback device beforehand (claim 7). 

[0228] Moreover, the 1st write-in step at which the initialization records the disk 
identification information for encryption on a management domain, The 2nd write-in 
step which records medium identification number information on a data area by the 
mode dimorphism formula of a Q channel sub-code. It consists of 3rd write-in steps 
which record serial number information on a data area in mode 3 format of a Q 
channel sub-code. The 1st disk identification inforrhation read-out step from which 
the encryption step reads disk identification information as the 1st disk identification 
information. The 1st cryptographic key generation step which generates the 1st 
cryptographic key combining the 1 st disk identification information and at least one 
information in medium identification number information and serial number information. 



The 1st read-out step which reads media information from an external device, and by 
generating encryption media information using the 1st cryptographic key. and 
recording on the data area which has the 1 st disk identification information If it may 
be offered and constituted and the specific record-medium generation step which 
generates a specific record medium is carried out in this way. it cannot copy to other 
disks secondarily from the copied disk, but there is an advantage from which data with 
copyright are protected (claims 8 and 9). 

[0229] In addition, according to the encryption equipment of this invention, the 
initialized record medium sets for a read-out means. Disk identification information is 
read at least and it sets for an encryption media information generation means. Media 
information, such as voice, an image, and data, is enciphered at least by the 
cryptographic key using the above-mentioned disk identification information in a data 
area, and it sets for an encryption media information preservation means. Since 
encryption media information is constituted so that it may be saved in the data area of 
the record medium which has the same disk identification information Too, it cannot 
copy to other disks secondarily from the copied disk, but there is an advantage from 
which data with copyright are protected (claim 10). 

[0230] Moreover, according to the decryption equipment of this invention, the record 
medium with which the enciphered information was recorded sets for the 2nd 
read-out means. Disk identification information is read at least and it sets for the 2nd 
cryptographic key generation means. Since it is constituted so that the 2nd 
cryptographic key may be generated, the enciphered information may be decoded in a 
decryption means using the 2nd cryptographic key from disk identification information 
at least and media information, such as voice, an image, and data, may be reproduced 
since there is an advantage which can encipher without changing the existing format 
approach of a disk and the distributed approach of a cryptographic key can be 
changed into versatility if needed, the secrecy nature as a cryptographic key is held 
and there is an advantage which can raise the reinforcement (claim 11). 
[0231] Furthermore, while according to the sound, image, and the data station of this 
invention enciphering media information, such as voice, an image, and data, to the 
initialized record medium and being able to record on it as encryption media 
information Since the record medium with which the enciphered information was 
recorded is decoded using the 2nd cryptographic key generated from disk 
identification information at least and media information, such as voice, an image, and 
data, is reproduced Since it cannot copy to other disks secondarily from the copied 
disk, there is an advantage from which data with copyright are protected, moreover, 



since there is an advantage which can encipher without changing the existing format 
approach of a disk and the distributed approach of a cryptographic key can be 
changed into versatility if needed, the secrecy nature as a cryptographic key is held 
and there is an advantage which can raise the reinforcement (claims 12 and 13). 
[0232] Moreover, if the above-mentioned record medium may be recorded on optical, 
a data area may be written in once [ at least ] by the user and it does [ therefore ] in 
this way. since it cannot copy to other disks secondarily from the copied disk, there is 
an advantage from which data with copyright are protected (claims 3 and 4). In 
addition, the above-mentioned encryption may be made to be performed using disk 
identification information and the information which combined serial number 
information or these with the medium identification number information list. Moreover, 
it may be made to be carried out using the random-number function which uses as a 
seed disk identification information and information which combined serial number 
information or these with the medium identification number information list. 
Furthermore, if it may be made to be carried out using the Hash Function used as a 
seed and a key message, disk identification information, and information that 
combined serial number information or these with the medium identification number 
information list are carried out in this way Since the original disk identification 
information etc. is not restored, the secrecy nature of media information increases 
and data with copyright come (claim 14 - claim 20) to be protected. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing arrangement with the non-data area of CD-R/RW 
where this invention is applied, and a data area. 

[Drawing 2] (a) is drawing showing notional field arrangement of CD-R/initialized RW. 
and (b) is drawing showing notional field arrangement of CD-R/RW on which 
encryption data were recorded. 

[Drawing 3] It is drawing for explaining being enciphered by the media number. 
[Drawing 4] It is drawing for explaining being decrypted by the media number. 
[Drawing 5] It is drawing for explaining that a secondary copy is not made. 
[Drawing 6] It is drawing showing the encryption approach using a cryptographic key. 
[Drawing 7] It is the mimetic diagram of the cryptographic key imprinting equipment 
concerning the 1st operation gestalt of this invention. 

[Drawing 8] It is an initialization flow chart in the anti-copying approach of CD-RW 
concerning the 1st operation gestalt of this invention. 

[Drawing 9] It is an initialization flow chart in the anti-copying approach of CD-R 
concerning the 1st operation gestalt of this invention. 

[Drawing 10] It is an initialization flow chart in the anti-copying approach of CD-R 
concerning the 1st operation gestalt of this invention. 

[Drawing 1 1] It is an initialization flow chart in the anti-copying approach of CD-R 
concerning the 1st operation gestalt of this invention. 

[Drawing 12] It is drawing showing the data layout of CD-R [ after initialization 
concerning the 1st operation gestalt of this invention ]/RW. 

[Drawing 1 3] It is the mimetic diagram of encryption / decryption key recording device 
concerning the 1 st modification of the 1 st operation gestalt of this invention. 
[Drawing 14] It is the flow chart of the anti-copying approach of of CD-R or CD-RW 
concerning the 1 st modification of the 1 st operation gestalt of this invention. 
[Drawing 15] It is the mimetic diagram of encryption / decryption recording device 
concerning the 2nd modification of the 1st operation gestalt of this invention. 
[Drawing 16] It is the flow chart of the anti-copying approach of of CD-R or CD-RW 
concerning the 2nd modification of the 1st operation gestalt of this invention. 
[Drawing 17] It is the mimetic diagram of encryption / decryption recording device 
concerning the 3rd modification of the 1 st operation gestalt of this invention. 
[Drawing 18] It is the flow chart of the anti-copying approach of of CD-R or CD-RW 
concerning the modification of the 1st operation gestalt of this invention. 
[Drawing 19] It is the mimetic diagram of the sound equipment concerning the 2nd 
operation gestalt of this invention. 



[Drawing 20] It is the mimetic diagram of other sound equipments concerning the 2nd 
operation gestalt of this invention. 

[Drawing 21] It is the mimetic diagram of the sound, image, and data station 
concerning the 1 st modification of the 2nd operation gestalt of this invention. 
[Drawing 22] It is the mimetic diagram of the sound, image, and data station 
concerning the 2nd modification of the 2nd operation gestalt of this invention. 
[Drawing 23] It is the mimetic diagram of encryption / decryption equipment 
concerning the 3rd operation gestalt of this invention. 

[Drawing 24] It is drawing showing arrangement with the non-data area of CD-R/RW. 
and a data area. 

[Drawing 25] It is drawing showing the disc data structure in the middle of write-in. 
[Drawing 26] It is drawing showing the disc data structure after write-in termination. 
[Drawing 27] It is drawing showing a format of a subcoding frame. 
[Drawing 28] It is drawing showing a detailed format of a frame. 
[Drawing 29] It is drawing having shown the sub coding region in the detail. 
[Drawing 30] It is drawing showing the frame structure in the mode 1 of Q channels. 
[Drawing 31] It is drawing showing the frame structure in the mode 2 of Q channels. 
[Drawing 32] It is drawing showing the data format at the time of drive equipment 
recording MCN. 

[Drawing 33] It is drawing showing a format of the MCN data which drive equipment 
read. 

[Drawing 34] It is drawing showing the frame structure in the mode 3 of Q channels. 
[Drawing 35] It is drawing showing a format of the ISRC data which drive equipment 
read. 

[Drawing 36] It is drawing showing the 1st example of data logging. 

[Drawing 37] It is drawing showing the 2nd example of data logging. 

[Drawing 38] It is drawing showing the 3rd example of data logging. 

[Drawing 39] (a) - (c) is the explanatory view of the cryptographic key generation 

method which used three kinds of cryptographic keys, respectively, 

[Drawing 40] It is drawing showing the example program of a Hash Function. 

[Description of Notations] 

I r Media number (media number field) 
10, 10'. 60 Disk (media) 

II 61 Management domain 
12 62 User area 

12a, 62a Lead-in groove field 



1 2b. 54a. 62b Data area 
1 2c. 62c Lead-out field 

1 9 Cryptographic Key Imprinting Equipment 

20 Personal Computer 

20a. 23a, 42b Encryption media information generation means 
20b, 23b Cryptographic key generation means 
20c, 42f Decryption means 

20d, 42e The 2nd cryptographic key generation means 
21a, 31a, 47a CD-R disk (CD-R media) 
21b, 31b, 47b CD-RW disk (CD-RW media) 
22. 42. 46 CD-R / RW drive 
22a, 42a Read-out means 

22b, 42c Encryption media information preservation means 

23 Internet Server 

24 CD Drive 

26 Data Forwarding Equipment 

27 27a Sound equipment 
28a. 28b Loudspeaker 

29 Sound Re-Gray-Goods Machine 

33 CD-R / Television with RW Drive 
32 Sound. Image, and Data Station 
33a. 33b. 33c. 43. 43a. 43b Cable 

34 AV Equipment 

35 Circumference Storage 

36 36a Circuit 

40. 40a. 40b Encryption / decryption recording device 
22c, 42d The 2nd read-out means 
45 Media Number Setting Means 

53 Block 
53a Frame 

54 Sub Coding Region 
54b Field 

55 Frame in Mode 1 

56 Frame in Mode 2 

57 Frame in Mode 3 
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t 1 0 0 T'D -y i7{c 1 yn y ^(O^l^X'io^o ^ LX. 
ilO0 3 1 ©N 1 ~N 1 3«^n^"n. 4lf-yF*>6'5: 
i)nH1^7$)0. CintjWnS^N 1 ~N 1 3JC, MCN 
(Media Catalog Number) t\ 1 OiilS 1 3fif (4 3. 
30 2 ti''yF) TiSiS$n?.o CcDMCNtti, ^rVTS 
^t7)=^SiJ^T$)?>o ^fc. 03 2li. F^-r^SHA^M 
CN^IB®-r§SOx-:?7;i— V-y F^5^-r0T'fe 
i:0-r-^7;j--V«y FtCS^r^T, F^'r':^^!®*'' 

y\y-Am'^mm^ti^o ttc. 0334*. Fv-rr 

SS*^^^^JX^/-£MC N'r-^f<07;i--T«y h?rT^■r0 
T-SO. 7U-A^iJg;g:S4Lfc|igOr-^7*-V'y 

[0 0 2 2] 03 7 x-^ieii«m2cDflaj;&/T^-r0 

40 TfeSo c:«O03 7{C^-rj;9{C. Qf--\'*;l/^lgE<73^r 

- F 1 ff^ScDiatC. ^- F 2 fl?i\:T\ leis^ nSo $ 
tz. ^<D^^©*-F2J^iC'0-r-:?{Cl±, MCN, <flj 
X.{fl234567890123 03 4li, Q^+^^-x 

;l/C0^-F3£D7b— A<Sjfi^^1'0T'$)§c CCO0 3 
4(C^-r*-F3©7b-A5 7A'Siin?)'$Mt. 
■V^^>'b'5-5. '>^< i;t 1 0 oyp-y^tc 1 T'P-y^T' 
^UT, t:07U'-A5 7C0 I 1~I 1 2{C, I 
S R C (International Standard Receding Code)*'', IIB 
iS^n, CO^t). I 8~I 1 2{Cv/'J7yl'#^(Seria 
50 1 Number) ij\ 1 0jffiig(5fii (1 6. 6 f-y h) T'EiS 
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snsc I i~i 5(Dmmit. etr-y n?iffB*^ 
mm-sn. 1 6~i 1 2(Dmmis Aiivh-cimmi 

mmt^m^'^h/vm i s r cx-^f(737^-v«y h^&s^r 

UTS'), coils SlC/T^tl 8~ I 1 ZOSI^fC, 5 
[00 2 3] 0381*, x-^EiiO^ 3 (Df^iJ^.Tx-TH 

KZ^iCOx-^ftca. MCN (fIjKtf 1234567890123 
) A<»t3iSn, ^-FSff^se^Ox-^fJCti. 1 SR 
C©->';7;U#^A^^iJ^{i\ 98765 i:StjA*n§<kd 

[0 0 2 4] ±aiLfcJ;3{i:, CD-R/RWfi, ^O 

CCOC D-R/RWti, <ffiAA\ B 
^ ^ ffi fe 5 1 Hi 3 tf a - ^ D -7 A © f- - ^ <D 

[00 2 5] c(D^omimH'^(D7'-^^i^mt^ 

[0 0 2 6] **3, x-^HBSS^cMLTti, UT^^Tf-t 

■r. ^fm 8- 1 5 3 3 3 1 wm iwr. 'i^'^-m. \ 

•r-:5?<ll)I^fix. 5 C D - R 0 MtJ tf-a C D - 
[0 0 2 7] LA^L^*^?., CCDi:^ft]3^KncI2ic$n 

L T I > ^ £D1;\ X- ^ fSiSOfSIStt AHgi/ ^ i: 1/ ^ 9 ISIIA^ 
$fc, !|fM¥7-8 5 5 7 4 %l^|g (t^T. 

il$n/iy7 F'>x7^g^1f$gOae-K±^fT^^ 
[0 0 2 8] ca)i>So5:i!iic2(cSSiiac?nrcSffiti, egsi- 
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[0029] $blC, USPS. 802. 174 (WtC 

-r§a*aiin±. ^P;fW9-o 1711 9^i.^$R, u 

nmmwmti^rM^s-^rLX\.^^o 
[0 0 3 0] c<D'ji^i^m3ictm-snrzmmi. 

^"^mmtic^^tmLfz'x h^i-ii. mmamic 

?^fcS1i{il/^-rnt, CD-ROM^ifROMWJf*® 

[00 3 1 ] $e,{c, s§mt^-^mt'^tsMmm^^ 

rscb'^rztzifxi.i. 'ii^'^it^^-nmmi. "3 t!-tiS 
ItcT' t r o o rico-^ 7;bfc i: '9 ng^fl:+-11if$S 

30 [0 0 3 2] ^LT, E P 7 5 1 5 1 6 A (WlS-r-SB 

^mm^i. ^m¥9-\ 15241 ^i^fR, wt. i>5?] 
trj:<. ^fz: mmtirztLxhn±X'^rj:\,^7'-'$' 
m4icmm^nrzt&mii. mwicm^<Dmmm^Bm 
Eict<Dmmnmmtsti^i.<Dxsb?>o u-:>x. t 

40 nA'i^Si:i/>-5^SiA^fe?.a 
[0 0 3 3] 

a— ;b^t^-^B^iB^ 5 >ti n > tf a - 7p y 7 A© 

50 Bmm±x(Dsi^m[:i5mafsiim\:miMmcmmt 
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[0 0 3 4] 

[0 0 3 5] S/c. ^(DT'-^mmiC. BR B5t[^. -r 

[00 3 6] haz-x. c(D^gmtit. y'^x^mmw 

m, Q^+^-;l/-9-7:3-KO^~K2fl5S®7U-Afi: 
J;^tcLTtcfc< (W*Si 4) . 7=Vx^iisij'|f$g. 

^- K 3 B^(D 7 U- A IS^ $ n/c i/U 7 /US^tf $g 
Xfi C n €. felt $B%ffl -r SSLISIgfjJ&ffl 

l/^Tff^t)n5ci:-9{cLTti< (fS^iil 5) , S 

wtSyiWfS. Q ^ •\' 73 -K£Dt-K 2 JBi\:cO 71^ 
111 6) „ 

[0 0 3 7] $6fC, *^H^(7)IEili«<*tD™t:^a 
tt^<0^1^:&7^-lrXT't^i>WS?|iii:. m^mO^ 

^immm^imt^cii^^mtLx^^'^ (tmm 

5) o 

[0 0 3 8] ^LT. ±IE©xV7^^ii5?iJ1f$g;&ieiS-r 
4'WU+»-73- KCDt- F 2 0i*:i:-j®<*ig^&J»^tS$g^8E 
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73- F<7)t- F 3 fBi(:T'-> 7)l^^^mm^tmt?> 

m3»jiXT'y7'i:^^^:x.T«$nTt<fct^ (^Jl? 

[0 0 3 9] j!iD;lT. cOBt^ffc(i« rVx^lSgiJIt 

IB. Q^-^^-;^■^t73- F^O^- F 2 ff^i^<7)7 U-Alil 
5 n/c<if*iSSiJS^tS$RM C^'lc Q f- -v 73 - 
FcD^~ F 3 ff^iC07 b-Alc|2a$n/c>' 'J 

j;a(cLTtcfc< (isar^i 1 7 ) . fv X'^mmmm. 

10 Q^-v^^;l/-9-73- FO^- F 2 ffMcD7 b-AlClStS 

$n/-c4ii*iisij#^'if fSMU'tc ^.;^+^73- fo 

^- K 3 Jg^«7 b-AtCteH^nfci/ U 7;U#^1f 

fk$-a-^5+-?<-y-b-v/'. x^x^iigijif$g. 

^^>'l'-9-73- FiD^r- F 2 fKi^c07 U-A(CieiS$n/c 
<«fWJS^1f ?aMmcQ^ + ^.;l/+)-73- FO^— F 

3 jgs©7 u-A(cieis$n/c>"j 7;us^tffBX«c 

20 X'iirjit>n^^r>icLXt^J:^\ 

[0 0 4 0] jdDxT. ^m](Dmmm±xms^i\:J^ 
ffifi, m^mK)mmt)^m^tiib^m^mmx'3box=i- 
^(D$m^ 7 ^ -t X T? t ^ i igfiiiiM t « ii>i*ffK 

ffi,tJC 7^-tXTt5T--^m^i:^^-JS:^ /clEiJdif* 

±X'(Dv§mti5iiix&^x. mmmmze^mt(Drzib(o 

30 WCctoTHg^ftL, Bi^{tP«xV7tilf$Si:LT-f- 

Bl^ftXr >y 7^^J5:^Tl5§^$n/cJ: LT 
1^5 (ii5}<«7) o 

[0 0 4 1] ^LT. ±iecD™i:ti. SIInSlS)i{CB|^ 
{l:0/c46©f=VX^„Wi$R^iS^-r§® 1 mxr-y 
7'i:> x-^M^li:Q^-\'^-'l/^t73-F(Dt-F2Jf^ 
ST«f*iEBlJS^'i$l3%IEgJ-r 2 ffijAXx -y 7*^: . 
x-^nil|!!fi:Q5^^^-.>'l/-+t73- F<D^- F3ff$i\:T'>' 
U 7;l/#^'i$g^lB^-r i>S 3 SjAXt >y 7ii A^emfiSt 
40 $nTtJ:i> (K^iHS) 0 

[0 0 4 2] Sfc. ^tOBf^j(:Xr<y7/3^ xi'Xi'iiS 

gij'if$8^^ 1 T-'^x^mmmt Lxm^mtm i f-v 

^< i:t,-OiDti$Bi:«a^^^5-y-T^ i Bg^i|;&4R)t 
•r5miBg^ii^fi)tX7^-y7i:. i1-g(5^ffiJ;D^xV 7 
1ff$B«:K^^ai-r^lKttSXx>yyi:. miBg^ii;g-fflt> 
TB(f!f{k^T-V7t,ii*S^4figL, 1 T-Vx^-iiMI/^S 

50 {i^^^m^m'^mmw^i&7,7-y-:ft^^iSi7Lxm 
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[0 0 4 3] i!ja;^T. ccoB^mm. T^x^mmm 

?. ^fflif*^b-a:fc1f l^Tff 5 J: ^ (c L T t 

tct< (ii«]si 9) . tfc. hm^mts^v^ 

^-^■y-t->>'. xVX^ia»JtifS, «f*^gij#^tif8 

t (li3t<]S2 0) o 
[0 0 4 4] $8f<:. *5Sa«<73Bg^ft:SBfi. 

^ji(*<Dx-^J^lg|{Cfi#L d 5B§^ft^x>c 7lf m 

(li^jsi 0) o 

[0 0 4 5] ijD^T. coii^mm. f-<7.^mm 

FcD^:- F 3 B^(Dy b-A(Cieil$nfc>' 'J 7;bS^ 
<};9(cLTtci:<. Qf-v^.;l/-9-r 

J;9{i:LTt<t<. */cs ti'-y FS^^fk^-t^-^S^- 
[0 0 4 6] ^LT. *5§a^cDffl^ftgi{i. tmmo 
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x^isgijti$g;&'>;5: < t tii^^tB Lo^mz mm^i 

t. < 1 7-V 7. ^ IS^iJ'ttlfijb^ b ® 2 Bg^Sl^ifefiic 
•r§m2Bi^^4^^l5i;, B|^fi:$n/clfa3^S2Hg 

1) . 

[0 0 4 7] ijD^T, CCDBg#{k{i. y'-fX^mm 
10 IS. Qf- + ^^;l/-9-7n-F(?)t-F2ff^i^(^)7b-A{c 

h'(D^- F 3 ff^i\;cD7 U-AtCieiS$nrc i/ 7;US^ 

<i:'5tcLTtct<. T-fx^mmnm. q^a-^-ju-^^ 

=i- FO^:- F 2JBiC(07U-A(Cfe®?n/c^i(*iiSISiJ 

#^'lf fBMa'fc Q ^-v Fco^- F 3 ffJS'D 

7 u-Atciea^nfc>"; 77i/S^isiBX(icne^^ 

20 ?<-y-t-i>'. f='i'X^^SijmiS, Q^-\'^^;b-tt7n-F 
(D^- F 2 SiC<7)7 U-AtcEfiJ$n/c<«f*llli)JiJ^R''!;-t,l/ 
mMmcQ^--r^Jl^y:n- F<D^— F 3 fgSi07 U- 

A tc HBis ? n fc >"j 7 jy^immxii cn^ ^%m^t> 

[0 0 4 8] ta^r. ^^m(D^m • B*fi • -r-^g® 
ti^<^M^^7^'-txT't*i/^WfiniMi;. m^mom 

30 M{c7^-tXT-t^-r-^nB^i:^^35:^. 'SMMmc 

tti^Si:. '>5:< i:^.7■Vxi7t^|{glJtilB?:ffl^^rcBg^g| 

ty p< r'-r 7'lf IB^Bg^ft Lfli^fb^ X f 7tSIS i: LTdi 
:'3L9 5Bg^fkp<f-V71Slg^^¥Si:, Bg^^tp'xi' 

7tf lli^f--^Si^(Cffi^ L a ^Bg#fk><7-V 7lta?« 

(iSjRa 1 2 ) „ 

40 [0 0 4 9] Sfc. *5g0^<DgiP • B!){{^ • T^-^mM 

ti^(DM^^7^-b7,T't^i^WiiiiJsl(i:. 
ltc7^-bXT-t§r-^tiiSi:^^3S:x.. SH^Wc 

mct5if?>7''f X':;mmm^'prs < i: t^g^w l ^ § 

mzis^w^ist. tt,xVX^;IWJti',m^6?R2 

Bg^@^4fi)c-r 5^ 2 Pi!f gi4fi!t¥-mi: . Bg^fk^nrc 
50 tiif^i^^g2Bg•^gi^ffl^^TSi•!?L. fi?*!.'. wfisi. -r-i? 
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mMmi 3) o 

[0 0 5 0] *0;?.T, CcOPl^fbfi. xfX:!'^Sim 
Eii$n/cjigi*IS&JS^tilSMl/tc 

n- F<73t- F 2 }gi(i<7)7 U-AtcieiS$nfcji{*iiSU 10 

J:d{cLTti<> ^fi^^^l:^-(^9§+- 
ot- F 2 ff$i^c7)7 u-nctm-^nfcmimwm^in 

fBMtfiC Q f-^" ^wU-*t73- F©^:- F 3 ff$iC©7 U- 

■li-fctil/li^firi i: t § M >y >/ i [ilS[5:ffl t^Tff «:t5h 5 cfc 
3tcLTtJ;l^ 20 
[0 0 5 1] 

[^B^tO^SSl©?^^] C D - R / R W^m t 

mi a. ^fiBmmmiti^. cD-R/RW(73if7-- 

^m^t. f-^mmt<Dmm^n'^tmx&^o com 

«cl 2 t^e^X.TI/^.5o $rc. COx-cX^ 1 Ofi. 

^7]S^(l:$n§iijt?5t(DT'S5o 30 
[0 0 5 2] CCT?. «[JWfki:ti. tlJiW^RSS (rV 

D, MCN, I S R c^^ffiJOiA?y (ffiiifS) ci:^ 

^BSALT. 9—^m^%mLxm^t^ 

W-rSo %*3. C(Dy^^7.^ 1 oti, a^Wfcti, iiu 

t^;l;<)":Rjflg^: CD-R WT-^ 
[0 0 5 3] CiDgli^lUcl l(i, F7Y7Sa (las^x 

>lr7^-tX-et%l^®l§?T$>0. P C \ t?Mktt-^(b 
c:cT\ F7-f'7gffli:fi. CD-R/rwcdPI 
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mxh^ti\ oL-mt. c<Dmmmm \ \(D{^^{m\z 

L 0 -r -5 fc46® 3 V y F;!)''l¥ffi L * l ^uHiiT^. 
[0 0 5 4] $e.lC. PMAfi. ag^fkcD/cfetOrV X 

^ I D (.9^7.^mmmm mmtn^mmxh*') . 

CiO-r-cX^ I D(CJ;0. ®^OxVX^;6W$n5 

{C. #a*gfiT-^l/^|5I0> COt^-i-X^ I D^iKlf^O) 

(.^cr)T> CCDxi-X^ I D^iK^a^Wl^fCtiflftg!!^?) 

[0 0 5 5] *4b\ tM^l 1 ti. 1 
;^m^tte)n. $ftai:*<'>*<r-^tEiSifffl©i % 

tC7^'-bXT't5nilST'fe5o C (D^-^f ^Jlc 1 2(i. 

u-F-ry^i§*rt-r§/c4^)to'j-F'r>RHig?i 2a<ii. 

[00 5 6] ^LX. » r-^^iDv;l/^^ 

■r'i'7f-"-:?{±. CiDx-^nBti^l Zbtc. xi-X^i 

D. MCN mwmm^r^m , i s Rccoi/u7;i/ 

fl:^x^'7tf$g) i: tTl2^$n5i:i:tti:, a-+fA"! 
Sr*ffiL-5^MCN. I S R CC0v"J 7;l/S^A^ C(0 
r-^ui«cl 2b(c. »^$nTieil?n:SJ;3{c:5:o 

lffiO^^#^, -ryr">y^X. B$ 

iglcl 2 btl3CD-9-7rJ— rVy^'"fflcD®l^(c, ffitji$n 
So CD-R<07--i5?Mi§)(l 2bti, n-HftCcJ; 

1 liI©*St)i*n, CD-RWOx-^^J^l 2 

[0 0 5 7] L.Z.X\ MCNJi. ^f-"'C7S^©iSlgiJ? 
I S R CcDi/'J7;l^#if(i. -y-yn— fV y^'lllO^M 

cfcDQ^^+^-^u (^-F3fl5i\:) TiBis^nrcttifiT-fe 

5o 02 (a) fi, ^UlSIKk^n/cCD-R/RWfDM-t; 
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ff^^j:vi^&m^fntmr-Sb^. Z(Dm2 (a) icfntT 
^-X^lOti. f='-^nl«l 2 bi:. /xV7#^ni« 
1 t^^t^o xVX^ 1 OOtt),i:,gp(7)7Xi±. S 

[0 0 5 8] CCT-. ^•fi'7S^fMft?Hi, ±tecOf-' 
i-X^lD. MCN. 1 S R C0 3RlM^$-ti:»i6/cM 

1 o©^^A^^ffl$nTi^5^5ttTJS^i\ s/c. c 

nt>OS^ti. f'-rX^ I DAM 0ji3g{O6fiTT\ MC 
NAM 05il!(l 3«tT% I S RCcOv-UTyU^^AM 0 10 

[0 0 5 9] ^LX. cne) 

'DffiiJ'9jASnfc-rV7.^' I D. MC N, ISRCf^Di^U 

n-Scfc^Jc^oTO-'So I SRCcD>"J7;l' 

#^®f-^t)0{i:, I S RC^i*:^ffll>TfeJ:t/V 02 
(b) {±. Hg^ftr-^A^B'Si^^n/cCD-R/RWO 
ffl-"l:W*BMi|?ES^*-rEIT-^0. ccoBlZ (b) \Z7r. 20 
fx-cT.^ 1 0' ?(rV7#!9Ml|?l ^Bi-^§fkr- 

^?i A tmiu-inx\>^^o •r^t>*>. vyi/^^-r^cj 
{b$n. 02 (b) K^^■rBi^^tf-^f 1 4*Hf6n§ 

[0 0 6 0] 0 3a. ^■rV7S^(Cc};'9Bi^fb^n^ 

1 3 (03cO;£ffiiJcDRff$(DtcD) li. Bg^fb^nTl^* 

'tf$6^^tyv;U^p<xV7r-^Tfe§. ^LT, CO 30 
f-^ 1 3A\ xV;^^ I D. MCN. ISRCCD>"J 
7;l/#^*^e.*5><X'r7#^ (yf'^'7S^Mlg?) 1 

fct^fC. Hg^fbx-^1 4 (0 3O:&fIiJ(75Rff^Ofc 

CD) *n#e.n?.o coBi^fbx-^i 4A^ieii 

(Bg^fbXx-y7°) „ -r*^-^. 7txV7S^ 
(yxi'7#^®M) 1 A\ f-VX^ 1 1^§{CS^;5E1 
=&^t©*OT% Bg^fb+-i:LTlititTi/^-ScDTfe 
5o 40 
[00 6 1] fjifoT. *fg0^OIE«*±TOBi^fb7? 

T'S o T a— tf(i ^ (DnHlSc^ 7 ^ -fe X T' t * 1/ ^WSnHig? 
1 1 i:. F^f'7SSA^i^^tiiLnJtg;5:!i^TfeoTa 
-+f;b^"^OMii%f£«(c7^'-trXTt^7-'-^nai|lc 1 2 
bi:^^^xfcr>X^ 1 0±-r-cDBg^fl:77?iT-feo 

T. mmmmi i (cBi#{t©fc46'OxVx;:7 1 D^ieii 

nA^-0£DtSIR^#ty^xV7t«$g^. ±iS©xVx^ 
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[0 0 6 2] !i!ix\ ms^mi^'X'imt^^dic. ± 

I Dmimt^m 1 SiAXT-y7°i:. r-^SMli i 2 b 
{CQ^-V'^.;UHt7zi-K(D^-K2ffJS:Trf 1 

D. MCN (j««i:igi8ijs^if$8) ^tmt ^mzmihp^ 

T-j-ft. x-^nHUJl 2 b{CQ9'-v^>;l/-»t7"n-K£D 
•t- F 3 Ye^X I S R C C0v"j 7;U#^ (i/ U 7;US-^ 
1ffB) ^iei8-r5^3«)iXr>yyi:A^e*5o 
[0 0 6 3] C(7)Hf^{bXr'y7°(i. S 

(^1 TVx^|l!iigiJ1f$giSJ±iXx-y7') o $b 
tC, ^(Df-'^'X^' I Di:MCNi:<Dffi*^^t)-B-, -r-fX 
^ I Di: I S RCOv"J7;l/S^tOffl^f^^b-<i-. ^5 
iHi. f-Vx^ I D^MC Ni; I S RCCQ>"J7;US^ 

i;oiia^*^^o-ii-T'^7-v 7S^ 1 A^4fi)t$n-5 1 

-!iil4^Xf--y^) o ^LT. I 3 

Tb^St^^msn (^l^mxr-y:/) . ;<f-V7S'^l^ 
l|:]l^TBi^!|-fbr-^ 1 4!()<4fiX2ns InJCrVX^ I D 
^W-r^X'CXi' 1 0<^r-^SIlgltl 2 bJclB^^ns 
f$?i2T-VX^ 1 0' ;<)'s^fi)c$n5<DT'^i. 

(!t#^ieis<«<*5fefi)txf7y) o 

[0 0 6 4] 04{i, p<-ri'7S^(C=tDfS^fb$n5 

r-^1 4ti. p<-r^'7S^ (^rV7S^M 1' 

So -Tift^^^. ^■^{tX7^-y7'«. $-r. l^^x-fX^ 
1 0' iOf-VX^ I D;!)^^2rVX^f»ri|ffit LTM 
^tti^nSo ^LT. iI£D!f$^T>X^ 1 0' A>e.Bg^ 
krr-^\ 4;b<®t^*tH$n, ^cQx-fX^l DiiMCN 
i:<73ffl^^^t)-ti:> r-rx^ l Di: I SRC«^v"J7;U# 
^i:<?Dffl^^^t>-ti-&a"f-VX^ IDi:MCNi:ISRC 
0>"J7;L'#^i:<Dffl^^^t.-y:7b>6p<rV7S^ 
'r7#^SB^) 1' ifb-i^fiX^n-So -rJSrto-^. ^x-('7 
(;<xV7S€» r {i. ^2Bt^iitLTil 
HgLTl/^So yr'C7S^r A'!^rV7S-^ 

1 t-mr^m'^v^^. B^mtT'-'^ 1 4{im^$nT 
nmxt^(ox'h?>o 

[0 0 6 5] 0 5«, -A=i^—f]^Xt^j:^'Ct^mm 
t^rzi!b(Dmx$>^o 05{c{±. T-Vx^-iO' i:r-c 
X^' 1 0 a t(D2mm(Dm^s^i,(Dti'i^-itlXl^^o C 
!1X\ r'-YX'^lO' (i. f?ijx.li\ g^C D*^5)-;j^3 
tf-$nfc-rVX^T£5o -77. xVXi' 1 0 ali. 

l58^fb^nfcgijcof=vx^T$>oT, -;^ntf-$nrc 

[0 0 6 6] CCT\ C D-R/RWH^-r^ (mii!;) 



(11) 

ti\ C£Dntf-$n/crVX^ 1 0 a OBf 

D - R x^- 7. ^ feS i/^{± C D - R WxV 7. ^ rt<7)SJlSS 
4fi!t$nTl^§o f/^oT, C (Dilate itltf. gfl^Ox 10 

[0 0 6 7] mc. Hi#fb+-T-*5p<f-V7S^{CO 

tti'^h^o fni#^JI'Ji/^fc<?iJl±. D E S (Data Encryptio 
n Standard) , R C 4 (Rlvest Code #4), I D E A^*^' 20 
hK). \m^m\'^tm<.t. RSA (Rivest.Shamit.Adle 
man ) ^*<^.5o 

[0 0 6 8] Ii6ti. K^{\:^-m\]^^fzVim\t1jm^ 
^vfiaT-feSo c cDia 6 tc^-r J: 9 {c. 7c®x-^" ab 
CD" " Bi^fk^^- " ;£g^^^^^^^nT. Bg^^cx 

????" ;bn#e.n?)<, ^LT. Bg^ltx-^'" ??? 

?" ti, " mmt^- " ^s^^t^^D^nT. 7t©x- 

i5?" ABCD" «n#e.n§J;^(C^oTl/^5o tLX. ii^ 

R C 4:?!)^ 6~ 1 2 8 e-y IDEA*M 2 8 30 
f-y hT-$)'?> Sfc, RSAW, 5 12~4 0 9 6t:-y 
hT-fe-5o :&*3\ C1<D5 6 kf-y hODE Si. 102 4 

[0 0 6 9] i:C5T% ±IS'0^T-V7#^>&ffll>TBg 

Otf <y h%WLTt/^^ttn{S^5)%l\ -77, MCNti 
I Oii^l 3ffi (2ji?J[4 3. 2tf-yh)T% I SRC 
lilOiiliiSttT (2illj(l 6. 6lf-yh) T\ f"' 
-fX^ I D«l OiilS(6fiT (21^1 9. 9li>yh)-e 

^^t>^^^olC-r^(DXh^o 'klc. (i) A>6 (v 

(Dmmicis^'xii. M c N^smit^- u i s r cjco 

'>U7;l/#-^^B§#ft+-2. $fc, xVX^'ID^Bg 
( i ) Bgltfk^^-CDS^J!)^ 1 0 3ilS(6ffiT'+5i'*ii-& 

B§^fk+-3 (1 oiisjefii) ^fSfflo 

( i i ) Bg^-fl::^^-<DJS$*'f 1 OliSc 1 1 tfiT+^*^' 50 
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Bi^ft4^-2 (1 OiliitSfiD i:Bg^ft:^^-3 (1 01 
( i i i ) Bg^ft^^-OftSA^ 1 nlS!t 1 9ftTT'+^^^ 

*^ n 

Bg^fk^-i (1 nii^i sffi) tBg^ft^-3 (1 0 

(i v) Simt^-(D&ttiU 4+fiT'+Wi 

Bi^fk+-i (1 oii^id sfii) ^Bi^{t+-2 (1 0 

(v) Bf^it^-CDS^*^ (i v) J;t9t:^tt/^ii^ 

vimt^- 1 i:Bg^fi:4^-2 i:Bg^fi:+-3 i:{c/jn^ 
x-^g|5^^tc^SLTl/^?.fctt©Bf^ft*-;£rf^/S 

Lxmmt^o ^Jx.tf 3 otfj'2>s<otf^{i, t,>-rn/)><^ 

iii'&T^-V-y fflcD6ffi^I|Sf#-r'l)=fc'5 

(v i) \iUmt^-(D&-£if (i v) <tf3t;/<:tv^ii}^ 
T-feoT. CD-Rf-VX^T-^^tf^ 
^^£D h 7 -y ^ ^{'FfiJt-r i> u ii J; <? > ffi3&cOBi>i!;-ft+ 

-1 i:Bg^{i:^-2i:^^-n€nft^UT:jot, ens 
miDfig^ft::^^- 1 . 2t. a{!imt^-:it^i)^-^xi^ 

[0 0 7 0] S/c. x-^(7DBg^ft{C*5t/^Tli. Bg^fk 

C N (Bg-^fl::f~ 1 ) . IS Rccoi^vrjim^ (Bg-^ 
ft4^-2) . xVX^ I D (Bg^lk+-3) (D3mm 

i}\ ^ti^ti. w^oymmcRK-^^tixmwtti. 
?>o c(D^-&(omvitLxmmt^^rzibi,zi,t. 'JK(r> 

[0 0 7 1 ] (D|Hl-(r)MCN. I S RC<D>";7;l/# 

«[HlS^?.$gSA»TLiv\ -SOBg^ft;:^-:&M 
nrc$g*A>P., jS*|lflgif^ffll/^T, ^CDMCN, I SRC 

rsi-^vict^rctbxh^o cn^3 mmco^umt=^- 

XA^, 03 9 (a) ~ (c) ^ffll^THftWrSo 
[0 0 7 2] 03 9 (a) ti. 3 JHir^tDBg^ft^^- 1 ~ 

3 ^¥MApg LrcBumt^-^i^i]m(Dimmx$) o . 
03 9 (b) fi. 3mm<Duumt^-\~3^^n^ti 

^fc. 0 3 9 ( c ) . ^-^yt-iyt3 fifiS'iOBg li;- 
<k+- 1 ~3 i:^/^•y->aKI!(^ffll/^/cBg^ft+-ife^ 
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1 (MCN) ti I D 1 . Bg^fb^-Z ( I S R Ccr)->'J 
7;U#^) {i I D2. Bg^fb^^^-a (rVX^ I D) (4 

[0073] 039 (a) ic^t" C a s e 1 

li> ±iz2Lfc (i v) ~ (v i) {CtiS-r5«,(DT-So 
T. Bg^fb*- I D) A\ Bg^{b+-1 

( I D 1 ) . Bg^fb+-2 ( I D 2) , Bg^{b4^-3 

(IDS) (D3mm(Di>(Dmuw&nr^i^tri^^r> 

^{Ct4. ±aiLfc (i) ~ (i i i) tlSSL. MC 
N. I S RC<D'>'J7/l/##. -r-cXi^ I D^figiJtffl 
l^Tt.J;l\ f;e-:)T. CtOBg^fbti. r^T.^'ID. M 
CNSL<J±I S R COi/UTyl/S^Xticne^ffl^i 

T. t(Om^-^t>'{i:75ii. MCN. I S R CCOJ/UT;!/ 
11^, T-'-fXi' ] D (0 3 mmfi'b. e'M'O&^o 
[0 0 7 4] ;^{C. 03 9 (b) tC^fC a s e 2T- 
Bg^ft^- (a--^ I D) MCN (ID 
1 ) ^mt LX^^^^fciL^mm n d ( I D 1 ) © 20 
ti^mt. I S RCtO->U7;l/#it (I D2) ^fflii:LT 

^4?-e-fcaiaKiaRnd (I D2) (ommt. f^-fx 

^ I D ( 1 D 3) ^iit LT^^^Hi-fcaMJaiKjR n d 

(I D3) (D^mttiK mm-^nxm^n^^oicrji^ 

[0 0 7 5] CCT\ aSfMISRnd 0 Xtst 

[0 0 7 6] ?;;e^T, cKDBg^fbti, X'CXi' 1 D, M 
CNSL<«I S R C<75v"J7;l/S^^ai:-r5aiiJll@ 
IS^ffll^T'Sr^n/cJlilfC^O. ffc, ^OBg-§-fb{4. 
■rVX^ID, MC Net<{i I S R C(D>'U7;US-f 

fctff ^s^ffl i: -r § as^Miif^ffl I ^ $ n 

Tl/^§Ci:(C^^o llffl±{4. Ir|-(DMCN, [p1-OI 
S RC<^'>';7;l/S^. Ili-Of'f X^' I D^ffll^TBg 40 
#fb+-%4fi)c-r^i;t{c. (5l-cojg^;iN-tti;^j^n-5<t 
gL¥iMUlRnd 0 it. lilS(DgM*^46ffl« 
LTt5ts IrI-cOMCN. n-<0\ S R CC0->U7;1'S 
^. (Bl-tDr-fX^ I DtcWLTfi, #^<D3^^^ai:'D 
■r^J;9tC%oTV^5o **3. MCN, ISRCcDi/'J 
7;l/#^. I D®3ffl^©±T>&)!)PgL. ^<D 

iraWSSH^atbTaiSMSSRn d O tc^-^X^^id 

[0 0 7 7] c<D^oK. 7;^3'JX■A{c^o^^T. aiS 

raiSRnd 0 *<fflU^P>n5(DT\ (^-OBg-^fk4^-*^ 50 
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-(4. i£^5?^^;0':5n(C< 03 9 (c) ICj^ 

L/cC a s e 3T{4. Bg-^ft4^- (a"-^ 1 D) 
*^ ^^&(D^-^y-t-i/t. MCN (I D 1) i:. 

1 SRC<Di/^J7)imn (I D2) i:. rVX^? I D 
(1D3) t^tDWLrct,<D^. /N-yv'aPJJSfCioT 

[0 0 7 8] CZX\ /^'yi^:im^tii. Bf?^fi©3S:iS 

mm.X^^o *t5\ ;<-yt-v'"i>Vv'x7: hi:(4. /n-v 

{4. uCC>p;T^5cD3t*{4, P^Jf 1 2 8 ti'-y hcD-rVX 
I Dl¥%Sci5lc-r5tiDi:L, ftf*W{ct4. f-Vxi^ I 

2 8 If-y hfcPS^f. 8 0 t:"-y l-tcL/cD> 2 0 0t'-y 
htcT't^o ■r*t>-5. ^t^ti^iiBg^fbi!!lIii:fI^fb 

5o 33?(c. fti^^i^iiBg^fbiaiit^^fbjjQa^omi 

[0 0 7 9] %fz. MCN, I S RCO->U7y^^S 
rVx^ I D^^TtoWLfctOTb^ 1 2 S^-y 
y-c^l^^^lCti. MCN, I S R CcD>'U7;U#^. r 
I'X^' I D?r*ngL/-ct<D{C. tr-y (+-^>y-t- 

->*) *Wi!JD$n. 1 2 8 kT'y htC^nTA^S. /N'yS/a 

tc. +-p<-y-b-i>"{CilLT{4. y7l-'^7x7 (Kv-r' 

/'?-y7 b) A^Siie<it@^p«-yt—>'*}fA-r5<);9 

tckv^o Sfc. IS^-r^1f|g©fflSR(ctCi;fc4^-^-y-b 
->^*H^)!)D^n5J;9tcLTtJ:t,v ^LT. Bg^fb* 

^ I D*'i|S^$nTi/^i.-rV7.i7i:(Bl-co-rV7>i7tc(i 

[0 0 8 0]f;eoT. coBg^ftti. f'yhfi^r^fb? 

-ti-a§4^-^-y-b->>'. -fVX^ID, MCNeL<(4 
I S RC©i/'J7;^S^^ffl^;•r§^^•y:^all?&;g:fflo^ 

Tff^t)nTi^5i:i:tc^«3, s^c. iioBg^fba. 4^ 

-;^-y-t-i/. x-1'X^'ID. MCNgL<aiSRC 
O V 'J 7;l/#-^^ffl*^^^:)H±/c1f $6;&ffl i:-r -S/N-y v'a 

[0 0 8 1 ] CCDC a s e 3 <0''N-y v-aMISEODffl 

±jiEiOJ;9{Cs M-y>'a7;U3UXA(4. MDTii^iJcS 

fi?ijx(4\ RSAtt^DRonald L.Rivestft;ib''i;H5BL/c 
MD2 (Message Digest #2) . MD4 (Message Diges 
t #4) , MD5 (Message Digest #5) li.Dobbertin 
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10 



Rt'^fM^btcR I PEMD (Race Integrity Primitive 
Evaluation MessageDigest) MMN I ST (Natio 
nal Institute of Standards and Technology) tcj:';) 
F 1 PS (Federal Information Processing Standard 
s) © P U B 1 8 0 tc^i66nfc S H A (Secure Hash A 
Igorithm) ^ti^^i^c 

[0 0 8 2] CC-r\ MD 2{i. 1 2 8 -v-fe 
-i/^'-f iyx X h ^^mt^TfldV XhX'h , P E 

oTx RFC1320 (Request for Comments 1320) 
(cM^^nrv^So ^tz. C(DMD4l,i. 1 2 8t:-yh 

M D 5 i 0 i^^mmc )< -y -t- v'^'V i/xX h ^f^^T- 
t«„ ^Oi^E. M*sa*>6£^$n/c:y>y-lr-i^^ 

[0 0 8 3] ^fc. MD 1 2 8l:"-y ^cD;^•y■t- 
i^'^^i/'xXh^4fi)^•r57;^rr'JXAT'3&oT. R F 
C 1 3 2 1 fCJI^^nri/^Sc clOMD 5{±. f£&S(D 

•^fSfJ^t LTV^^o xVX^ID, MCN. 

I S R COv-'^Z/l/S^A^S^ofcirtti:. |B]-cDBg^ 

[0 0 8 4] cne.©MD73^^ffll^5Ci:m<i;oT, 

tti^X^. t.fz. 3 2 If-y hfe^l/Hie 4 ir-y hoc P 

u^ffli^fc:y7 h'i'x75aaA^S3i(cff*t)n5o - so 

73. /N>yS/a7';Uri''JXA(i. L:nP>MD73i^o:)ftl2. R 
I PEMDJ^SHAi:V^ofc7;L'rl'JXA^^-r-§.o C 
OR I P EMDti. 1 6 0 t:>y hO^ -y ■t-v'':J'V ->*x * 
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S H A - i itUY) A^^^LfzT )l:3') XLXhK) . ffi 
jiS03S:$A^bMD4-^MD5J:';tSlM 6 OkT-y 1- 
fiO^ -y-b— >'^-i'v/"x;^ h^^fiitTSC i:A^T't. F 
1 P S 1 8 0 - 1 T-^i^^nTt/^So 
[0 0 8 5] 114 0(S. /^y'y3.mfi(r>y'u^yWiW 

ggO/N'y->iK3gt (fiSM-y'>aMI!S) 07/l/d'';X 

h^^t^^<^xhK)s xtimk<.t^-^y'^(r> (*s I 

r) X'hK). \^1ll,ty^y-t-iy^'^i/x7.Y (va 1% 
SIZE) T'^So -^-LT. ^^y!MlSS^C0ft!iOll3& 
(l^tBS) ^b-;. LOm^i u n c 0 {CBlT^SOtf-y 

h^iJo^alfiS^St-d^-ry^ (*s t r) ^mLX. 

f u n c 0 ^nxS^t. "tLX. 1 e n = s t r 

1 e n (s t r) \zXs xtitnrzm'm.<o\f:v vn<D 

Ova Hi, 2 6jil^-ea$nfc3fi70fiiT'feor. ^ 

n^n. loii^feoiofi. 1 oofi. looofitcti 

mt^o CZX\ *s t r - 'a' {4. Kti1C^'Jm9i 
sS^S-rtOT$.i9. *(str+len/2)- 

'a' {±. xti^^n(o^^u^m.th<DXii)K) . $e> 

{C. * ( s t r + ( 1 e n - 1) ) - * a • A:'dX 

fc V a 1 SIZE (^ij^tf 10 2 3) TftS^^n 

1 0 2 3ffl^Mosimi:»jia2n§oT-fe^o cntc 

J:»3. Xfitntz7)iy7^yYnoy±Xt)\ 102 3 

a^O^>y-t— >";?Vv/"xXl>{cEj§!$n?>o ^Srio. 4^ 



20 



-fy^S^A^O (NULL) O^^ti, /N'y>'jL7;l/n" 



•J XAosi»«'f7^^3n-r(c 

[0 0 8 6] 
[^1] 
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r-^3B( tt5 0 000fliT-fe'9. tfc, 

1 OlHli^DSLfctcDT^Sc $61C. g2ti/N7i/a 

oT> t a b re{i^>yt-S^^-ri>*x;^hffl (/N-yv- 

is.-^ntzy'-'^im) ^mt. car. io(D*tc-t$ 

n§S^i(ti5 m^ii. C(0B.2(0i a b 1 

e[o~4 9]i:fB$n/-ci:;:5o4f{|iJfc. *T«^a-r 

h ^'^Ktl^tmt^nrtsK). ^O^&fitc 1 9 2 2 

T. 0A^5)4 9$T'<Dffl%^-rt<DAM 9 2 2fi^fi!c$ 

[0 0 8 9] 03 9. EI4 QRZSm. 1 . a2{C^> 

brca??!lMfiR n d 0 ^/^'yiy:3.mWLW ash 0 ^ 



[0 0 9 0] c:©J;dtC, /N-yv-iMJfjjH ash 0 ^ 
0 ^M-y->aMiSHa s h 0 ^^^fflT^ C ilfCcto 

[00 9 1] ttz. mmmcmbxii. a^oa— tfu 
y :3 y jcj^icS nr 1/ ^ 5 c p u 7 -f >'oi[ii-^^ ^ 

40 U(7)tr-y hl!S^T«> 1 2 8t:<v hiDy>y-t-v'^'rv^ 

B^B, nytfa-^ynyvA^iT^gf^lS 

[0 0 9 2] !l<D^oic. :J.-^(DVy^fmmxtm 
50 ilcDtMSBlT-S^o C ©m 7 {C^-TBfif ll-fk^-iiiij 0 jA*^ 
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^11 9(i, W^. x-^f||«D-7;l/^^7^-c77-' 

r^T. /Vy:3y2 0^, ^-yjl4 3t. CD-R/R 

D-R-rVX^ (CD-R^-rV7) 4 7aX(iCD- 
RWrVT.^ (CD-RW;^rV7) 4 7 hit. Wmt 

[00 9 3] CcO-'lyrnyZ 0{i, CD-R7'-)'X^'4 

7 aX«CD-RW7-VX^4 7 b iD«]R|ft^lT* 9 
cOT'^oT. ^Tf 7#^^^#I54 S^^^^Titifig 10 
tnXli^^o c:cD^-r^7#^^^#IS4 5{is MC 
N. I S RCO->U7;l/S^£?3fil;&K^-r^t(DT-fe 

Mode Select 3vyFfl§^^:'J (EI^^i•r) ^W^T 

fc. hT-feSUD F (Universal Disk Fo 

rmat) J; 9 {C^oTl-'So 

[0 0 9 4] CtO/^/n^/Z Ot±. a— tfA\":3e--r§ 
a— b'-AWr5y7h'>x7 (^y^{^. Direct 
CD; Adaptec tltO^D^D^i) ICtOZ^Ltzmmy t--^y 20 
l^tT'et5J;^{C*oTl/^'5o ClilT-. DirectCDi:fi, 
:x— y-'A^ntf-l-S^tC, CD-R/RWKv-r'74 6 

[0 0 9 5] ^UT. xV7,^%?;]mft-r5l^ic(i. =L 

DirectCD;g:fflOT^Il7;t-V-y h^'nfj:Oo 
Sfc, :x— f;?)^IS09660 tcOS^^9;t)fci/>^^«. IS 

09660 Oi^a7*-T>y ^%^,)!)^x.i>ei:A^T•t^ 30 

IS09660 i:DirectCDtcDf|f-y:T2a^£D7;i--V 
>y h^^f*^£^M7!3^S-5o i:<7)IS09660(Internatinal 0 
rganization for Standardization 9660) it, M^M^ 
Tfef^. CD-ROMXli, CD-R/RW(C*3tt57 
y-r;!/. x^b^hU1iJiRt/iia7;^— v«y H?*":^ 
S^ftlTl^So */c. IS09660 im^^m^j:i±miC^j:o 

rts^). m^rj:imi±mtm^-^nri.^^o $e.{c. is 

09660 It. 'If $g3<^7j<?f . b-^;H :^i^e> 1^^/1/3 
ST'^acTnTt/^-So :&t3. — ^{Cfi, IS09660 T'iiU 

^fi'i^mto cn«. '(gfflT't^^i:?^^ 77^';b« 4o 

[0 0 9 6] ^*5, uCDz-^yn^Z Oti. =t<D^<D'j>^ 

r. '5^-7;l/4 Sti. /^yny2 OhCD-R/RWK 

D-R/RWFvY74 6{i. ffA$n/c:xV7.i'}i:± 
ie<^f'-i'Xi' I D. MCN. I S R CtDi/y7yl/#^^ 

[0 0 9 7] cn{C<tD. Bg^fk+-)BiJDii*SB 1 9 
F'giO/^ynya 0£D^r^'7#^KJE?ia4 5tt5V^ 50 
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T, MCN. I S RCO>'>j7;US^A^i3^$n. e<0 

ts^^nfcffi*^ y-7;i'4 3^/rLT. cd-r/r 

WK5'f74 6{CA;'3$n§= ^LT. C(DCD-R/ 
RWK'7'f'7"4 6{C*5l^T. MCN, lSRC(Di/V7 

[0 0 9 8] CcD.i:-5*M)5)ttCJ:oT. CD-R/RW 
<Onkf-B5±(Dfc46©. «!J«Bft7b^ff**Dn§o USA'S) 

Hi i^ffli/^T. cD-R\NtcD-Rtmmitya 
[0 0 9 9] ^mM^mmw(Dy]mitijjm. i^y-f 

■^{i^(DmilK^7^-bXT't*i^WIlMl§«l 1 i:> 

M>&ffiM(c7^'-b7>-eti.x-;5?nSlg?l Zht^^fs^ 

tcBmuw (rVxi^ 1 0) o:)^mitijiixs>^r. ^ 

[0 10 0] Xx-y^A 1 *^e.ra4fe$n§?7JjtlHtXx-y 
7{i. $-r. T.-r-yT'A 2{Cj;i/^T, CD-RVVx-i-X 
i7 (CD-RW^-rV7) 4 7 b;:)^C D-R/RWK^ 
^74 eicmXitl^c ^LT. X-r-yT'A 3tCt3l> 
T. Mode Select :3vyKffl^^'J (ia^>-yrt') 
^n, $e.{C. Xr>y7'A 4{C*3l/^T. Bg^fk*- 1 

Select :3 Kffl;<^: U icSS/^^ti, X-r-y7°A 
5tC*5t^T, Bi^ft;+-2 7i^ Select nv^'Fffl^t^: 
UfCiS^^nSo ^LT. Xx>y7A 6{C*5l/^T, Mode 

Select rivy F*"!^^T$n?)iIi:{Cc);f3. Ctl^cOlii 

[0 10 1] Xx-y7A 7(C*5l^T. Formatn 

^^tCx-^M«l 2b(C»tiASn, SfCs Bg^ft^ 

f—S'm^X 2b{c, Qf-\'^-.;U-!t7"=i-F(0^- 
FzmiCTMCNA^iaiS^tx (HZffjAXx-yy) , Q 
^■v;?-;l/-9-73-F<D^-F3ff^itT' I S RCtO->'J7 
yUS^A'ilBi^SnS (m3»iAXx>y7) o 
[0 10 2]:&*3. L:cOBg^{b+-3W. CD-R/R 

amiiii 1 {cBg^jb©/c4i)(DxVx^ 1 DTb^ifiii^ns 

A7T. 3i^ft+-cOBiJDiA*iA^II7-r5o Ia^oT. * 

<^ I D^teasfs^i ^jx^x-y^i:. 7'—5'mm \ 2 

b {c Qf--^' :t-;l/-9-7n- FO^:- F 2 JF^^Tt^V 7. ^ I 

D. MCN mwmm^mm mmt^f^zmThT. 

T^-^fSMl 2 btcQ^.^^;l/-9-7n-F0[) 
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^-F3ffMT I S R CCD v'U 7 (i/UT/bS^ 

[0 10 3] :kic. Write =i^y h'm^^'jfimi^tn 

(Xr-y-fAS) . DirectCDfflCDlraIi7^-v-y hcOr 
Write n-ry Fffl^^ 'JtcK^^nS (Xf--y 
:;''A9) o $?>(C^ X7-y-/A 1 OtCfc'l^T, Write n 

nSo **3. LlcDXr-yT'A 1 0{±. U-HW 

(CD-RW^T-1'7) 4 7 b5b^C D-R/RWKv'f 
74 6*^5), fifaiSn Ux'y7°A 11), ^DS^ffcXr 
-y7°7!3l|l7t-?> iXT-y/A 1 2) o 

Co 1 0 4] cntCcfeO, 1 •t-y>'3>"\cO»^iAji^iA': 

iiT'ts-t^^csSo BI9. 01 0. mi uii^-rn 

±7? Stcfclt S^TJjSJft 7a-^ + -hT-fe'3. •b-yv'a 
yi (SESSION!) t-b-yi^syZ (SESSI 

ON 2) tiDZ-OCO-t-yi/a ym^^ii-tri^m^^b 

Ti-'i.o tfc. cn^toiig. 010. 01 1 {c^-r7 
a-f-^-hii. mstimLx. 2mm<Dmmyt- 

[0 10 5] S/c, S9. 010. 01 1 (Dyu-=f-v 

-viai^^r. %mmi^£^nfc\k<D c d - r rv x ^ 

4 7a (X^iCD-RWx'CX^4 7 b) ±l:CO-r~-^ 
b'l'7'>hi±01 2(OJ;^{i:%-5o 01 2ti, ^mn<^ 
m 1 SSiSJg^fCfiSSSJS^fbm© C D - R / R yNCOy"-^ 

fi'X^'4 7a (XtiCD-RWTi'7,^4 7 b) ±« 
h^-v^ 1 1509660 fflOiiS7:*--V-y hx-^T' 

feO. h-7-y^2W. DirectCDffl(DiiIl7jJ--V-y hr 

[0 10 6] Xx-y^B 1 (09#F.B) iJ^^bmi^^n^ 
Wmity^7--yyi,i. ^t. Xx-y^B 2tC*5l^T. CD 
-RxfX^ (CD-R^-r^-T) 4 7aA<CD-R/ 
RWK7'r'74 6{CifA*n, Xf'-yT'B 3{c*il^r, 
-b-y->Hy 1 cD»tiA?^^)?^te?n-5o -r^c^o^. ±}$ 
Lfct^DtlBltitC, Mode Select nvyFffl^^'J (0 
Tn^t) timUtn (7.-r-y7°B4) , Xx-y^BStC 
fcV^T, Bg^fk4^— l;b^ Select nvvKffl^^rUfC 
sS^^n, X-x'y^B 6{C*3t,>T. HglUfk^^- 2 ;b^\ S 
elect nvy Fffl^-tUti:^^$n§c ^^ic. Xf-y 
■/BllOoi^^X. Mode Select nv^ KA^Mif^nS C 
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i:lc=tO. cta?,(7)H|^ft+-i. Bg^ft+-2i:A^ 
ISS$n5«DT-^S (^2#jiXx-y7'. ^S^Xr 
•yT') o 

[0 10 7] ^klfC. X-r'y7'B StCiJl^T, (509660 <D 

mmy^-^-y hmmtLx'ikrimt static. Rese 

rve Track 3V> F^D5i^77b^^n. IS09660 C0iifl7;t 
-V-y F(D/ci6^DF7-y^ 1 (01 2#Ba) A^fiUfSSn 

Xx'y7 (Xx'y7°B 9~Xf--y7'B 1 1 ) ICfSl^X. 
DirectCD©iia7 :t-v>y hr-^fi^hy-y ^ Z (01 
Zpm) tCtftii^nSo -r*t>*.. write ^v^Fffl 
yi'eViimU^n (Xr-y T'B 9) , DirectCDfflcOl^Ji 
7:j---7-y Fr'-^AV Write nv> Ffflp^-tUicSt'^ 
?n (Xf--y:/B 1 0) , X-r-yT^B 1 1 (ct5V>T, Wr 

ite nvi/F*^^f7?nT. mmcmmy t --^ y h 

tnLrzX7-yy(Drzii>i,a7i3:t>rLr^'^o ^lt, 0 

9tC^rAi:f^L/cS!m(C*SV^T, 01 0OiS±g|5cDA 

fcf-TLfciSiP/rA^Sil&S 5 1509660 <7D^B|!7:i---7-y Fx 
- ^ COS IT ii^Tb^'fT'S: t.n o 

[0 10 8] t^jit)^. immc. Mode Select nvVF 
ffl^^:U (0.T^-&-r) A^fi^^n (Xr-y 7'B 1 2) , 
B|^''?ft+-1*^ Select nv> FIIM^r 'J (CfSjitSn 

(Xr-yy^B 13). Bg^ft;+-2A^ Select 3V>F 
ffl^^r'Jic^S^n (Xr-y7''B 1 4) . ?6{c, Xr 
•y^B 1 SfCtJl^T, Mode Select nvy F7!j<fgf7?n 

5ci:tc<tf). cn^(Dmmt^-\ , n^mt^-zt 

f^K m^tn^ (^2fijA>Xx«yy. m3ffi3AXr-y 
■/) o 

[0 10 9] :^fC, IS09660 <Diia7;i--V -y Ff-^' 
««tiA^?^*^ ®i:f^LrcXx-y7' (Xx'y7"B 1 6~ 
Xr-y^B 1 8) Tl7*t>n, ±iecOX-r-y 7°B 81CT 
ffifS^nfc Fv-y ^ 1 {C, IS09660 iOiraa7t-V'y F 
-^''f7^bni)tDT$.?.o t^st)-^. Write 3vyFfflp< 
^•JA^K^Sn (Xf--y7B 1 6) . iS09660ffl<DfiII 
7;i— V-y Fx-^A^ Write nvy Fffl;>< t 'J tclk'^ 
(XryT'B 1 7) o ?6fC, Xr-y^B 1 BtC 
4o(/^T. Write 3 vy F*^fgf7^f nr, iiJi7*-V-y 
Fx-^*^iga$n5o ?;e^T. ©tl^L/cXx-yT' 
Ji, 0i:{>tLfcXx-y7'<D/c:A6{ct7^bnTl>5o * 
fc. Xx-y7"B 1 9{Cfci/^T. CloseSession nvVF 
;i^'fef7^nT. 01 2fcjfx-r.t^?S:U-F-r>l tU- 
FT-^ F 1 i:y()<»ti2iSn, -t-yi/g >■ 1 tDffi^JA^i/)^ 
iflT-rS (Xx-yT'B 2 0) o 

[0 110] :i(D-ty'>3y it^mjt^t. 11^(0 F 
v-r7gHT-t-y->3y 1 ?r^i6§J;5(c^*3, -tr-yi/ 

T-t-So ^bT, 01 oiCTTsrEtnLrcmmcmi' 

r. 01 1 ©Jg±;5|5c7)Bi:{>)-Lfe|SiRfT3b>P>teS2.-tr-y>' 
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[0 1 1 1 ] $fc> h^-y^ 1 ■7:'m^^{t^-^i. h7 

X-r-yyB2 1 ^b^e)^!^^^.^!^ v^a y2-eii. ^-f. Re 
serve Track rnv^' K(D|gfT*"'$tl (Xx'y:^B2 
2) . Write n-ey Fffl:?<^-';7bWS$n (Xx-y7°B 
2 3) . iia7*-V'y Write nv^Fffl 10 

^^UtcK^^n (Xx-yyB2 4) , $6)tC. 7.x>y 
T'B 2 5(C*5l/^T< Write n v> KA'if§f7?nT. liil 

yt-^yhT-'^m^mtn^. tbr. mmic. c 

D-R-fVx^ (CD-R;<rV7) 4 7a;!)':CD-R 
/RWK7-r74 6*^5). fiftB^n (Xr-yyB2 

6) . WmitXy'y^timJt^ (XT-yZ^BZl) o 
[0 1 12] ■tyi^ayzr-mumt^-lt, -t-yi^a 

t). fi!it#t±. ^^cDBg^fk^- 1 , mmt^-z^. 

iC. mMt-^tltzf^T.^ (CD-Rr-CX^4 7 aX 

tiCD-RWf-VX^'4 7 b) ^ffll/^T, a— |h1 
acDr3if-;g:-r;|,i:tt±. M^iisnfc^^. B^ft, f-' 

7) @#(DHif^fk4^-fCj:»), Bf^ft^tiT. If 

(D^^-r-rx^ictS^fl^nri/^^Bg^ibT'-^^'^^-r 

5fci6^C'i:^S^;><■rV7#^ (xVX^ I D. MCN, 30 
I S R C(7)i/'J7;l/#^) ^^jt^^c^cDT-. jcO^^^Bi^ 

[0 1 1 3] cfDcfc^tcbT, "^^"^mmmffimimn 

lif^ t X - ^ H n § f iJ^^S A'!^ 5 o 

[0 1 14] $&{c. et?^<Dmis?{oB|^{[:+-i:*Sf^ 40 

^<D7:j— v-y h73f4^^ML*<Tt. Bf^fbTb^f* 

^{cfKDT. iffi'{?(c^M$-ti-i,ci:A<-rti.<7)T\ Bg^ 

[0 1 1 5] tox.T, B^{^ft^-(D4fi)cti. MJUS^R 
nd 0 ^/N-y^'iMgiH a s h 0 ^ffll^^T^^n-i. 
COT-, iRj-Of-VXt? I D^A^5>(±|Bj-(7)Hg-^fk+-*^ 50 



!|#r^ 2001-202694 
32 

t#e>ni> t tic, tb:/:$nfcBg#f[:+-A>t)7co-r'<' 

x^ I Dmimm^nrj:<rj:^, u^r. mmt=^-ic 

(A 1) m\ mMm(Dm i ^fBfjijtDi^jEPi 
3A^-^:mltt^oBg^^l:?3^^A^mx.§o ot. a? mug 

[0 1 1 6] 0 1 3 1±, ^wm(om 1 mmmtDm \ ^ 
So coia 1 3 ^i:^^■rB§^^l: • mmmm'^m^ oit. 

n/cCD-R-r-rX^XfiCD-RW-r-i'X^lC, ^ 

R Bi^ft, ■f"-^l?cDv;l/^;?<-rV7r-^^Bi^fl:L 

TBg^fkf-'-^f t Lxtmt^n^mmmx^^ tti, 

/iVayzOt. ^-yfVA3i:. CD-R/RWK^ 

^72 2 t^^^x-T^SfiK^nri^So 

[0 1 1 7] S/c, H(5i!;{l:+-iD^^?3ffi{C|jyLT{i, 

^ 1 mmBmicxmm (113 9~ei4 o#b8) L^c<Di: 

-i-X^ID. MCNgL<{i 1 S RC(D>"J7;l/S^^ 
ffl&JiCflll/^TtT^tJtlfc!?, Xti, xVXi' 1 D, MC 
NgL< I S R C<D'>U7;l/#^^II*i^*5-a-/c1fi? 

A^tVX^ID. MCNeL<t±I S RC®->'J7;U 

^ I D, MCNgL<ii I S RCO->U7;b#-^^ffl;«^ 

tT-t5c JlJPAT, Bg^fkA\ f-VX 
I D. MCNSL<(± I S R C(D>"J7;US#%ffli: 
•r§/N-y>'aMIS^ffll>TtJ:<, Xii, 4^-p<-y-t- 
V/, f=VX^ID, MC NSL< ti I S R CcDv"J7;U 
S^^ffl^^^-lifctf ?B^a i:-rs^N-y->aliS{*ffli/^ 

[0 118] $fc, C D-R/RWF^'1'72 2 {CjfA 

snsr'^'x^ii, S]}«fi:$n/cCD-R7-vx^2 1 

a. CD-RW-fVX^/2 1 bXfi, T-^AM^ffl 

fcC D-RxVX^ 3 1 a. C D - R Wr f Xi' 3 1 b 

T-feSo c:ne.t73Sifp|iBUi 1 (iai#pi) tc 

«, Bg^ft:©/c:46©7^VXi' 1 ^mw^'Si^x\<^^ 

mmxmm\^i5\.^x. ?unfjft$n/cc D-Rf=vx 

^'2 1 aXfiC D-RWrVxi' 2 1 b^ffi^ii^ifflx 

iS^nfcC D-RxVX^' 3 1 aXliC D-RWxVX 
^3 1 b^HafflxVxi't*^j;-r'SCi:;i^'fe5o fe> 
tCs C D-Rf-1'X^ 2 1 a, C D-RW'T-i'Xi' 2 1 
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b, C D-R-rVX^ 3 1 a, C D-RWx-f X-^ 3 1 

[0 119] c:£D/^yzI>'2 Ofi. mmt^^z o c 

^2Bg#Sa^#S2 0dl±. x^X^7lD. MCN. 

x$>^o ntKbomnm. m^Liivy h'y:LTiz^-D lo 

[0 12 0] ttz. C D-R/RWK^'<-/2 2fi, C 
D-Rf-VT.^' 2 1 aX«C D-RW-r-i'Xi7 2 1 

2 a i;. Bg^{k^X'r7tSfRf«1?#IS2 2 b 
lii^f&2 2 c t^^tji^XmmStlXl^^o CCT\ 
tl:i#IS2 2a(i. fftjA^^fflrV X^SyW^fflrV X 

/c. StJA^fflrVX^^. Ell {C^fT-VX^ 1 Oil 20 
[Hjtili. CD-R/RWF^'r'722 A^St^ai L Wffg^M 
JiT'^ o T n— If {i ^iOSBl^^ 7 ^ -b X T' t % 1/ ^i^a^ 
Slli;> C D-R/RWF7-r72 2;^^ffH^^(iiL^fig 
=5:®«Tfeo Ta— tf ;b"!^(D^M^ffiM(C7 ^ -b X-i? t 
Sx-^^lgcl 2bi:^^-JS:^, giini^Kl 1 Ol^fb 

[0 1 2 1] f fc. Bg^ft^xV7'|f?S{S##IS2 2 b 

Bi^fkr-^^. (Bi-(7:)f=Vx^ i D^^t^Wt 

ii^*ffl-rVX^'©r"-^M^l 2 b L 9 SfccDT' 
fcO, f/c. ^2^ffi#S2 2 cti, tji^^fflr-r' X 30 
^St>TOfflf-VX^7{c*itt^7=VX^ I D^tmHiL 
d^i><DX&^c $/c, oOfftii^fflxVX^RtfS 
^fflrfX^ti. 0 nc^T-r^'X^' 1 Oi:ra«l, CD 
-R/RWK^^72 2 7!)^mttiLnlH^^^«-(:'^oT • 

CD-R/RWK^'1'72 2 ?b^|^*di t nJIg^^tilcT^ 
o Ta— tf At^tD®«t;SreMtc7 ^-tXTt ^x-^fRB 
iHc 1 2 b t^tfjiZ.. Wmm>^ 1 1 (CBg^^fciDfctoOr 
^'Xi' I D*^|figi$n^i:i:tic, f^-^^USi 2btc 

Bt^{t$nfcif$BA^te®$nT(/>5o 40 
[0 12 2] ^LT. unC)<D^titj. ^nrn. cd 

-R/RWF^'r72 2[^tDF7i':rg§ (H/T^-tfr") 
tCioT^»$n^„ ^4b\ CD-R/RWF7'l':r2 

etc. 'O^'-^^'y F-9--/^2 3(i, •Y>'^-^^-yF± 
T'^^. B*{i. r-i5f||(Ov;U^>{-rV7x-^^. Bg 

mtLxt&mr^i,(Dxh^x. m^ity^T'^rmm^ 

mm^z Sat. n{mm^ss.m&z 3 ht^^rj^^rm 

f^-^tlXl-^, C«Bg^fl:^xV7'H$g4^#S2 3 a 
fi. ±a>OBg{|ft:^7-V7tji;mfiic^lS2 0 a 50 
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4^¥S2 3 b{i> rVX^ I D. MC N. ISRCO 
i/'J 7;U#^A^e.Bg^{t4--^^fiict-? 5 tcOT$>5o 
[0 12 3]t/-c, [slllSseti. CC0l'y;5?-^^>y F-9- 

-/^2 3 ^Bg^fi: . 'mimmm4 0 .^^^ign^-r-sisi 

iintCctO, Bg^ft . S^ftlBaSB 4 Olctsi-xit. 
C D-R/'RWF7-r72 2 rtc^lntB^IS 2 2 alCfc'V^ 
T> jfA$nrc»tii^*fflxVX^Ox>X^' 1 D. M 
CN. I SRC(D>^U7;l'#^7bM-r-c7#^i:tT^ 
^^tUJns (^1 rVx^imB$SKf±|Xr'yy) o t 
<DMi^tU$n/c;<xV7#^{i. 'y-7yU4 S^/TL 
T. /^yny2 0fcA:':$nfcf^, ?-<Dy-rV7S^ 
-O^-^T-'y h■9--/^2 3tC. lHlif^3 B^^/TLT. 
jMlB^n, -O^-^-'y F+)--/^2 3l^tDag^i|4/i)c^ 
l§2 3 b(C*5l/>T. ■?-©7^VX^' I DilMC Ni;©ffl*i 
^t)H±. T'^•X^' I Di: I S R C<7D>"J7;U#Ej i:<7)ffl 
^^fc-a-. Xa> f-VX^ I DtMCNt I S R CO'> 

<J 7;U#ss-i:coffl*i^^5-&T\ Bgii;ft+-Av-^fi5t$ti5 
(^]Bg^ii4fiJtXr>y70 o 

[0124] etT. -ry^-^-y F-9-->"52 3|^0[)Bi} 
^{t^xV7tS$g4)3)c¥IS2 3 afCfcl^T. B!*! 
fi. r-^^cOv;L'f-^ri'7T-^*'!. gfc^'tB^n 

(mimtii7.7-y-f) . ±iB<Dp<xi'7##%ffli,^fcBg 

^ft:^- fc i o TBg^ft $ nTBg^fb-r- ^ A^tti;^ $ n 
Bg^ft • mmtMB^m 4oi*i<7:)CD-R/RWF'7t' 

yZZlCXilt^tl. CD-R/RWF7-l':r2 2F«?CDBg 
^fb^x^'7lf$R{S#^IS2 2 bfCioT. ^CDBg^fk 
^-^ffll^TBg^fUf-'-^A^^jSc^n. 3^ffi$n/c7=^^' 
X^' 1 D^rWrS-rVXiJ'cDT'-^fm^l 2 b (EI 1 # 

m) iciEm-^n^ctic^'o. its^vx^A^^fesicsn 

[0 12 5] -7?. :^(Di9{C'fT**3nS„ f 

CD-R/RWF-7-r72 2(CjfiA$n. CD-R/R 
WFv-1'72 2rt<D^2»!t±J¥l32 2 clC*5V>T, 
•r^X^O-r-r'X^ I D. MCN, I S R C^b^rc^ittl^ 

n, cne.oxfxi' ! D, Mc N, isrc(D>"J7 
/US-^li. ^-y;l/4 3>Sr/rLTs /^yn>2 OtcA:^ 

•r xi^A^aBg^fk-r-^A^gi^iiiii^nSc 

[0 12 6] S/c, ^^7 3^2 OrtO|g2Bg^g|a^K^ 
S2 0d(c*5V^T, •?-<^tVx^ I Di:MCNi:<Dffl^*i 

^t>-it. 'f-fT.i^ iDti sRc<oi/vyjim^t(Dm 

^-^t^-^. -rVX^ I Di:MC Ni: I SRCC0'> 

ij 7;us^i:<Diis*^t>-y-/)^p)Bg^fb+-/3'!4/s?n 

i.o ^LTs /^yny 2 0rtCD^l!;{b^lS2 0 c tCfcV^ 
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[0 1 2 7] i:cOJ;'5*ISfi5t(Cj;oT. CD-R/RW 

1 mmmm(om 1 mmnz%^. c d - r xt* c d 

- R W<D 3 tf -PMT^fficO 7 □ - ^ -V - h T $> § 0 
[0 12 8] Xr-y^C 1 ;!3^6r?flte$n?)n e-PMX 

it • «^fbEi^SS4 0*^5>^>^-^^>y h+)--/^2 3 
D. MCN. I S RCWi/'JJyl/S^) A^iMfi^n^o 
©tiOTfeSc 20 

[0 12 9] :kic. 4icis\^^x. -{y-^i-^- 

•y h+l— /^2 3{i. rVx^ (yiy'-fT) S^^Hf^fl: 
^-T$.i>;>{-rV7#v!r (-rVX^- I D. MCN. IS 

^Bg^fk-rSo Ml/^T, Xx-y:/C 5{C*3l.^T, ^CDBg 
^ftr-^!!)\ -fy^-^-y M?--y^2 3A^e>Bi^fk • 

r-y7°C 6(c*3l>T. ^©fEiM^n/cx-^fi, 

#$n§o 30 

[0 13 0] -:f5. m^X^-y^tLX. Xx-yyC7 
T. ^(D'f-'^tim^t^n. Xr-yT'CST's 
$^7-r^(DT$.§o JICT, Xx^yT'Ce. C7. C8 

{c*5t/^T{±. xx-yyc 3r'jMfi$nfcBi^^i:+-j-x^ 

©Bg^f k^- Tia^-r -§) C {± T- 1 ^S: ^ 
[0 13 1] i^SWf. Bg^ft^-tLTfgfflLfcx 
X i7 j.;^^cDf-V X ^ « t jA ^ nfc ^^{c i± . X- ^ 
^^Trf^ClfcfiT'^^l/V -r**?-^. ;»<r^'7##*^ 40 
-^Lrj:\.^t. ^Op<-7-V7S^*>6.Bg^{t:+-^4^ 

Tb^e, ftilOrVx^'Nne-^Lcfc^ i: LTt. ^cD^t 
^rVx^lc^g^rt^nri^SBg^fk-r-^^fl^-rs/c 
i6{Cig:>S%^f'^'7S-^ (X'CXi' I D, MCN. IS 

^-•y h±T'jI{i-r5<7)T'^<. -r-TX^ I D. MCN, 50 
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I S RC<D>'';7;l/##^Hifif 5ct^{C;5:oTt>5« 

[0 1 3 2] Sfc, CcDckdtCLT, g^^Bi«;iii^cDl= 
f^<i{tt<7)-r-^*^ 1 «?(D7-Vx^'(c 1 iHl/citrJtr- 
T'tSAV ^-iOne-^nfcx-f X^A>?)fi!!COT^VX^ 

[0 13 3] $P.(C. Bg^ft^-COfgil^lSti. @f#<0 

m^<DX\ ^imt^-tLxmmmtuntn. 
[0 1 3 4] ?-LT. ^m\t^-(o±mt. mLmfiR 

nd 0 Jf'/N-yv'afJil&Ha s h 0 ^ji^l/^T^^tlS 

( A 2 ) ^ 1 %mM(r^% 2 i^fBf?ii©iiil 

So 

[0 1 3 5] a 1 5t±. ^fgBi^cD^ 1 mmnm(om2^ 
mmicgk^Bimt • mmmm'^m^om^mxh^o c 
(Dm 1 5 ic^.tm^it • mmmmmmA o a t*, fiv 

n>'20i:. CD-R/RWF-5'1'72 2 

CDK5-1'72 4^. '>--7;l/4 3a. 4 3bi 
^^^AT^fiStStlTV^Sc Sfc> CD;^-r-f72 5 

C Di:(¥tfnstcD-r-feO> ^-LT. CD-R/RWK 
^-r72 2{C«, ffit3^^?^fflxVX^' (CD-RfVX 
^^2 1 a. CD-RW-r-rX^2 1 b) $fc{±. 
xVX^ (C D-RxVX^ 3 1 a. CD-RW-f-f-X 

^3 1 b) A<^fA^nsJ;9^c;Q:oT^^5o $e>tc, c 

Oia 1 5 {C^-r C D K^'f 7*2 4 (i. CDp<-r-i'72 5 

[0 13 6] $fc, ';r-7;l'4 3 a(i, /^yn>'2 0 i: 
CDK^l'72 4i:J&Sma^fCgfll-r-5tOT'^0. ^ 
BfC. ^-7;b4 3bt±. C D K5l'72 4 i:C D-R 

cn{cj:oT, /^y3>2 oi: CD-R/RW K^-rr 
[0 13 7] *i3. Ay:3>2 Oti. B|^i|-ft:p<-rV 7tt!i 
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$a3fefi)c?IS2 0 a. B^m^mmzOh, fl^ft^lS 

2 0 c, mzm^m^i^m^zo d%^rj:^rmfS.in 

x-fX^ I D. MCN. I S R C(7)v"J7;U#^^ 

fflt ^fcBg^ft^-tC J; o T v;U^;< xV 7x- ^Bi-^ 

•^SI^fi!t¥S2 0 bfi, f-VX^ J D. MCN, ISR 

So 

[0 13 8] Sfc. mmt^-(D±i&:f5mmLrii. lo 

S 1 ^J5iiJgil{CTSiB^ (S3 9~I2|4 0#HB) L/cCDi: 

i5iii(c. 3mm(Dmmt^$>^o irr^^%. v^^{tt,\ ^ 

-fX^ID. MCNSL<(i I S RCtDv"J7;l'#^% 
ffl^iJtCffll/^TfT^t>n/cD. X«> xVX^ID, MC 
Ngb<{il S RC<D->'J7;US^*iffi*i^fc-B-/c:1f$fi 

A^x-fX^ID. MCNgL<{±I SRCcr)>"J7;l/ 

^ I D, MCN^L<{iI SRC<D->'J7;U#-^^)1* 
^te-li:fctflS^Si:t5gMSj*fflv>Tff^^ J; 9 {c 20 

i'lD. MCNSL<(±I SRC©$^«J7;I/#^^i«i: 

•>", f-VX^ID, MCNSL<{i I S RCcD'>U7;l' 

[0 13 9] mmtm^Z O cti. Bg^ftr- 

®1f IR^^Crv;!/^ ^ -r 7 T- ^ L 3 5 1 OT- 
feD. m2Hg^i|^^#IS2 0 dti. x^X^ID, M 30 
CN, I SRC(0i/V7jVmm3-^lbi^^it^-^i.f&t 

[0 14 0] $/c. CD-R/RWK'7'1'72 2 ii. ^ 

CDi^ti^^io r^tJ-^. C D-R/RW F^-f 72 2 

f-X^cD-r-rX^ I D. MCN. 1 S R C©'>';7;US 
^A^><x-<'7#^i:LTS!*tti^n (mi xYX^aSgiJ 40 

'ftfgi^/iiXr'yT') . ^OS!*^dJ$nfc;^rV7||^ 
{i> y--7;l/4 3b. 4 3a%/^LT. /-^Vnyzotc 

A:'j$nSo -etT. /^ynyz orttDBl^il^iS^® 
2 0 btCtel^T. Hg#{|:+-*^4fi!t$n5 (.m 1 Bg^a 

[0 14 1]-;^. cD^f'^Tz sia^m^titz. m 

y n y 2 0 rtOBg^ft^ x-i- 7tilB*fi)c^lS: 2 0 a (cfc 50 
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I'X. ^©Bg^^t+-;5•ffl^,^T, ^©K-*^tH?n/cf-'- 
^JfJiHg^fb^ti. ^(DBg^fkf-"-^(i. y-7;l'4 3 

a. 43b^/M.T, C D-R/R W F7'f'72 2<CA 
tlSnr. Bg^ft^T^71f^fS?¥^g2 2 blCt5l^ 
T. Bg^ftx-^fi, Bg^ftt-^^fClS^^tB^n/irV 
X^ I D^^-r^StjA^fflxVX^Or-^plMl 2 
b (miW leaTSCiifcJcO. !t#^xVx^ 
*^5fefig$n5 (#^ieil<if*^fi)tX7^-y7') c 

[0 14 2] ^Tc. y'-^^'imt^ttli. iXO^o 

-CX^jb^ CD-R/RWK7-rr2 2IC^'PA$n-5o 
^LT. CD-R/RWK7-Y:'*2 2^(0^2 f^rn^S 
2 2 c(Ct5l^T> ^O-rVX^ I D. MC N, I SRC 

<^^'j7;i/S^A'!i^^aj$n. cne>t±. y-7;b4 3 

b. 4 3a*i>Lr, /^y3>2 0-xi:A:':$n5o ^ 

/^yziyZ 0rttD^2Bg^^4ES^S2 0 dtCfc- 
l/^T, ffir^^aJLfcv'VX^' I Di:. MC N, ISRCcD 

>"J7;U#^i:A^e.. Bg^ft^-A'i^fiJtjnoo f/i, 
/Vy3>2 OI^<0^^{t¥IS2 0 ctCfcl/^T. flftiii?^^ 
ffly-Vx^Xti. W^fflrVx^^b^Pji^^aiSnfcBg-^ 

+-^-St-r5«^©*t«^$n. v;l/^^f-V7f-'- 

[0 14 3] CcDj;a*^fi!ctCJ:oT. C D-R/RW 

ton i:f-i5^±cDfc46cD, m^{t^Bl.um.^{tm^fJ,t^n 

So 01 6{i, *fiB^<Dmi^iimi<Om2^fl^f?IJ{Cj3^ 

^-f-HTfeSo XT^-y^D 1 A^e)Fff1j(&$n-5:3l^-PA 
±X7--yy{i, $-r\ C D Kv'f7'2 4{Cfc-l^T. CD 
y7-V7 2 5A^^, 'i^S^r-^A^SiiR^nfcm (Xx 
■y:/D2) . ^CDT-^A<®!*^ttl?n?. (Xx-yyo 
3) „ CcDXr-y^ST-ti, r-^'CDmili, M 

[0 14 4] ^LT. X-r-y T'D 4 (C^3^^T> MC N, 
I S R C(D->U7;U#^. rVx^l D^)iSfC|§^^ 

t)-&/-c, ^■(DxVxi' (p<xV7) m^(D^%n\\:^-K 

ckoT. ^©x-^/j^Bg^fb^n, X-f-yT'DStCfc'V^ 
^<DBg^ibx-^A^#tiA^fflx^'X^ (CD-R 
/RW^xV7) {i:fS??$n5o -73. m^XT^-y^i: 
LT, X-r<y7'D6T% ^-tO-r^-X-? (^r-('7) 
(DBg^fb^-fcjcoT, ^iDr-^*^W?n. Xr<y 
yD7T\ ^cD{fi^fbf--^'*Mfffl$n. Xr-y^DS 
T\ ^I^Xx•y7'A^I||7•r§©T*i.o 
[0 14 5] -^tc^ Xx-y7'D4lCtil,>T, ^^tB^n 

fc7--^*%^fb5n/-c}^. $6{c, '^\\<D'f-'^^m.^ 

HiLTBg^fb-r5J;atctTt. f-Vx^ 
(HI 6T'{±CDi:StE^nTl.>-5) A'An8l^l6n 
T. X7^'y7*D 27!)^6XX'yyD 4 ^X'COXr-y/fiK 
^*)3i$nS<, ^^5. Xf--y7°D5, D6{C431/^T. Bg 

mtT'—^a^. Bg^fb+-i: LTffiil] L^cx-rx^J.:^^^!. 
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[0 14 6] iKDi^fc. :i—*fi3UmS(D=i\i-^t 
f-TS^ (xVXi' I D. MCN. ISRC©'>'JT;U 10 

[0 14 7] f fc. c©j:^fi:LT. ^m'pfi^mmcom 

[0 14 8] Bi^fk:^^-OKi8£D|^{i, 20 

^M*t{C. Bg^il:;i<tT^^;§,flJ;iS;b^^5„ S/c, xV 

[0149]^LT. ^tc. Hg^fL^-^OMi. SL?f^^ 
KISRnd 0 -^/N-y -> a KiSHa s h 0 ^ffll^T^ 

^n^co-e. [pI-cOtyX^ I D^*^?)t±IB]-cr)H|#{t; 30 

( A 3 ) ^ 1 ^figjgftgco^ 3 mm\(Dm.Bn 
-lis x-^^fci^-r^ J; ^ ^mi^cDBi^{t:^sttT 

[0 1 5 0] lai 7{i, *fgB^iD^l^j5Sm^(0^3g 

(Dm 1 7 {c.T^t-Bg^ft • 'i&^\mmmm. 4 0 x-^ 4o 

tOB|^fl:-«^fklSiSSS4 0{i, /-^ynyzoi:. y 
ii. Bg^ft^xVTtS?S4fi)c¥S2 0 a i:, Bg^il^^ 

^152 0 bi:. mmt^mz oct. mz^^^m^j^^ 

^^mt^o ^*5. C D-R/RWF^l'7'2 2Safy 
5PJiW*i&BS-r-5o S^c. C D-R/RWH^-fyZ 2 50 
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It. Stji^^fflx-rX^XfiS^fflx-r'X'^^JfAT'^ 
5o 

[0 15 1] Bi^ft4^-(;D:£fiX^}i(c|lLTt. 

s 1 mmmmjcxmm (039-04 0 w uz-ccoi: 
mmvh^c tr^^^. mmtti\ xvx^ i d. mc 

Ngt< (± 1 S R Ccr)->U7;l/#^^fflSiJ(Cill^TfT^ 
t>n/-c'3, Xti, x-rX^ID. MCNSL<{iISR 

[0 15 2] ag#f(:A\ x-cx^ id, mcn 

fflO^TtJ;<. Xti. x-^X^ID. MCNgL<(il 
S R C CD U 7;US#^li^^*^b-<i:fctS$fi^@ i: ^ 5 IL 

4^-^-y-tr-v'\ x-i'Xi' 1 D. MCNgL<Wi 
SRC^D->'J7;^#^^^li:t-5/^■yv'aK3f•i(^ffl^^T 
*>J:<. Xt±. +-^-yt— X'CX^'ID, MCN 
^ U < fi I S R C O V"; 7yl/S^^ffl*^^fc)-&/-c1f IR?- 

fifi -r 5 / N -y V a \mm\\ i ^T?t^ ^ J: ^ ic t t- t 
[0 15 3] $rc. x-^iMmSE2 6ti. x-^7r 
c cDBgii^fb • milfkHBiS^IS 4 0 (CW LT, 

^A/D^g5L. ^OxV->'^;Ux-^^J^tb-r^J;9 
tC%oTl^i)o $6{Cx lHlili3 6a{i. x-:?j^i±igl 

2 6 t^n\t ' 'mittm^mA o ir^i^^igg-rsiniiis-p 

j?iJx.{iV^y=iy2 0O>/'J7;l/4?-h 

[0 15 4] cn^c^'o. m^^i7i-u^''r—5'[i. X 
-^3MtHSl2 6tCfcl/>T. A/D^^^nr, ^Ox 
-i^A^ 01.53 6 a Bg^fk • fflW2iSSl 

4 0{cA:^$nT. /vy3>'20{c, e®->U7;U;J<- 
hA^e>At($n5o CD-R/RWK5l'72 2 

I^(0^tti¥l52 2 afCfci/^T. A^nfcxVxi'cDx 
fX^' I D, MC N, I S R CCOv'U7;l/#^7!3VX'r 

7#^i:LTS!i^tti$n, •?-«ifc^t±i$nrc><x-f'7# 

/^yn^'2 0i*|cr)Bg^Sl3fe^#©2 o b{ci3i''T. 
Bg^fk+-/)<^fi)t$n5o 

[0 15 5] ^LT. >^';7;l/^i^-h*>6(Dx-:JHi. 
/^yny2 0l*lOHg^fk^xV7tPB4fi)t?S2 0 a m 
fcv^T. ^cDBg^fk^-^fflv^TBg^fkx-^/3'stti;':? 

n. ^cOBg^fkx-^'fi. -;r-7;U4 3^/M^T. CD 
-R/RWKTi'rz 2{cA:':$n5o ^afil, ^<OBg 
^fkx-^fi. C D-R/RWK^'r-7'2 2|^C0Bg^fk 
^x-f 7t»$SfS??¥S2 2 bfi:J;oT. ffitii^^fflxV 
X^CDx-:?nRM 12b (Hi #BS) (C«??-$n5o 
[0 15 6] $rc, fftii^fflx-TX^Xli. B^fflx 

-rx^^^e.fffisj-rsiitti. i^Oct^{cj5:So •r**^ 

C D-R/RWK7-r72 2rt©l?2l^tH¥IS2 2 
c{C*3l/-'T. •^■OX'i'X^' I D, MCN. ISRCtOi/ 
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[0 15 7] iKD^of^m^lC^rDX. C D-R/RW 

5. CD-RX(iCD-RWi:Dntf-[?^±7?a<737a- 
x-vT'ti, Sf^ X-f-vT'E 2fC*31/^T, f«#tS-r- 

[0 15 8] ^LT, X-r-y^E 4(CfcV'T> MCN. 

I S R CcD>";7;l/S^. f-VT.^ I D^jiKcffi*^^ 

T. ^(DBgEifbx-i^Am^tjA^fflxVX^ (CD-R 
/RW:><tV7) {Cffi#$n^o tS^Xx-yyt 20 

tCioT. t<09—^ii'''iSmtn. Xr-y:/'E7T\ ^ 
omsi^ftx-^^M^ffl^n^ X-r-y7'E8T% BjJ-^fbX 
•f-ym^7-ri.<^Tfe5c 

[0 15 9] $fc. Xr-y^E 2tCt3i/^T. giJCQ-r-^ 

-^■h^M^-^n^o ^*3. XT-y^ES, E6fCfe-l^ 
T, Bi^{br-^At, Bl^ft^^-iiLTi^ffl LfcrVX 
^'J.XnOx^'X^'fc»t3ASnfc^^{c«, 7^-^^'^ 
TCf^C 30 
[0 1 6 0] dOcfcplc^ a— »f AM (HIg^Da^:^-^•r 
/•r-rTx-^fS. ■r-rX^SW'OBg^fk^^-lc.tO, 
Bg^fk^nr, ^— »f(i. \^n^^T^7.^^%^ri 

X^^zn^-;g:LJ;-5i:LTt> ^fD^^^x-cX^tc^S 

^ nr t > 5 Bf-^ftr- ^ ^ffl^r § fc i6{i: X 
i-TS^ (f-VX^' 1 D. MC N. I S R CtOiyUT/l' 
##) ;b"fS;5:?.©t:\ ^£Dg^J^>B^fix-^A"!fg^$n 
SCilti^V^ 40 
[0 16 1] C0J;^{cLT. ^^^B*li^<D^ft^SM 
^(Df-^IS^. 1 tJjOrVX^'tc 1 m/cHtzitf-T-ti. 
A\ ^® n tr- $ nfc xV X 6 ffitOrV X i7 

[0 16 2] $p.{c. ^r%\t^-(DWB<omM. mi-^ 
mmc^^mt^-trj.^T-'S'is^'^^znxtmzn. 
^•o»iftLTg2iJ$n/£x-^f*Wffi46e.nTBg^{i: 50 
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^-if^fii^n^o:>X\ -rVx^coy^f-T-y 

eg^<DT% Bg^fk^-irLTcO^iSSttlifSif^n, 

[0 1 6 3] iDxT, Bi^^k+-(Da£i5jti±, aM¥i(R 
nd 0 ■^Myv'araiSHa s h 0 ^fflt^T^^n^ 
©T. iBl-WrfX^ I D^*^6{i|p]-£OB|^fl:4^-i(!)^ 
f#e.n5 i: 1 1 (c. ^ti■^nrz^%^\\:^-t^^^7t(DT^ 

X^ I Dl|{i8?^$niS:<:&So t/£oT. Bg^ib^-tC 

(B) ifmmm2nmBm<Dm.m 
'm\t^m^'^^m.mzm^ihh.X'^mr^ ct^x% 

[0 1 6 4] HI 9ti. :$:f!B^cD^2^j!iSm^{Cfi^€,g 

mmm(om^mx':^^c ccdhi 9{c^^^^^g2 ? 
ii , B;;{it fb^is t 'mitms. MHt^ wmmxh -o 

X. C D-R/RWFv-r:74 2 i;, Xkf-;<7-28 

a. 2 8 b i:. 9 i:J&^^AT^iM$n 

Tt/^Sc S^c. i:(DCD-R/RWK7t'74 2m|fA 

1 #Fa) (i. a— if{cJ:oT'>^< tt. l mtiffitiiS 

[0 16 5] ^CX\ Bl^ft^lS (0,T^W {i, ^ 

P. T'-:5'l|C0'lflS^#tyv;L'^;><f-V7r-^^Bg^ 
ft t TBg^ftp^ 7ti$g t LTieiS L 9 § *>«T-S 

tc. mmt^T'^rmm^mnLv^'^coxh^o s 

/c, CD-R/RWFV'1'7'4 2ti> ^P. T~^mcO 

xV 7tf ?R t LTlBil L 9 5 tiOT$.c>T. SftH^IS 4 

2 a. Hg^{t^7-V71f?84fi!t?S4 2 b, Bg^fk^fr 
-< 7t»$Sffi1?^K 4 2c. m 2 fjltti^lS 4 2 d . 2 Bg 
^^S^¥S4 2 e. ^^ft^lS4 2 fJ&^^^TW 

[0 16 6] ii(Di^t±i^©4 2 a«, ?;]Mk$n/cffit 

ii^fflxV X^RO'r-^;b^ieiS^nfcS5feffl-r -t- X^7 
{i:ibnt-i,xVx^ I D^lK*li}L9?)t£DT$.?.o S 
fc. co^b^nfcfitiA^'^fflTVx^RyT-'-^ft^" 
le^^n/cS^fflxVx^ti. la i ^c^^■rxvx^ i o 

i:|SI«. C D-R/RWK5'<7 4 ZA^iSi^ttlLBJftg^ 
f i^T'fe o T :3.-+f a -^-cDtiJslc^ 7 ^> -fe X T t ^5:1 ^WHI! 
IRiSltl lil. CD-R/RWK7'<74 2A''i^*ittiL5I 
fH^ffiWtT'feo Ta-if A^^-co?fiJsli^ffiit{;:7 ^'•tXT' 
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[0 16 7] Simt^T^7im±m$k4 2 hU. 9 
^'X^ID. MCN. I S RC<D>'U7;l/##^ffll/^/'c 

Bg^fk+-{C ct o T ^ X ^ 7x- ^ LBg 

^ 7\m^7'—^mm. 12b (01 #h^) {cfjg^td s 

[0 16 8] ttz. n^\t^-n^fii■hmmLX'l. 10 
f^\m.miM^^xmm mz^-mAo^m) Lrc<ot 
mmx'h^o -rjsrt)-^, s^mtti\ f'^x^ id, mc 

NgL<{i I S R C£D>"J7;US^%ffl^iJ{cffli/^TfT^: 
t>nrc*). Xli. T^T,^ I D. MCNgt<fi I S R 

c <Di/ u 7)i^^^m^-^^^rcmm^m^^xmst^ti 

D, MCNgt<« 1 S RCcDv"J7;U#^^ai:-r'l) 
ai»ra?S^ffl(/>TtJ:<v Xlt. x-CT-^ID. MCN 

?5 L < I s R c <7)i/ u 7 ji'^^^m^'^io-^rzim^ 
mtt ^mmm^m-^xn^jio ici.x^ 20 

T. %r^ittK ■{:—>". rVT.^ I D. MCN 

gL<{i I SRC(0i/V7^l^^^mtt^^^y^/:Lm 

D. MCNgL<«l SRCC0v^'J7;l'S^^ffl^^^t) 

[0 16 9] $P){C, S2^tB^g4 2 dti. »tiA* 

S!*taiL9'5tOT'fe»3. m2B|^SI^fi!t^l54 2 e 

{i>xV7v^ID, MCN. I S R CO>"J7;b#^;^i> 30 

T, mmt^^A 2 f {4, Bg^fb^n/c'tf^g^rVX^ 

1 D, MC N. I S R CtOv^U7;L'S^^ffll/-'/cB|^{b 

^y(T^7r-^^n^Lo%>i>(DX'h^o 
[0 17 0] !in?>(omm(oot>. mm^mA 2 a. Bg 

#fb^-r^'7tffs«#¥iS4 2 c. mzmmmA 2 d 

{±. CD-R/RWK-7'1'74 2F^a3K7t'7SS{i:J: 
oTfg»^n§„ -77. Bg^f|:^TV7'tffg4fi!c^l54 

2 b. ^2Bi^li^^^S4 2 e. U^it^mAZ {(O 40 

{?ij^tf. F*9a5(i:ffl*3i$n/c:y7h'i7x7l|ti: 

[0171] tfc. X\^-tl-Z 8 XTUt^P 
0^f-V^wbffliDXe-;^;-Tfe'9> Xtf-;<j-2 8b 

$61;:. ^^S41i§§2 9(4. ^mT-^^m^tHL 

T. B^L. tiiflLT. Xtf-;t)-2 8a, 2 8bt)^^ 
mtlLo^i^OX^^. cntiD. BgSfjtJii^cDJ:^ 
t^b*.. »tiA*^fflf-VX^li. CD-R/ 
RWK7't':r4 2rt(DMl±i¥a4 2 atCiSV^T. JfA^ 50 
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n/crV X^cDf-V'x^ I D. MC N, ISRC£0>"J 
7;b#W;^TV7#-^i: LTlfc^tB^n?.., ^LT. 
CD-R/RWK-7^74 2rt«Bt^<l:^rV7tt$S^ 
^^154 2 b{C43l,>T. x-f X^ I D. MCN. ISR 
C 7/l/#^^fflt,^fcBg-^ft4^-!c J: o Tv;U^^ 
xi'7x-^?AW{l:$n. Bg^fl:p<rV71f$R<i: LT 
tti;'7?n5o -fUT. CD-R/RWKv-('74 21^(73 
Bf^ft^xV7ffi?BfSl¥#f54 2 c(Cfc•^^T. r^DBg^ 
ft^rV7'lf$gi4. fftiA^fflxVX^<07--iSffSJ|lil 

2 b (0i#ai) lamtn^o 

[0 17 2] ^atc, m^{l:fcot/>T«. i^<7)J;-5{c* 

-r^l^-S. CD-R/RWF5^74 2rt0^2iit 
t±)^g4 2 d(Ct5L^T. StiA^t^fflf-VX^Xli. 
fflf I'Xi'A^e. f-fX^' 1 D. MCN. ISRCcOv' 

U7;i'#^*^S!*itb$n. m2Bg#ii4^^ia4 

2 e (Cfcl/^T. -ri-X^ I D. MC N. ISRCOi/'J 
7;l/S^;5>p>fl|^ft4^-*^4fi!c$n. $p.{c. m^t^ 
IS 4 2 f fC*3l/>T. ■?-(:DBg^ft+-{Cj;-pT. ■5-©Bg-^ 

fb;< -rV 7ti!jffl*^'^ii;-$n5<DTfe ?>o 
[0 17 3] ocDck^Ja^fiKtCcfcoT. a— »f(4, C(D 

CD-R/RW<D®a3l^-K±0/c:46<DBg^ftR 

4 • mtiJb^^nT. £:&©Xtf-A-2 8 a. 2 8 bA> 

[0 17 4] -yj. a-Hf-A<=ie--r5ti-&f4. s-r. 

tC, ^OStii^'ffl'r^'Xi'SWOMCN. I SRCCD 

>'U7;HI-^. TYX^ 1 D{Cj;oT. rVXi'S^tO 

B|^{l:4^-*Mtfi!c$ nr > c n p. (DBg^{b+-tc j; 9 . 

X^tcntf-$nfci:LTt> xVX^H^CDBg^ft^^ 
Ztti'^X^^o 

[0 1 7 5] uCDct'PtC. a— ^f•;^^■l (E)@^7)r]tf-;gr-r 
^•x^@w<oBg#{t:^^-{cj:o, Hg^ftsnr, a-if 

^•©ift^TVX^'A^a. {ti2£Of-Vx^^ntf-;grLJ:'5 

tLxt. ^co^^T^7.<7icmm-£!nx\,'^vBmt7-' 

-^^'«^-r^fc46{c«£^S?5:^T=V7## (f=VX^ 1 
D. MCN. I S R C<D->U7;b#^) A^'S:5:-5(DT\ 

CO 1 7 6] ccD^oicLx. ^^m<Dmimit^(07' 

©3 e-^nfc-rV Xd'7b^5)ft!l«-r'i' Xi'^N-i^^zi kf- 
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[0 17 7] tfc. iUmt^-^imtmACli. CD 
- R X ^ § t C D - R W-r ^ cO'ggmi?? 

1 1 1 2 b (la 1 #p.?j tmmtri. c 

n e> iossJi{i:Bi^fi:+- * 5 f - ^ $ nrie^ 

[0 17 8] *t5. S^rcWf'&^cfc^^illfrfeBlHg 

T-fe^o 1112 ofi. ^^mcomzmmBmicm^im^ 

T. C D-R/RWF9'<74 3 Xt?-:<3-2 8 20 
a, 2 8 bi:^^*^Tlifjfi!c$nTl^-g.o 
[0 17 9] Sfc. Bg^fk:t^-£D4fi!t:^StCMLTt, 

m 1 3i4jjiff»TiJi0j;i (0 3 9-0/1 o#fls) Lrc<Dt 

iBi^T-feSo trjit>%. fiUmtti\ I D. MC 

Ngt<{i I S RCOi^U7;l/#-^^fi5?iJtCffll.^TfT^ 
t>n/cO. rVX^ I D. MCNSL<{i I S R 

D, MCN^L<li I SRCCOi/ V7>lm^^mtt'^ 

n.^mm^m'rt^<. xti. f-vx^io. mcn 30 

g L < ti I S R C CD>"J T/l/S-^^ffl^^^tri-y-fc'lf $1?^ 

Bg^ftAV ^-^-y-b-i/. x-fXi? ID, MCN 

eL<(i I S RCcDv^JZyl/S^^fi^-rSM-yiXaM 

D, MCNgU<tt I S RCcD>"J7;l'#^*ffl*^t) 
^i/ctSfR;&ffli:-r5/N-y '>aKiS^fflv^Tff <}; ^ 

[0 18 0] Sfc, JfA^n^rVx^'ti. Bi^ft:4^- 

{cj:oT^^^nrc. Hg^fbr-^*^ieiJ?nTi.^5x 40 

-rX^TSSc, CCT\ C D-R/RWK^'l':/4 3 
fi. CD-R-rVX<5'2 1 a. 3 1aX(iCD-RWr 
^X^2l b, 31 b^DBi^■^^b=^-;g:ffl^^T. cn?)© 

T-Vx^ (^f-V7) (cBg^fk^nTiEissnTi^s^ 

e. «^ft¥IS4 2 f «:^^^T«fiit^nTl^5o ^: 
Xtf-;^j-2 8a. 2 8ba. ±jSLfct><Oi:|HI— 

[0 18 1] COJ:^ W»J5)t{CJ;oT, ■^-^KOfij^A'SfT 50 
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rj:t>rL^-^. m^m7^st)ti^o -r^t)-^. cd-r 

/RWF^l'7'4 3 2 iSm^S 4 2 diCfca^T. 

S^fflxVX^CDf-VX^ I D, MC N, ISRC<D-> 
'J7;U#^*^K^^m$n. ^2Bg^g|^fiK?IS4 ZeAC 

tsi^r. Bg^ft+-A^4^!)t^n> is^ft?S4 2 ficto 

l^T. S^fflTV X^cOSg-^fbf'-^A'i^CDHg-Etft^- 
[0 18 2] il^x-fX^tX^'j-'Of-V X^'fCDg 

^fl:+-J.;(i^©Bg^{t4^-T'{i. 7C<D^j55-r-^f|?«:St 

[0 18 3] iKDi^tcLT. ^m(omim{itcoT 

l^ftcO-r-i-X^fClUlActtntf-T't^A^ 

[0 1 8 4] ^iumt^-mmomt. bsi^co 

nm<Dx. sumt=^-tLx<Dmmmiimf£n. 
[0 18 5] m^x. simt^-(D±fi(.i.i.. nmmm 

n d 0 •^/N-yi'aKiaH a s h 0 ^ffli/>T^5n§ 
[BI-cDt-VX^ I D^A>t){i|p)-tDHg^ft:+-A": 
tf6>n€.i:tt(c. tti;^$n^cBt^fb+-A^P>7c«ri' 
X^l Dmimmttlf3:<rji^. titoT, Bg^{t+-{C 

(B 1 ) ^mn<Dm znmBm<Dm i ^/^f^ijoiKB^ 

^ 2 Hflgm^tCiSl^TittB^ L/C, Bg^ft&t;^^ L 9 -5 

ifti^. ^Mmmmy^)hLxmt^z. tixt^o 
[0 1 8 6] 02 ui, ^^iBmrnzmmnmom]^ 
mmicm^^m • m$i ■ T-'-^mmcom^mxh^. c 

(DmZ 1 tC^t-^g • !l!^ft • 7--^$gB3 2{i. ^R 

mtbx^Mmt^T^rmitLxmmLo^tt'i 

tc, ^R Bfci^, x-i5f||<DlS$B^&tyT;l/^^f-V7 
x-^*^Bg4?-{t^nTnei!?nfc, Bgllfkp^rV 7ti!H!B 
^^^L-?^t©-CSoT. CD-R/RWK7^'7i^ 
t'rU\£33t. ^vmm34t. 7.\£-ij-Z8a, 
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[0 18 7] CCT. CD-R/RWK5-f7i^txb 
tl-3 3{i. xUtr«Diltg*W^§(J*^{C. CD-RrV 
X^7 2 1 aXtiCD-RWf-VX^2 1 btDBg^ft*- 

2 b. Bg^ft^7=V7'SfgfS#¥@4 2 c, m2Ktti# 
154 2d, ^2Bg^il4fi5c^lS4 2 e. 'i^mt^^AZ 

[0 18 8] Sfc. Bg^fl:c04fiK:^&{cMLTt. Si 
^)KiJgS{CTlttW (03 9-04 0#Bg) L/c:<Di;|Bl:^ 
T-^Sc f^b-^. Bffiffl:*^ xfX^I D. MCN?3 
L<{il S RC^D^/U7;^#^^^iSlJ{Cffl^.^T^T^cbn 20 
fcO. t'VX^' I D. MCNgL<ii I S RCtD 

CNSL<«1 SRC(DiyU7}V^^^mtt^ilimm 

a I s R cco>^U7;^#^^ffi^^^^■y:fc^t$g^Si:■r 
?)aiS(ral!(^fflv^T^T^3<l;9^i:feTt§o tPX-T. B§ 
^ftA^ 4^-^-;' •}:->>', T^Xi'lD, MCN^L< 
{* I S RC(0iyV7Jl^m^^mtt^^^yi^zLmi&^m 
l^TfcJ:<. Xlt. rVX^ID, M 30 

C Ng L < « I S R C ©i/'J 7;l/#^^|§^^^^3-(±/c'fS 
$g*S i: -r 5 /N «y a MI^J^^ I ^TfT* 3 ct ^ T # 

[0 18 9] tfc. A V(Audio-Visual)^a3 4li. ^ 
^ VB^ftOx- ^ ^n±T t i. OT-fe ^ T > P;^ . 
tT'T^tS^SBT'fei.o ft*?. Xtf-*-2 8a. 2 8 

b. 4 3 c. 4 3d«. cne)<Dil§§©PB^^&m^6^(C^ 
^■rStOTSSo CintCiOs CD-R/RWK71' 
7#t-rUtr3 3l^cDiS{ti?@4 2 atCfcl^Ts Stii 40 
^^fflf i-X^cDrVX^ I D, MC N, ISRC<Dv"J 
7;l'#^;b^^7-V 7#^i; LTSI*ii±i$nSo 
[0 19 0] -73s AV^M3 41C*5I/>T, ^^^Bftft 

^li. y-'7;i/4 3 d^/TLT. ;:OCD-R/RWK 

fcSSfe • igiPsA^^nT. '5^-y.'U4 3 b. 4 3 c^ffL 
T. S:&<73Xtr-*-2 8 a. 2 8 b:^^6ttl::'3$tx5o 
[0 19 1] ^tc. —73. CCDC D-R/RW K^^rr 

t X ixtr 3 3 F^^DBg^fi:^ Tf^m^^^m 42b 50 
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tc*3l>T. -rVX^ I D, MCN. I S R CC0->U7;L' 

li. C D-R/RWH^-f^f^t-rHi'S Sl^tOHgf ft 
^T-V7tSfB{^?¥?ia4 2 ciCcfcoT. ffitii^ifflxV 
X^COx-^MiUcl 2 hlCim^tX^o 

[0 19 2] $6fc, ffi^fktoi^Tti. ;>j(Dj;3«cft 

5= -rftfc-fe. C D-R/RWFv-f^f^txUtf 3 3 
rt©S2MtH^I34 2 dfCfcl^T. •rVxi'ID. MC 

N. 1 s Rctov"j7;i/#^*^i!?^ita$n. s/-c. ^2 

Bf ^a^JjSc^lS 4 2 efCtSl^T^ T-VXi? I D, MC 

[0 19 3] cff^iior^mmc^nx. OL-mt. ceo 

■tiW ' ' x-i^grS3 2tctSlrt?n/ct^j55^1!il5(*£0 

mt^-ic^t)^ Bg^fb^n^o f;^oT. a-+Pii. 1 

[0 1 9 4] a-W. ^£D!t#^TVX^A^6. 

X^(CtSSfl?nTl^5Bg^{l:T"-^5f?r'^^-r5fci6{C*^ 

^ft^-rV7#-i- (-rVX^ I D. MCN, ISRCcO 
^yV7)l'm^) t>m^s^(DX\ 7t^O^^•^?'B!ft^tf•-^7b< 
'<l7c?n§c:i:{ifti^o coi^tcLT. -fi?<7D-fVx 

[0 19 5] iiP^T. SMStR n d 0 ^^^yi^zLM 

( B 2 ) ^mn(om 2 nsnfl^^^^js 2 ^jg^ijoiftBj 

[0 1 9 6] 0 2 2 {±. *5gB^©S2lli!(5Bm^<OS2^ 

(002 2 {cs^-r^ip • Bj^fi • T-'^mm 3 2 a ^ 

R » •r■-^^^D^S$B^#^yv;^f^^xV7f=•-^ 

A^Bg^fk^nTieiis^n/c, Bg^ft^xV 7ts-$B;&^ 

^. S3feU-9-5t<OT-^t?T, CD-R/RVVK^-ry 
^^ft■r^e3 3 i:Xtf-*-2 8 a. 2 8bi:^^-35:^ 

[0 1 9 7] c:<0CD-R/RWK7'<':/f'it#-rUt: 3 
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3tS. CD-RrVX<>X(iCD-RWrVx^cOBg^ 

[0 19 8] sfc, mmt(D±is.y5'mmLr'i. m\ 
^mBmicxmm (ma 9-124 omm) Ltzcotmm 

T-S§o f^^p-S, Bg^ftA^ xVX^lD. MCNg 10 
L < {± I S R C tD-> 'J 7;U#^*<@SiJ{i:fflt/^Tf7at>n 

fz*). Xli. xVT.^ I D, MCNeL<tiI SRCO 

■5{i:LTt<ki/-'o Bi^fi:*^ x-i'T.^id, m 

cNeL<tii s R c€)v";7;i'#^^ai:-r5ai&M 
1 s R c(D->v7jim^^m^-^tyiirzmn^mtt 

til S R C^D>"J7;^S^^ai:•r§/^■yv^iM^5(^ffl 20 
l/^Tti<. X(±s +-;^-ytr->'', xVxi' I D, M 
C Ng L < « I S R C CDv/ U 7;l'#^*ffl*i^^2-&/-c1f 

[0 19 9] ^fz. }fA$n^r-cXi>{i. Bg#ft:+- 
tc cfc o T^^^nfc, Bt#{tT-^5f *M^nTl,^5S 
cnfCj;^. CD-R/RWF^ 
^7{^ftr^^d'3 3|*|COm2i!m^lS4 2 diC*5l>T. 
B^feffl-r-i'X^CD-r-i'X^' I D, MCN, ISRCODv' 
V 7)lSm3m^liiitl. W, 2 Bg^®4fi)c#g 4 2 e {C 30 
*5l/^T. B|^{|:4^-;:)':4)i!cJn§„ ^LT. {g^ft^S 
4 2 f tt5l/>T, S^fflf-VX^'tOBg^ftx-^A^ ^ 
©Bg^f(:4^-;&ffll,^T«^?n5(DT'fe5. 

[0 2 0 0] c:(DJ;-5:&^gfi)t(Cj;c.T. CD-R/RW 

{<: Bg^f t $ n Tieis $ n fc -r - ^ {i . xv X ^ sw^oBg 

[0 2 01] CcDidtcLT. ^^'-^BftiSllcO^ft^if-f 

•s^wc. mmn^^tbi.fk^LTz'o^-f^c. mv^ 
muty'-'^oimtimrL^m^M^o Bg^ 

- mm ^nrmm-^ti. ^(d^i^lx mm ^ n x 

-^tm^mibibnxmmt^—h'^^iii.iti^cDX. r 
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X. ^fij 5 0 Sfc. y-'^X^[HX(D'7^^yjmi. -2^ 

[0 2 0 2] *PX.T. SL»MS!R ri d () ^M.y^ai) 
tS[Hash 0 ^m^'XS§mtmi^J:t)tl^(DX\ |HJ- 
cDf-VX^ I D^;i^b{±(5l-(DBg^fl:+-A'!ffbn5o 

(C) *5SH^©^3^»ilcOi«B^ 
[0 2 0 3] 0 2 3 {±. *5gB^0^3^fit5mitCfl^5Bg 

•rBg^ft:-^^fl:fe^gH4 0b{i. CD-RrVxi^ 

X{iCD-RWr-rX^<DHg#ft4^-;&ffll,>T. rVS^* 
^yl/r-^cDBg-^ft^&fT^oT. C D-R-rVx^Xti 
CD-RWT-C7,^'\C)f5i!^L, tfz. CD-Rr-f 
X ^7 Xli C D - R Wr Y X ^ ic lEII $ n/c Bg^fbr- ^ 

LT, c©Bg^fk • ^^fbf Bissi 4 ohii. m'Mm 

Sii35i:. /^y'n>'20i:. C D- R/RW Kv^"/ 
2 2i:^^^^T®^^nTl>5o f^tAoffilfigt L 

T. C(DHg!!^fl:-mwaSJgil4 0bti, iil^mm 

^iiMicmmx^ ^i,cDx$,^o 
[0 2 0 4] c©^aieiigi3 5ti. x-^^^iffl-r 

B|^ft73j*cOjMtRi:W. DES. RC4. IDEAlfCO 

20. CD-R/RWH7-f72 2(i. ±3iELrc^lSl 

So Sfc. iinf)<D<if§CDPBl{i. y-y;l/4 3a. 4 3 

[0 2 0 5]:&jb\ CD-R/'RWKV'1"72 2, 

7Vl/43a. 43bti. ±^Lrzt(Dtm-X$>^(D 

x\ m^jiUm^^mt^o cnnrcto. cd-r/r 

WF^^72 2rt©S?t±i^lS2 2 a{Ct5t>T, }fA$n 
/cx-<'X^<Dx-i'X^ ! D, MC N. ISRCOi/'J7 

;U#^A'ip<rV7S^i: UTI^*i(±l$n. ^corc^y^m^T 
nfcp<x-i'7#^ti, ':r-7;l'1 3 b^/^LT, /^vn 

yzoicxtjtn. /^V3y2 oi^©Bg^g|^fi)c^is2 

[0 2 0 6] ^tz. sumt^—o:)iiLmmcmbxt. 
m 1 mmBmicrmm (si3 9~gi4 o^sia) Ltccot 
mmx&^o t^jit}^. ni^'^itff. 7-vx^i D, Mc 

Ng L < (i I S R C 7;L'ff i?--&f@BiJ{C/Tll/ ^Tf-T'i 
t^n/iO. Xtix T-VX^ I D. MC,M^rfL<{lI SR 
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D. MCNmL<l,il SRC(Di/V7)im^^mtt^ 
aiSMil^fflt^T?,J:<. Xti. T^-fX^ID. MCN 

S L < (± I S R C CD U 7;l/#^^ffi*^t)-t^/c'|f 

T, Bi^itA^ 4^-p<'y-b— T^-X^ID. MCN 
^L<{i I S RCcOi/U7';US#^ffli;-r^M.y>/aM 

D. MCNgL<W 1 S RCtDi/'J7;l/S#;&ffl*t^fc. 

[0 2 0 7] ^LT, /^y3y2 Ol^tDBi^fk^x-CT 

C D - R / R W F 7 2 2 P^WBg^fb^ X 71f IRfS 
?^?S2 2btioT. »#jA*fflf-V X^cOr-^^ 
«il 2 b {i:fS#$ni>c i:CT\ COBg^ 

• ^•!ffbfl2iiSfi4 0 b^iiffr-5:3.— fli, Bg^fb 
Bg!i^ii:-r'i>fci6©x-^^. '>--:ryU4 a a^/rur. 

So 

[0 2 0 8] $6{C, StiA^fflxVX^Xti. S^ffl 
ctCfcl^T. ^©f-V;^^' I D. MCN. ISRCCDi/ 

x^coHg^fbT^-^A^Bi^fb^-^grffli^T^^^ns^) 

[0 2 0 9] C<D^^rj:mmcJ^-DX. 3.— iico 

Bg^fb • «^fbfs^g§4 0 b{c^giirt$n/cBi-tfb75-a 

n^fflt/>T C D - R/ R WcDSffin tf-E^iJiCO/ca6cOBg 

^fb$n/cx^'>'^;i/T=-^03kf-;&if^9c -r^^^ 

■5. a— tf'li. Bg^fbT^ffi^. f?iJ^{f D E S *^?> R C 4 

So $/c. JKD^Mti, gfi&{i:tT*3J:i:A\-r-tSo 
[0 2 10] ^LT, ±aiL/ct<Dt|5ia{c. a— tf 

^> •rV7.^iaWcOBg^{b+-£C=t'3. Bg^fb-TSo 

T 1/ ^ S Bg^fbx- ^5? >&«^-r S /c i6 1 ^ 7 # 
^ (■r-i'XiJ' I D. MCN, I S R C<D>"J7yI/#^) 
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[0 2 1 1] c<Dj:oic. mmtmii]\ smciz-c 

/if-V i/'^JlT—'^ti\ 1 t^coxV X^IC 1 iHl/cfj-n tr 
[0 2 12] $€,(c. Bg^fb^-OfeiScofgCi, B1#£D 

nsigi!(c Bg^fb+- i: * s T- ^ ^^^i-gx^ nrieii^ ti. 

^■£0^S(LTlBfl*nfc:f=^-iS?At^-ti:«J6e.tiTBg^fb 

^M^Ltc, Bg^fb;(3nT*^S?tJ,^s/)^$.So Sfc, xf 

fig*«OT% Bg^{b^-i:LT«D^i!Wi«J$$n, ^(0 

[0 2 13] to^T. SMifRnd 0 V/N-yi/allil 
ISH a s h 0 *ffll/^TBg^fkA<tT*t)nS«DT\ |p|- 

(Dt-'^x^ I D?j;A>e.«iiBj-(DBg!§fb+-Awe)n-5, 

fi'E'ltA'iftgSo 
(D) ^-Offfi 

*5§Bg{i ±a! U fc ^SSiltiSc t>" ^ tD^ jfj (jij (c pg^ $ n s 

^fl^LT^Sfi-rS C i:A^T-t So 
[0 2 14] S-r\ ±jj!5L/c:. Bg^fb+-Og$(^)jai/^ 

as^T'*,fT^^So rV;^^! Dti, /N-F'J'x7{c<}: 

tcfi, MCNi:i S R Cco->';7;U#^i:cD2?iii*flf 

^So 

[0 2 15] idD^T, MD:^^©^m{i, ^±^(DmMS 

/N-y'>a7;l/zfUXA (MD5) ^mmt^t^ii. m 

■«f/ct©{i, 1 2 8 If -y M:i±Oli-y bMtt^. 
[0 2 16] Sfc. *^B^T'^$fflL;ta— »fi:t,>3|g 

(i. -A^-ti-'p. -mmm^m^WMt^fcifxrj: 

m(Dm 1 gff^MTFMBjJ t fc. IbM 3 6 ti. P-*;bx 
7;l/7 -y ygg^t^ 3 t l?rty t OT-fe So 
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to2 1 7] ^LT. mimmBm<Dmzmmr'mm 

mmmicm i s^tcjsi^r, a vss s 4 i: L-ra. 

[0 2 18] ^*3, 08. 9, 1 OtCiot/^T. f--^^^- 

;bi:a^$nri/>st©ti. cine. 

{±|S)-{DM(*T*$.S„ ^ 0 1 4 T\ PC tm^^t 

nri/^stcDfi. ^^yny2 o^icts-r5„ sfc> mi 20 

4. 16. 1 Bfcjsv^T, BiM^-i:g^x$nTi/^5t 
(Dlt. S^mt^-^MMLXi^^o jiP^T. 02 4. 2 

5, 2 6tcS/Ts$nTi/^?)<D{±, ^ 'J;<-h;I/4ifir<0itt 

[0 2 19] ^tc. \:A±0)mmX-l,t. CD-R/RW^ 
{?IJi:Lrc*^ 2|s:fgH^{i, CD-R/RWfCPS^-rSCi: 
*<ffi(D«if*tCt3iffloItlT-$.5o I5tj^(i\ DVD- 
R. DVD-RAM. DVD-RW^iiiDjimctil^T 

4b\ zmm^i^'pm^mmwx'hnii. wmmmn. 0 so 
[0220] 

ic^tiis. m^mmmtm^tnL^m^mmxh-^x 
® ^ mmf^m^tii L-simiimmx&^x:i—>ft)'^^<Dm 

f-TS^ Cf-VT.^' I D, MCN, lSRCO>"J7;l/ 
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Jil) o 

[0 2 2 1 ] iDx.T. ^^amc^tiii. liJLTiCTfstO- 

[0 2 2 2] ®*^B^«. smit(orzit(07-'^ x^m^i 
mm\ m^m>ymmt)m^tiib^m^j:^i^X'&^x 

a-+f ^ O^MJsIt^ 7 ^ -fe X T- 1 ^ I ^'SSnHM J (c EIS 

-mmm^m ^m^m Lrj:\.-xsBmtm7ti?i%,n 

[0 2 2 3] (3)*f8W(i. lEiSoIflg^x^X^fCtJl^ 

^z^'-txijt^i^gsmftKj icim-&tx^!^.x\ Bg^ 
<bx-^Rt;Bg#fi:+-if^A^ f-n€n. le^fgicx 

3igi((Di$«i:s^o, tA^oT. *^0;5tCctn{±\ tV 
X ^ fsgij {cmmt^-(Dm^m7^j:^ x. x- ^ fsis© 

So 

[0 2 2 4] mmt(orctb(Dr'^ x^mi 

^tiib^mrimi^X3b-^X=L—^li^(Omm^T^'t7. 

[0 2 2 5] Sfc. ^CD'f-^mmiC^ B!t;fi, r 

-^l|<^^xV7ti^AV '>^< i:t±ie©rVx^|iSt 
suit fB«:fflt^T5fefi!c$nfc:Bg^||{C i o TBg^ft^nfc 
Bg^fk;<7-V7t»$Si:LTgeiS$n?.i:i:t{c. a-nf 

ti^Xr>lcmiS.T^Cti,X'^. ^(DJ:olct*xl,i. m 

<7ic^msnx\^^^R^mtf-'$'^m^t^rzii>t,csm 

^pf-r-i'7#^^ (■r-i'Xi' I D. MCN. ISRCOi/ 
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[0 2 2 6] $e.fc. *?g0^(Diaiiiif*o?;]sgft^a{c 

fc 7 ^ -t X T t § X - ^ i: ^ ^ * K. fc EiSii 

<D^- K 3 ff^iiiTi/ 'J TJimmmmimt^m 3 »iA 

(IS5RIS5, 6) o 

[0 2 2 7] ^ LT> ^^m(^$mmw±xco^mty5 

^«DV>-fnA>-0«DtffS^#tr^7='-<'71f$g%. 'pfj:< 

%'trs^xmfj^ttix\^^^<Dx\ ^m'pfmmtDmim 

iit(D7-'-'?ti\ 1 ^JJcDx^-X^tC 1 (Blfcttne-Tt 

[0 2 2 8] $fc. =f:<Dmmmi. mmmmz^^{\L(o 40 

xmwmAm^mm^tmt^m 2 siAxx -y yi:, r 

- ^ nift« (c Q f - ^ 7=1 - F K 3 ff^iCT' U 
7 /bS^'lf fS^ISii-r ^^StfiAXx-yy-hA^^li/S? 

tSfS&O'^ y 7;L'S^'|f IB© ^ -^O'^^^ < t i-oO'lf 
Ifi mm-tt>^xm 1 Bg-^gl^gr^figf 5 m 1 B|-^S|^ 50 
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fiXX-f-yT'i:. na5gSJ:'3P<r^'7'lf«^^*tld-r^ 

I ^ttiXx-y7°<t. ^ 1 Bg^ia^ffl^^TBg^fl:^f-V7 

xv 7> ^ ^-jku tf-t § c i: « t t -r; ^(t«n^ $ 0 

[0 2 2 9] *px.T. *fga^iDBg^(k^l(cJ:n«\ 

r^'T.^iigij'iffgA^^^tb^n, Bg^fk/f-v 7mm 

^iiSiJ1«$B>&ffl^^/cBi^ii(i:c};oTg^". Bji'fi< x-^ 

«1 0) o 

[0 2 3 0] $rc. *5gaj5(^iiH}fkgia{CcJ;ntf. Bftilf 

2B|^g|4fi)?^IS[cfca>T. '>^< irtrVx^iWJIt 
?BA^€.^2Bg^ii*s£fiS^$n. m^ft^SlCtsi^T. B| 
^{k^fn/c'lf^*<^2Bg^f3|;grffll,^Tm^$n. 
B^f^« T-^l|cDyT'^7'lf$fiATO$nSJ;5tc1S)S 

^ML^t^TBi^{kA'«f7^^i.?lJ,'±lA^S0, S/c, Bg^ 

(Dx\ s^mt^-tLxomm^itiMm^stx. ^co^m 
[0 2 31] $ e.{c. ^nm<D=gm • B^ft • r-^J§S 

iCctntf. W^f[:$n/cs2iS!if*{c. Bi^jfl!. -r- 
^I^O^-rV 7tflB^Bg^fkLTBg^fkp<x^' 7tt$Si: 
UTtBet ^ § ttc, Bg^ib$nfctSffi/)«$n 
/cfBiS<i#*^ '>^< i:tT^x^i!$SiJ1t$ll/)^e,4^? 
n5^2Bg^||;&fflt,^T'^^^n^R m9i. x-^l? 
7tf$S*^M4$n5©T\ l^-$tifcf-' 

I ^ CO T\ mimi^^(D7'-^ AViRis ? n 5 f u.^sa'^^ -s o 

Sf;. xi'X<>(7)Ki[?(D7*-v-v FT^ft^Sr^ML^iV^ 
TBg^ibTi-itT^A^^iL-^A^fe!?, $/c. a^mt^-<D^ 

i\:=i^-tLX(Dmmi±mm-srL. ^(o^m^Mib^c 
tti^xt^mi^ti^&^ m^mi 2. 1 3) „ 

[0 2 3 2] ^fc, ±fB<DfeiSI«^*{i, Jt^itfClBii? 
llHl«»tiA$ntf-5t©T't<l:<. t^oT, ccDj:o 
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0) „ 

[01] ^fgB^A^iiffl^n?.. CD-R/RW(Dl^r- 

rj:mmim^^stmx$>io . (b) {iHg^ftf-'-^Tb^iE 20 

[114] ^x^-TS^icjcD^^fb^nsc^^iiB^-r 
[0 5] r.^k=i\d-tiir't^j:i^^ct^mBnt^rztb<Dm 
[0 6 ] B§^{t^-^m^'rzinmt:f5^i%^^-rmxh 

So 30 
[0 7] *fS0^tOS 1 ^jSfimifCjlSBg^ft^^-fiilJOii 
*SB'O^M0T'*§o 

[08] *f§B^tomillS!sfl^iltC^5. CD-RW(Dn 

lf-P^±7? ffitC fcnt i, ?ZJK^{t 7 D - ^ + - h T-fei. o 
[09] *5gB^(Dmi^«im^{Cf^§. CD-RCD31^ 

[01 0] CD-R©n 

[011] *^B^©^ 1 ^mmmici^^^. c d - r ©zi 
[012] ^mn(om 1 ^figmitcfi§?;]^{i:m<oc D 

-R/RWtOx-^b-Y7'> ^%/T^■r01:•fe§o 

[013] ^^BM(Dm 1 uimm(om 1 mmtci^.^k 
[014] *?60^cD^ 1 mmBmom 1 mm^m^. 

C D - R Xfi C D - R won tf-|5^±;/3ri(D7 n-f-^' 

[015] ^m^(DmimmBm(Dm2mmmic{^M 
^it ' mmttmmm(r>m^mxh^o 
[016] *5gB>](Da5 1 -mmmmom 2 mm\m^. 50 
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C D - R X{i C D - R W(Dn tf-|?;±?7ffi£^7 P-^-V 

[017] *f§0^cr)^ 1 ^fliiJBilO)^ 3 ^JBPfClISBg 
^fb • «¥{l:fe^llH(D<ii^0T'fe5c 

[01 8] *?g^C0^1^)JgmicD^>fJfJiJlC^5. CD 
- R Xti C D - R W(Dn l^-R5±:^&(D7 P-^+- h 

[019] if^m(o^2mimM\m^=^w^m(o^m. 

[0 2 0] ^fgB^COmZHflSmitCf^-SffiO^^i^SO 
^iS0T;-*§o 

[02 1] i^wm(om2mm%(of^ 1 ^«fcf^5§ 

[0 2 2] *fg0flCD^2^JSg}gSg©^2^fl^(l?iJIC0^i.g 

[0 2 3] ^JgB^tD^S^fliimitCffSBg^ft.'^^fb 

[02 4] CD-R/RWcDl^T-^pgJsKi;. x-^^M 
lS!ci:cOEii%^f0T'feSo 

[02 5] »tji»^'f'lCfcnt5r".YX^'<7)r-^<|S}jg 
^^N-r0T-$.-i)o 

[02 6] fftiAif^^7f^{Ci5tt5xVXi'<DT--^fi| 
jili^/T^f 0T'$)i.o 

[0 2 7] •9-7*n-x-i'>'y7U-A<D7;i— V<y 
^^-r0T'fei>o 

[02 8] 7b-i:.<Di¥iffl*7*-V-y h;gr/TN-r0T'fe 

•So 

[0 2 9] -y-yrn-f-V >^"mM^I¥lfflt:^L/c:0-efe 

-So 

[0 3 0] Q^-v:?-;l'0^-K 1 <D7b-AIS3i^^-r 
0T-fe5o 

[03 1] Q^-y:t^;l/CDt-K2C07U-A^iia^^-r 
0T'^5o 

[03 2] Yv^rmmti^uQnmm-t^^n^—^ 

yt--^-y h^fr^-rmx^^c 
[03 3] K7l'7gl*^iS*ijAA.fcMCNr-^c07 
*-Vy h^^-r0T$>'5o 

[03 4] Q^+^^;UtO^~K3<D7b-A1i3g^^-r 

[0 3 5] Kv'1'7"SlA^^*lJA^fc I S R C-r-i5f(0 

7:t-V>y h^^^tmX^^o 
[03 6] -r-^teiiScDm 1 <DfiFiJ^jj^-r0Tfe?.o 

[03 7] r'-'^tm<Dmz(Dm^^^tmx$>^o 

[03 8] ■r-^tH^O^3cOflWJ^^-r0Tfe5o 
[03 9] (a) ~ (c) a. ^n^n. 3ffl3icDBi^ 
fk^^-^ffl 1/ >;c:Bg^fl:*-:£fi)c7?r£<D|«B^0T'fe 5o 
[0 4 0] /N-yv'ifflSJO7'D^'-5AP%^xr0T'i6 

-So 

[??F^OiftB^] 

1. r ^•r-f7?Si||- (^f^V7#itM«) 
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1 0. 1 0' . 6 0 (^-r^-y) 

11,61 WH^^ 

12, 6 2 a— «f'^J§? 

12 a, 6 2a V-V^ymm 

12b, 54a, 62b x-^fSHIt 

12 c, 6 2c V-h'7'y hmi^ 

1 9 m^it^-m*))2^^^m 

2 0 /^yny 

20a. 23a, 42b ^mt^^T^ 7lf ^^fig^g 
2 0b. 2 3b Ht^ii^^^lS 10 

2 0 c. 4 2 r mmt^m 

2 0d. 4 2e m2Bg^^^fi)t#ia 

21a, 31a, 47a C D-Rx^-T.^ (C D-R 

2 1b. 3 1b, 47b CD-RVVx-CX^' (CD- 
RWp^t-VT) 

2 2. 4 2. 4 6 C D-R/RWH^-Y^ 

2 2a. 42a mtH^^S. 

2 2b. 4 2c BI-^fb^x-rTtim^^lfi 

2 3 -ry^-^^-v 20 

2 4 * 
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2 6 x-^jMttJgS 
2 7. 2 7 a ^m^m 
2 8a, 28b Xtf-;^;- 

2 9 ^SS^«llt§ 

3 3 CD-R/RWK7-Y7MtxHf 

3 2 ^w-mi^-T'-'S^mm 

33a, 33b. 33c. 43, 43a, 43b ^— 

3 4 AVSH 
3 5 JSiaiSltSffl 

3 6. 3 6 a \siW 

4 0. 4 0 a. 4 0b s^mt - m^ittmmm 

2 2c. 4 2 d ^2 i^ttl^lS 

4 5 ;<xV7#^^^#S 

5 3 7a 
53a 7b— A 

5 4 •9-7rJ-r-i' ^^^'^^ 

5 4b mm 

5 5 ^r- K 1 <D7 U-A 

5 6 ^~V2(D7l—L 
5 7- ^-F3(D7b-A 
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CHS] 



[g|4] 





mi 3] 




21a(2Ib,31a,31b) 



,27a 



/28a 




[02 0] 

^31ol31b) 

O 




42d 42e 42r 



[BI8] 



•A2 



Mode Se\ecmy^Wt'}<n^iSK 



(MCN.10il.«:i3^ff ) % Mode 



J. 



( I S RC(?iy']'Kl4f. lOitIt 5 m ) 
a Mode Selecn?>|:i;tt']|;^^ 



Mode Select3T^'l-*^;II^T 



-A6 
A7 



Write37>Kffl/t«)<^flS'(* 1 A8 



^H7;f-T>-/l>^'9t Write :]^>Kffl 



Wrjrea^>r«;?^<(f 



I 



AlO 



7> ~A12 



All 



A3 



A4 



A5 



•A9 
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[06] 



[03 9] 



Q 
O 
CD 

II 



On 



Cl. 



JU 



Q 
O 

< 



« "I- 
ro cvj 



CVJ 



i 9 



tt» OB w m m ^ 



1 



ro 

-rtrro 



a; 

a 

O 



C\J 

8 



CM 

J 

CB c 

T * 
-^^^ 

q: 



-J 

ro 

I 

4V 



m 

CVJ 
I 

AJ 

Mm 
m 



ro 

•MID 

CO 

CO 
I 

AT 



I 

Aj 

m 



ro 

1 

•MB 

m 



Jr2 

Ttt" 

Air M M 

o ^ 
X 



I 
I 

TO 

a> 
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im 1 7] 



©■ 



B1 



B2 



SESSION 



•B3 



Mode Select 3T/l''ffl)'t»J^-fi8'(* 

E 



■B4 



(M.CNJ0i|*l3^!T) ^ Mode 
Select :i?>K^>-£Oltg?^ 



— 85 



i Mode Select3?/ ^a;tt(jKtg ^ 



•86 



Mode Select37>l-'^J4&'ft I — 87 

-4 



Reserve Track 3Ty\^^^'if B8 



WrltenT>l^)fl)'t'J(Afi«i* 



■B9 



Direct COM ^felf Tt-Tvl-ffl f - 5' li 



Write2I>liMlt -~B11 




810 



12 8] 



53a 



1 






H 12^11 M 




4^ 


¥-9 










^ 20a 20c \ 43 I 22b \ 
36o I 20b 20d 22q 22c 



[112 2] 



/■32a 




33 



r2eb 



42d 42e "421^ 




21o(2lb,31a,31b) 



CE12 3] 



.'40b 



35 

_L 



20 



iii 



21a(21b,3la,31b) 



430 20a 20b 20c 43b 22a 22b 22c 
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[01 0] 




Mode Selecta?>ffl/t'Jtfiaf1* 
I 



(MCN.IOiiSCIStDtL Mode 
Select T7>l'"'ffi?^t';it|?fe 




(ISRC05^JTJli*10ifcK54»f; 
t Mode Selectnr/fJR/cOl^lfi t 



Mode Select 3^>i:Vi^4f 



B15 



Wrlte37>Wt'J^{|'(* 
i 



•B16 



I SO 9660fll^iS&If9*-T'/l«fflT-9E 
Write77>Kffl;«t'j|:ISt: 



WriteaY>l-'^i&1t 



B18 



Close Session 3"?>K*»jilfT 



819 



SESSIONS T 



820 



812 



813 



•814 




817 



imz 1] 

«32 



28a 

J_ 43b (^33 



few 



,43c 



420 42b 

42c '42d 



/ 42B42f /'TN 

?c^42d V Q h^21a(21b,3la,31b) 



Byte 



Bit 



[032] 
Media Catalogue Number data formar 



Sufa-Chann>rDQtg Rprmot Code(02h) 



RMarvod 



Madia CatalogiM Numbar 
(MCN) 
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[011] 



SESSION 2 W ife 



Reserve Trackax>H'*ij||1f 
* 



B21 

•B22 
B23 




igi5S7;r-T-/^ffl?-?fe Write 37>K^ 



■B24 



Write :37>Ktf).S: iff 



B25 



(^__T) -B27 



B26 



42a 42b / \ 42e 42f 
42c 42d 



2la(2tb,3ta,3]b} 



[01 2] 




K-f >1 



[gl3 0] 



rr 

□ 
1 


T 

u 


TNO 


Index 
X 




SEC 


% f 

FRAME 


O 
ZERO 


>5r 

AMIN 


ASEC 


71' A 
AFRAME 


1- 

CRC 















OOOH»Wfl4t#H 
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[014] 



± 



X3 



C2 
^C4 



± 



CD-R/RWl-.4*;r7- 
1 ~ 



C6 



PC 1*1 



-C7 



C8 



I 



PCItl 



(WT>— C9 



[02 5] 



t*IIB 





















recorded 
part 






























\ • ■ 





I- - l- . -l ■! + 



PCA LecxHn Ptogram RacofdoUe User Araa 

Area Area -t-Leod-out Area 6 3 e 

PMA6«« 8 
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52tVV 







r -t- ^ ~ — ^— * 








































T 


































T 
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t 


u 


Nl 


N2 


N3 


N4 


N5 


N6 


N7 


N8 


N9 


MO 


Nil 


N12 


NG 


ZERO 


AFRAME 


CRC 


/t 





































OOlO 



^Kl 2 0 0 1 - 2 0 2 6 9 4 



[0 1 6] 



Dl 



^ 



D2 



D3 



-D4 



D5 



•D6 
— D7 



D8 



[gl2 6] 



rnox^llS 



recorded parr 



.60 



Lead-in 
Area 
6 2a 



Program 
Areo6 2 b 



Lead- out 
Area 
62c 
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[HI 8] 



E2 



E3 



■E4 



Ht^-ft^nT-' ? t C D - R / R W 



•E5 



I 

i " 

(g_T)— E8 



•E6 
E7 
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12 9] 



13 5] 



,54 



I SRC Format of Data Returned 



1 
2 
3 
4 
5 



54b 



OS 



Ri Si Ti Ut Vi Wi 
Rs S2 T2 Us Vt m 



96 
97 
98 



P9S 
P96 



P94 094 R94 S9^ 7^ U94 1^ ^ 



095 

Ox 



R95 Sas TSS U9S VISSWSB 
R9e 5399 73w Oae Uteflte 



Byte 


Char 


Bit 7 


Bite 1 Bit 5 ( Bit 4 { Bit 3 | Bit 2 t Bit 1 ( Bit 0 


0 




TCVAU 


Reierved 


1 


It 


11 {Country Code) 
12 


2 


12 


3 


13 


13 (Owner Code) 
14 

15 


4 


J4 


5 


15 


6 


16 


16 C Year of Recording 1 
17 


7 


17 


8 


18 


18 (Serial Number) 
[9 
110 
lit 
112 


9 


19 


»0 


no 


11 


111 


12 


112 


13 




Zero 


14 




AFRAME 


15 




Reeerved 
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MCN Format of Date Returned 



Byte 


Chor 


Bit? 


Bite 1 Bits 1 Blt4 1 Bit3 1 Bits | BitI | BITO 


0 




MCVAL 


Reserved 


1 


Nl 


NKMoitsignificont) 
N2 
N3 

Nt2 

NIS{ Least significant) 


2 


N2 


3 


N3 






12 


N12 


15 


N13 


14 




Zero 


15 




AFRAIME 



4fc*9). 



12 



13 



14 



15 



16 



17 



18 



19 



110 



111 



112 



ZERO 



AFRAME 



CRC 



0011 



Owner Code 
Country •C-'9',*A'-*Z' 
Code 



Year Serial Number 
*0*-*9' *0'-'9' 
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[03 6] 



Mode 



ims 7] 



Mode 



MCN~ 
M234567B90123'' 



1 1 



2 1 



* 1234567090123'^ 



int tunc (char *str) 



{ 



[04 0] 



int vai; 
int len; 
if (str=NULL)( 
^ return O ; 

len = 5trlen(str); 

vol -(*str-'aO+(*{str+len/2)-'aM »26-^ Wstr+(len-t))-'aM «26 X26i 
return vol % SIZE; 
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[03 8] 



Mode -.234S^c«23>r4'|;;^^""*'' -.:;5S^%90,23" i^^J.^^l'--"'*" 



3 I 



(51)Int.Cl/ tmm^ FI f-7a-K(##) 

H 0 4 L 9/08 H 0 4 L 9/00 6 0 1 D 

Fi>-A(##) 5B017 AA03 BA07 CA09 

5D044 ABOl AB05 AB07 BC04 CC06 

DE02 DE50 DE55 DE57 DE58 

DE83 EF05 FG18 GK12 CK17 

HH13 HL04 HL08 
5D110 AA16 AA17 AA27 AA29 DA08 

DAIO DB03 DB18 DC05 DC15 
5J104 AAOl AA13 AA16 EA02 EA04 

EA26 FA07 NA02 NA12 NA17 

NA32 PAH 



